US-CERT Reporting Process


Breach reporting to the United States-Computer Emergency Readiness Team (US-CERT) can be initiated by going to the following link:  https://forms.us-cert.gov/report/. 
Note: Any updates to the initial report are to be provided via email to soc@us-cert.gov and the assigned US-CERT number must be referenced in the subject line. 

Welcome Screen:
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Welcome to the US-CERT Incident Reporting System

What is an incident?
A good but fairly general definition of an incident is The act of violating an explicit or implied security policy. Unfortunately, this definition relies on the
existence of a security policy that, while generally understood, varies among organizations.

For the federal goverment, an incident, defined by NIST Special Publication 800-61, is a violation or imminent threat of violation of computer security policies,
acceptable use policies, or standard computer security pracices. Federalincident reporting guidelines, inchuding definitions and reporting timeframes can be found
at hitpy/fwwiw us-cert govifederal reportingRequirements himl.

In general, types of activity that are commonly recognized as being in violation of a typical security policy include but are not limited to

o attempts (cither failed or successfil) to gain unauthorized access to a system or ts data, including P related incidents (link to the below description)
« unwanted disruption or denial of service

o the unauthorized use of a system for processing or storing data

o changes to system hardware, firmware, or software characteristcs without the owner's knowledge, instruction, or consent
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By scrolling down on the welcome screen, the user is directed to a set of blank fields, which serve to provide the reporter’s contact information, a preliminary description of the breach, and corresponding impact.  Though all breaches must be reported to US-CERT, many elements of this report are specifically oriented toward technically-related breaches.  The report format provides the user with various drop-down answer options and the ability to skip sections to identify areas that do not apply to non-technical breaches.
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Using the US-CERT Incident Reporting System =l

In order for us to respond appropriately, please answer the questions as completely and accurately as possible. Questions that must be answered are labeled
"Required'. As always, we will protect your sensitive information. This web site uses Secure Sockets Layer (SSL) to provide secure communications. Your
browser must allow at least 40-bit encryption. This method of communication is much more secure than unencrypted email

Section: Reporter's Contact Information

First Name (Required)

Last Name (Required)

Email Address (Required)
Telephone number (Required)

Are you reporting as part of an Information Sharing and Analysis Center  [io.this is not an ISAC report =
(ISAC)?

What type of organization is reporting this incident? (Required) Flease select -

What is the impact to the reporting organization? (Required) Pleass select

What type of followup action are you requesting at this time? (Required)  [Fiease select

Describe the current status o resolution of this incident. (Required) Flease select 7

From what time zone are you making this report? (Required) Pleass select a time zone

What is the approx time the incident started? (localtime) e =l [027] [2009 5] . [5 5] {25 5]
When was this incident detected? (localtime) Jne =02 7] [2009 =] [ =125 =]
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Section: Incident Details
Please provide a short description of the incident and impact (Required)
=
|
How many systems are impacted by this incident? —
(Leave blank if Unknown)
How many sites are impacted by this incident?
(Leave blank if Unknown)
Was the data involved in this incident encrypted? /A -
Was critical infrastructure impacted by this incident? /A -
What was the primary method used to identify the incident Unknown -
Ifavailable, please include 5-10 lines of time-stamped logs in plain ASCII text.(e.g.,CSV).
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By clicking “Next” at the bottom of the screen, the user is routed to the following screen, which is a continuation of the US-CERT Report, and identifies the impacted party:
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Impacted User Contact Information

Please complete this section if someone is impacted by this incident other than you, the reporter. Please provide as much information about the impacted contact
as possible in the felds below.

First Name

Last Name

Email Address

Telephone number

What type of organization is impacted by this incident? Unknown
If known, what is the impacted organization’s incident tracking number for

this issue?

If known, What is the impact to the impacted organization? Tnknown =1

Previous | Next| Skip| Abort | |
«
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The following screen seeks to identify background information of the Victim and Hacker systems in breaches that are typically technical in nature.  For all breaches to which this information is not applicable, the user can click “skip” at the bottom of the screen.
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Victim and Attacker Host IP Information

If known, please enter the relevant protocol (HTTP, STP, etc.) used in the | ———————————
attack.

Section: Victim Host Information

If known, what s the primary purpose(s) of the victim host system? [Check all that apply]
I Application Server I Blackberry/PDA/Mobile Agent [~ Database Server I~ Domain controller

I~ Domain Name Server (DNS)
I~ File Server I~ Firewall I~ Laptop. I~ Mail server I~ Printer
I~ Proxy Server I~ Router I~ Sener I~ Switch I~ Time senver
I~ Unknown I~ Web server I~ Workstation Come]

What Anti-virus software is installed on the victim system? Unknown ~|

Provide any additional description of victim system that may be helpful.

|

<

* [[Dsassons~ | B
€] one

Bstart| (& (2] 3] (] ] [O] @  [5] box - icrosoft Qutiook || 2 Internet Explorer ~ ] US-CERT Reporting Proc...

&) €3 5 | | @ iscussions not avaiable on htps: /forms.us-cert.gov/





[image: image6.png]Fe Eit Vew Fewries Tods Heb | &

Q- Q- ¥ (B B Pse Jorans @[ (2- 1 @ [Jid

ks [ o form.cs<er-gorepr e phpPSID=+2oc321ec 5003650 1033225000 T Do [ 7| @coment - Flsden
If known, please enter the victim's IP address in dotted decimal format (e.g, ——— =

192.168.10.1).
If known, please select the subnet mask (CIDR notation as a numeric value
from 1 to 32) of the victim system.

If known, please identify any ports involved in the attack from the victims
point of view.

Example: 23,25,60-90,1024-

Please enter any additional notes about the victim system that may be helpful.

What is the operating system of the victim computer? Unknown -

Section: Attacker Host Information

If known, whatis the primary purpose(s) of the attacker host system? [Check all that apply]

I Application Sever [ Blackberry/PDA/Mobile Agent [~ Database Server ™ Domain controller [~ Domain Name Server (DNS)
I File Server I Firewall I Laptop ™ Mail server I Printer
I Proxy Server ™ Router I Server I Switch [ Time server
™ Unknown ™ Web server ™ Workstation Fomef |
What Anti-virus software is installed on the attacker system? Unknown -
Provide any additional description of attacker system that may be helpful.
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Ecoment -

Ifknown, please enter the attacker's IP address in dotted decimal format
(e.0.,192.168.10.1).

If known, please select the subnet mask (CIDR notation as a numeric value
from 1 to 32) of the attacker system.

If known, please identify any ports involved in the attack from the attackers.
point of view.

[Example: 23,25,60-90,1024-

—

Please enter any additional notes about the attacker system that may be helpful.

What s the operating system of the attacking computer?

|

|
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Once these fields have been populated (or skipped if not applicable), the US-CERT reporting has been completed.

The subsequent screen will provide the user with an opportunity to verify previous input for correctness, and will generate a US-CERT number.  Once the review is complete, the user will click on “Finish” to submit the report.  
It is critical for the user to record the US-CERT number assigned to the breach for accurate recordkeeping, and for fulfilling additional breach reporting requirements.
As a reminder, any updates to the initial report are to be provided via email to soc@us-cert.gov and the assigned US-CERT number must be referenced in the subject line.
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