OFFICE OF THE ASSISTANT SECRETARY OF DEFENSE

HEALTH AFFAIRS
SKYLINE FIVE, SUITE 810, 5111 LEESBURG PIKE

FALLS CHURCH, VIRGINIA 22041-3206

TRICARE JUN 252008

MANAGEMENT
ACTIVITY

MEMORANDUM FOR DIRECTORS, TRICARE MANAGEMENT ACTIVITY
SUBJECT: Guidelines on Protection of Sensitive Information in Electronic Mail

This memorandum provides specific guidelines to implement the TRICARE
Management Activity (TMA) memorandum “Protection of Sensitive Information in
Electronic Mail (e-mail)” of August 13, 2007. Ensuring the proper protection in ;
accordance with Department of Defense (DoD) policy and federal direction is essential tp
safeguarding beneficiary as well as TRICARE business information.

TMA personnel communicating with TMA business partners; including federal,
state, and local government organizations, as well as private businesses that currently
cannot accept e-mail with Public Key Infrastructure (PKI) encryption, shall follow the
attached guidelines to send sensitive information. Each TMA office sending sensitive
information in e-mail without using PKI must keep a record of what was sent and the
recipient. If a business partner acquires PKI capability, e-mails with sensitive
information shall then use PKI.

Each program manager of a TMA contract shall include, or have a plan to include,
the requirement to accept e-mail with sensitive information encrypted by DoD PKI.
TMA Procurement Support’s Task Order templates, available on the TMA Web site at
http://www.tricare.mil/tps/Acquisition Tools Guides.cfm, include PKI in the
information assurance section which must be enforced by program managers.

Only by using approved methods can we protect against threats to e-mail and the
information or files in them. When additional products are approved for use, the Military
Health System Chief Information Officer (CIO) will update and distribute the attachment.
This memorandum will be posted on the TMA Web site with all other TMA network
policies and guidance.




If a business partner cannot use PKI and has reason not to use an approved
alternative, managers should coordinate with Mr. Daniel Brooks, who may be reached at
(703) 681-6867 or Daniel.Brooks@tma.osd.mil in the CIO’s Information Assurance
Division.

Major General, MC, USA
Deputy Director

Attachments:
As stated
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Guidelines for
Sending Sensitive Information in E-mail
When the use of Department of Defense-approved Public Key Infrastructure
Is not possible with the Business Partner

Follow these three steps when Public Key Infrastructure (PKI) cannot be used.

1) FIRST - Verify that PKI or other secure means (e.g. access to system or web server) is not
possible for the business partner. Before sending an e-mail, always discuss with the recipient the
security of the recipient’s e-mail system and network to determine the best approach.

o If the business partner is a federal agency, ask when they will be getting their Personal Identification
Verification card and using PKI with their e-mail system. Also, ask if that can be expedited for them.
Use an approved alternative in the interim.

o |If the business partner is a state or local government, verify that they do not have or are not getting
PKI within their organization. If they can't use PKI, use an approved alternative.

o If the business partner is on contract to TRICARE Management Activity (TMA), there must be a plan
to implement on the contract. In the interim, an approved alternative can be used.

o |f the business partner is a non-government organization that is not on contract to TMA and the
transmissions are going to be routine (continuous and frequent over a long period of time), ask if they
would voluntarily use a Department of Defense (DoD)-approved PKI. If not, use an approved
alternative.

o If the business partner is a non-government organization that is not on contract to TMA and this is a
one (or few) time transmission, use an approved alternative.

Please be aware that the sensitivity of information and how often it is sent to the same user
affects the risk of compromise (routine transmissions of Personally Identifiable Information/Protected
Health Information (PII/PHI) create a pattern that is more likely to be compromised and more likely to
have a serious impact than infrequent transmissions of non-PII/PHI).

2) SECOND - Place the information in a file, encrypt the file using an approved product and
procedures for the TMA network (see enclosure (1)), attach the file to an e-mail to the recipient,
and digitally sign the e-mail (see enclosure (2)).

3) THIRD - Separately from the e-mail with the encrypted file, provide the recipient the
password to use to decrypt the file.

The preferable method is to call on the telephone and personally tell the recipient the password. Do not
leave the password on a voicemail system.

Alternatively, if a telephone call is not possible, then send the password via an e-mail.

Send a separate, unrelated, and digitally signed e-mail.

Use a different Subject line.

Do not use Reply or Forward with the original e-mail that has the encrypted file.
Do not state in the message text that the password is a password.

Do not state in the message text what file the password is for.
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TRICARE Management Activity Approved Products and Procedures
For encrypting a file in an e-mail when the recipient cannot use
Public Key Infrastructure

There are two approved products. The procedures below must be followed when using the
product.

Product 1 - WinZip version 9 is part of the standard TRICARE Management Activity (TMA)
office automation suite. The recipient must also have WinZip. WinZip is publicly available to
recipients. Evaluations versions of WinZip can be obtained and used without cost
(http://www.winzip.com/dprob.htm). It is recommended that version 10 only be used if upgraded
with Build 7245.

o0 Browse to file(s) you want to encrypt. Then RIGHT-click on the file(s), select ‘WinZip’, and
LEFT-click on Add to Zip file...

Open
Print
Edit

= Convert to Adobe PDF

B Combine in Adobe Acrobat. ..

Scan for Viruses..,

Open With

3 Add to Zip file...

) Add to Tricare-West_June 20086.zip

3 Add to recently used Zip file 2
Cut 3 Zip and E-Mail Tricare-West_June 2008.zip
4 Copy 5 Zip and E-Mail Plus...
ré Frasta Charksod @ Conﬁgure

0 Choose the Encrypt added files under Options

Adding file: C:\Docu 5 and Settings‘\dhemandez'\Desktop*_June 2006 td

Add to achive: Add I

Documents and Settings"'Semandez\Desktop®,_June 2006.zip

Cancel
New... Qpen... | Help
Action:  Options
- . ¥ Encrypt added files

Add (and replace] files -
I : place) J [T Store filenames in 8.3 fomat
Compression: [~ Save full path info
IMaximum lportable) j r Aftributes

[ include only i archive attribute is set:
fultiple disk spartitg: ™ Reset archive attribute
I::remu'-.fable media only) j ¥ Include system and hidden files

Enclosure (1) to Attachment
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Make a note of the location where the file will be placed, then select the Add button.

Adding file: C:\Dioy

2|

ents and Settings‘dhemandez \Desktop®,_June 2006 bxd

Add to archive:

MNew...

IDocumerrts and Settings‘dhemandez'\Desktop'_June 2006 zip Cancel |

Qpen ... | Help

Action:

IAcId {and replace) files

Compression:

I Maximum {portables)

Multiple dizk spanning:

J r Attributes

I::rernovable media only)

— Options
¥ Encrypt added files

[ Store filenames in 8.2 fomat
[~ Save full path info

[ iinclude only i archive attribute is set:
™ Reset archive attribute
¥ Include system and hidden files

o Create a password when the Encrypt dialog box opens. Passwords must:

= be at least 9 characters in length

= contain at least 2 numeric characters

= contain at least 2 upper and 2 lower case alphabetic characters

= contain at least 2 special characters (special characters are located above the
numeric keys on a standard keyboard)

= not use common words or phrases

—
—

Mote: the password will be applied to files you subsequently add to or
extract from the cument archive, and will be automatically cleared when the

archive is closed.

Enter password:

Re-erter password for confimation):

v Mask password

Encryption method

" Zip 2.0 compatible encryption {portable)

" 128-Bit AES encryption (strong)

¢ 256-Bit AES encryption (stronger) Cancd
Information on encryption methods | Help |

o0 Select 256-Bit AES encryption (stronger) under Encryption method. Then click OK

button.
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The file(s) will be added to the WinZip main screen. Exit by clicking the X.

i) WinZip - _June 2006.zip \ﬂ

=}
File Actions Options Help
= A .}a - Ak e {
i i . H Gl® > e = .
SRR S J b O3
New Open Favorites Add Extract Encrypt Wiew CheckOut Wizard
Mame = | Type | Modified | Size | Ratio I Packed | Path I
[E)i_June 2006.txt™ | Text Document 8/8/2006 11:00 PM 466,830 43% 263,352
|selected 0 files, 0 bytes Total 1 file, 456KB 00

NOTE: Because many e-mail systems block files with the “.zip” extension, one may need to
change the file extension before attaching and sending. The recipient(s) will then be
required to change the file BACK to a *“.zip’ file to open. To do this, browse to the
location of the file, Right click on the file and choose ‘Rename’. Change the last three
characters to something such as ‘txt’ or ‘piz’.

Product 2 — Adobe Acrobat version 7 or greater may be used to encrypt files. Previous versions
do not have the required encryption algorithm and are not to be used. Both sender and recipient
must have a copy of Adobe Acrobat. Individual TMA offices must coordinate with network
operations to procure and install the proper version of Adobe Acrobat.

0 Open the Adobe .pdf file. Click on Document/Security/Show Security Settings for
This Document...

&8 Adobe Acrobat Standard - [Encrypting FOUO in Adobe Acrobat.pdf] EEX
T e Edit view PRETUSH Comments Tools Advanced Window Help BEE:
3 & & atachaFie... ate PDF = ) Comment & Markup ~ ¢/ Send for Review « () secure = # sign -
‘Q_'7|I> — i Add Headers & Footers... L ® [ @ren-
= Add Watermark & Background..
/ Uigtal Sarotures g FOR OFFICIAL USE ONLY %
@ Seurity Secure This Document...

Recogrize Text Using OCR R \ Show Security Settings for This Dacument. .. |

Set Page Transitions. .

Insert Pages chiftscirl+r | (B 1Encrypt for Certain Identties Using Certificates. .

ExtractPages. [B3, 2 Restrict Opening and Editing Using Passwords. .

Replace Pages... Manage Security Polides...

B Crop Pages.. Shift+Cirl 4T
Ratate Pages... Shift+Ctrl+R

Secure PDF Delivery...

How To...Secure a Document

[ ModeiTree “ff Pages | Signatures f| Bookmarks

This document contains Sensitive Information and must be encrypted for electronic transmission.

[ Comments " Attachments

(= =] 1of1 | © [a]
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o0 From the Security tab, select the Password Security.

Sesarity Methad resbics what can
restTIChons, sat the Secunty Methad to No Seaui

e Lo e choxument. Ta resove seasity

Seaurity Hethed: | o Seaunty v

Can be Gpened by:

Document Resictions Summary
Frintng:  Alowed

Changing the Document:  Alowed

Document Assembly:  Alowed
Centent Copying or Exiracton:  Allowed
Content Extracton for Accessiblity:  Alowed
Commentng:  Alowed

Fling of form fields:  Allweed

Sgring:  Alerweed

Creation of Tempiate Pages:  Alowed

Co ] o ]

0 Choose Acrobat 7.0 or Higher in the Compatibility drop-down menu, then select
Encrypt all document contents, and Require a Password.

Passward Security - Settings

ﬁ Corpusty, (Ao 7 dmer
Ercrystion Level Migh (128-bit AE5)
Enerypt

Select Dacument C;

eadets [Aerebet § aed Laber compatisie]

ts {Acrobat 7 and later compatbie]

= o =)

0 Typeina password beside Document Open Password: Passwords must:

= be at least 9 characters in length
= contain at least 2 numeric characters
= contain at least 2 upper and 2 lower case alphabetic characters
= contain at least 2 special characters (special characters are located above the
numeric keys on a standard keyboard)
= not use common words or phrases
0 Click the OK button. A Confirm Password dialog appears. Repeat the password &
click OK.

Adobe Acrobat - Confirm Document Open Password

Please confirm the Document Open Password, Be sure to make a note of the
1 password, It will be required to open the document.
LY
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0 Save the document for the security settings to be applied to the document .

3 e o140 Craats POF = ] Commens b Makam = g Send or Beview = [0} Secure = ¥ Sign -
=
@D @

FOR OFFICIAL USE ONLY a

[ stary
3 €L e ypting FOUE i adsbe Acebat.pdf
2064 ,..ystems Update 1)_lan_08_rescan. pof
0L, b rasrction RS1.4elF
ACE,. yshems Update 1_Jan 08 reszan.peé
52365 [T Syssams Lpdate 10_tan 0 pof

Ext ]
TS itains Sensitive Infi ion and muest be encrypred for electronic transmission.

ul_lm Adacrmers

0 When the document is opened it will ask for the password.

& Adobe Acrobal Slancard

(2P H o T3 @ il sewcs | T Crowie 208 = |55 Conmens b Variug ~ i Bend o Brvew - ) Gacure - S0 = |

1 e smmct G (| L~ e @] ATE T
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="

TRICARE

TRICARE
Management
Activity
Message (Plafn Text) - CIle on the
Edt Vew [wert Fomat Tos Acoons feb NG .
[ DRI & F Faor X | Digitally Sign
e Y I L E NI e s e = _ Message” button
por s, 1, o0} /| | on the toolbar so
Cee ]1 ] it either appears
Skt Resoonse b OF0 Taske S1563594 ] .
] orange oris
7 We have completed the efiort you requested in the task adn the comect number for TMA is 67 ] outlined.
W you have any further questions, please contact me.
T Em Eoh, OV _ Make sure your
TRICARE Mamgement ety CAC isin the
reader.
Click “Send” as
usual.
Enter your PIN
| when requested.
El=
2
=4
Ml
5ems 1| Driine

Enclosure (2) to Attachment





