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The Contractor shall establish appropriate administrative, technical, and physical safeguards to protect any and all Government data.  The Contractor shall also ensure the confidentiality, integrity, and availability of Government data in compliance with all applicable laws and regulations, including data breach reporting and response requirements, in accordance with DFAR Subpart 224.1 (Protection of Individual Privacy), which incorporates by reference DoDD 5400.11, “DoD Privacy Program,” May 8, 2007, and DoD 5400.11-R, “DoD Privacy Program,” May 14, 2007.  The contractor shall also comply with federal laws relating to freedom of information and records management.  
Health Insurance Portability and Accountability Act (HIPAA) 

The Contractor shall comply with all requirements of the Health Insurance Portability and Accountability Act of 1996 (HIPAA) (Pub. L. 104-191), as implemented by the HIPAA Privacy and Security Rules codified at 45 C.F.R. Parts 160 and 164, and as further implemented within the Military Health System (MHS) by DoD 6025.18-R, "DoD Health Information Privacy Regulation," January 24, 2003, and DoD 8580.02-R, “DoD Health Information Security Regulation, July 12, 2007.  The Contractor shall also comply with all applicable HIPAA-related rules and regulations as they are published and as further defined by later-occurring Government requirements and DoD guidance, including current and forthcoming DoD guidance implementing applicable amendments under the American Recovery and Reinvestment Act of 2009 (ARRA).  Any rules and regulations that are published, and/or requirements that are defined after the award date of this contract, and that require expenditure of additional Contractor resources for compliance, may be considered “changes” and will be subject to the “changes” clause under the contract.

Breach Response
DoD 5400.11-R, “DoD Privacy Program,” May 14, 2007, defines a breach as the “actual or possible loss of control, unauthorized disclosure, or unauthorized access of personal information where persons other than authorized users gain access or potential access to such information for other than authorized purposes where one or more individuals will be adversely affected.”  Within one hour of discovery, the breach must be reported to the US Computer Emergency Readiness Team (US CERT) at https://forms.us-cert.gov/report/ and to the TMA Privacy Office at PrivacyOfficerMail@tma.osd.mil. 
The Contractor shall adhere to the reporting and response requirements set forth in the Office of the Secretary of Defense (OSD) Memorandum 1504-07, “Safeguarding Against and Responding to the Breach of Personally Identifiable Information,” June 5, 2009; DoD 5400.11-R, and applicable TMA Privacy Office guidance, including current and forthcoming DoD guidance on ARRA breach notification requirements, available at: http://www.tricare.mil/tma/privacy/breach.aspx.
Systems of Records
In order to meet the requirements of 5 U.S.C. 552a, the Privacy Act of 1974, and its implementation within the Military Health System (MHS) under DoD 5400.11-R, “ DoD Privacy Program,” May 14, 2007, Contractors must identify to the Contracting Officer Representative (COR) systems of records that are maintained or operated for TMA where records of personally identifiable information (PII) collected from individuals are maintained and specifically retrieved using a personal identifier.  Upon identification of such systems to the COR, and prior to the lawful operation of such systems, Contractors must coordinate with the TMA Privacy Office at SORmail@tma.osd.mil to complete systems of records notices (SORNs) for submission and publication in the Federal Register as coordinated by the Defense Privacy Office, and as required by DoD 5400.11-R.  
Following proper SORN publication and Government confirmation of Contractor authority to operate the applicable system(s), Contractors must also comply with the additional systems of records and SORN guidance, in coordination with the TMA Privacy Office, regarding periodic system review, amendments, alterations, or deletions set forth by DoD 5400.11-R, Office of Management and Budget (OMB) Memorandum 99-05, Attachment B, and OMB Circular A-130.  
Privacy Impact Assessment (PIA)
The Contractor shall provide for the completion of a Privacy Impact Assessment (PIA) for any applicable systems that collect, maintain, use or disseminate personally identifiable information (PII) or protected health information (PHI) about members of the public, federal personnel, contractors, or in some cases foreign nationals. 

To begin the PIA process, Contractors are responsible for the completion of the PIA Determination Checklist.  This Checklist provides basic system information to the TMA Privacy Office and ensures that the appropriate decision concerning PIA requirements is made.  The Checklist can be downloaded from http://www.tricare.mil/tma/privacy/downloads/2010513/TMAPIADeterminationChecklist.pdf.
Contractors are responsible for the employment of practices that satisfy the requirements and regulations of: Section 208 of E-Government (E-Gov) Act of 2002, (Pub. L. 107-347); DoDI 5400.16, “DoD Privacy Impact Assessment (PIA) Guidance,” February 12, 2009; and, Office of Management and Budget (OMB) Memorandum 03-22, “OMB Guidance for Implementing the Privacy Provisions of the E-Government Act of 2002,” September 26, 2003. When completing a PIA, the Contractor is responsible for using the DoD-approved PIA Template, DD Form 2930, available at http://www.dtic.mil/whs/directives/infomgt/forms/eforms/dd2930.pdf. 

Completed PIA Determination Checklists and DD Form 2930s will be sent to the TMA Privacy Office at piamail@tma.osd.mil.
Data Use Agreement (DUA)

A Data Use Agreement (DUA) is currently used to request and control the disclosure, use, storage and/or destruction of MHS data that is owned and/or managed by TMA to ensure that applicable privacy and security requirements are followed. In addition, research requests for MHS data that include protected health information (PHI) must be reviewed for HIPAA compliance by the TMA Privacy Board.
Under DoD 6025.18-R, “DoD Health Information Privacy Program,” January 24, 2003, reasonable steps must be taken to implement appropriate procedural, administrative, technical and physical safeguards to prevent the unauthorized use and/or disclosure of any personally identifiable information (PII) or PHI.  Likewise, all uses, disclosures, and destruction of PII and PHI data are generally subject to DoD 5400.11-R, “DoD Privacy Program,” May 14, 2007, as well as DoDI 8500.2, “Information Assurance (IA) Implementation,” Feb. 6, 2003, and DoD 8580.02-R, “DoD Health Information Security Regulation,” July 12, 2007.  


To begin the DUA request process, the contractor should choose the applicable request template at http://www.tricare.mil/tma/privacy/Templates.aspx, or should contact DUAmail@tma.osd.mil.  After receiving DUA approval, anyone needing access to information system applications or data sources must contact the responsible system program office.  DUAs are active for one year, or until the end of the current option year, whichever comes first.  If the DUA will not be renewed, the TMA contractor must provide a Certificate of Data Destruction (CDD) to the TMA Privacy Office.  
Privacy Act and HIPAA Training

The Contractor shall ensure that all staff including subcontractors and consultants comply with the training requirements of the Privacy Act of 1974 (5 U.S.C. 552a) and Health Insurance Portability and Accountability Act of 1996 (HIPAA) (Pub. L. 104-191). The training requirements are mandated by OSD Memorandum 15041-07, “Safeguarding Against and Responding to the Breach of Personally Identifiable Information”: DoD 6025.18-R, “DoD Health Information Privacy Regulation”, January 24, 2003; and the TMA Workforce Training Policy Memorandum, dated May 28, 2008, on the subject, “Workforce Training Policy Pursuant to the Department of Defense Privacy Act Regulations and the Department of Defense Health Insurance Portability and Accountability Act Privacy and Security Regulations”. 

The Contractor shall ensure that the annual Privacy Act and HIPAA training is completed by all staff assigned to or performing on this Task Order, including subcontractors and consultants. All required Privacy Act and HIPAA training will be conducted online through Military Health System Learn (MHS Learn) at https://mhslearn.csd.disa.mil or the current TMA learning management system (LMS) in place to deliver training to meet the above requirements. The Contractor shall ensure all employees and subcontractors supply a certificate of Privacy Act and HIPAA training completion to the Contracting Officer Representative (COR) within 30 days of being assigned to the Task Order and on an annual basis based on the trainee’s birth month thereafter.
Records Management

When creating and maintaining official government records, the Contractor shall comply with all federal requirements established by 44 United States Code (USC), 41 USC, 36 Code of Federal Regulations (CFR), Department of Defense (DOD) Administrative Instruction No. 15 (DOD AI-15), “Records Management, Administrative Procedures and Records Disposition Schedules,” and Chapter 2 of the TRICARE Operations Manual.  

Freedom of Information Act (FOIA) Office

TRICARE Freedom of Information (FOIA) procedures require a written request under the Act to be addressed to the FOIA Officer, TMA, 16401 East Centretech Parkway, Aurora, Colorado 80011-9066.  The request shall describe the desired record as completely as possible to facilitate its retrieval from files and to reduce search fees which may be borne by the requestor.  No more than ten working days shall elapse after a request has been received by the Freedom of Information Officer before notification is sent that the request has been granted or denied. The administrative time limit for responding to FOIA requests does not begin until the request is received by TMA.

In response to requests received by contractors for the release of information, unclassified information, documents and forms which were previously provided to the public as part of routine services shall continue to be made available in accordance with previously established criteria.  All other requests from the public for release of TRICARE records and, specifically, all requests that reference the Freedom of Information Act shall be immediately forwarded to TMA, ATTENTION: Freedom of Information Officer, for appropriate action.  Direct contact, including interim replies, between TRICARE contractors and such requestors is not authorized.  The contractor shall process requests by individuals for access to records about themselves under the Privacy Act procedures when those procedures are more advantageous to the requestor.  
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