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Professionalization Program Professionalization Program 

AgendaAgenda

Terminology: What Does Terminology: What Does 
Professionalization Mean?Professionalization Mean?
History: Where Has It Been Done?History: Where Has It Been Done?
Drivers: Why Now?Drivers: Why Now?
Stakeholders: What’s In It For You?Stakeholders: What’s In It For You?
Components: What Does It Look Like?Components: What Does It Look Like?
Process: How Does it Happen?Process: How Does it Happen?
Timeline: What Happens WhenTimeline: What Happens When??
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Professionalization Program Professionalization Program 
Terminology: What Does Professionalization Terminology: What Does Professionalization 
Mean?Mean?

““Professional” work requires:Professional” work requires:
–– Advanced knowledge from specialized study Advanced knowledge from specialized study 
–– Consistent exercise of discretion and judgment Consistent exercise of discretion and judgment 
–– Intellectual and varied workIntellectual and varied work
“Professionalization” means identifying:“Professionalization” means identifying:

– Competencies

– Core body of knowledge (CBK)

– Minimum level of knowledge and skill

–– MMinimum performance standard

LongLong--Term Goal: Enable personnel to transition to full time HIPAA Term Goal: Enable personnel to transition to full time HIPAA 
Privacy and Security Officer (PO/SO) positionsPrivacy and Security Officer (PO/SO) positions
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Professionalization Program Professionalization Program 

History: Where Has It Been Done?History: Where Has It Been Done?
Department of Veterans AffairsDepartment of Veterans Affairs
–– Job survey completed Job survey completed 
–– Generic position descriptions (PDs) writtenGeneric position descriptions (PDs) written
–– Competency list compiledCompetency list compiled
–– Career ladder establishedCareer ladder established
–– CBK definedCBK defined
–– Training providedTraining provided——InstructorInstructor--led and Webled and Web--enabledenabled
–– Testing and certification of level of knowledgeTesting and certification of level of knowledge
–– Credentialing of one Information Security Officer per locationCredentialing of one Information Security Officer per location

Department of EnergyDepartment of Energy
–– Competency list compiledCompetency list compiled
–– CBK establishedCBK established
–– Training and credentialing (in process)Training and credentialing (in process)
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Professionalization Program Professionalization Program 

Drivers: Why Now?Drivers: Why Now?
Influence of DoD 8570.1 “Influence of DoD 8570.1 “Information Assurance Workforce Information Assurance Workforce 
Improvement Program” Improvement Program” on HIPAA PO/SO positionson HIPAA PO/SO positions
–– Applies to positions with privileged system access performing Applies to positions with privileged system access performing 

Information Assurance (IA) functions Information Assurance (IA) functions 
–– Requires:Requires:

Certification to the appropriate baselineCertification to the appropriate baseline
Continuous learning requirements associated with certificationContinuous learning requirements associated with certification
Minimum continuous learning requirement: 120 hours over a Minimum continuous learning requirement: 120 hours over a 
threethree--year periodyear period

Possible maturity of the HIPAA Privacy and Security job from Possible maturity of the HIPAA Privacy and Security job from 
collateral duty or part time position to full positioncollateral duty or part time position to full position
Need for consistency across Military Treatment Facilities Need for consistency across Military Treatment Facilities 
(MTF)(MTF)
Ongoing need to improve efficiency and effectivenessOngoing need to improve efficiency and effectiveness
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Professionalization Program Professionalization Program 

Stakeholders: What’s In It for You?Stakeholders: What’s In It for You?
Clear, oneClear, one--stop training for HIPAA PO/SOstop training for HIPAA PO/SO
Acknowledgement of the extent of collateral duties through Acknowledgement of the extent of collateral duties through 
formal elements in job descriptions either through:formal elements in job descriptions either through:
–– A full HIPAA PO/SO positionA full HIPAA PO/SO position
–– Formal job elements that enhance the current positionFormal job elements that enhance the current position
Evidence of knowledge through testingEvidence of knowledge through testing
Acknowledgement of expertise through certificationAcknowledgement of expertise through certification
Acknowledgement of other professional certifications in Acknowledgement of other professional certifications in 
privacy and securityprivacy and security
Understanding of career opportunities within Military Health Understanding of career opportunities within Military Health 
System (MHS)System (MHS)
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Professionalization Program Professionalization Program 

Components: What Does It Look Like?Components: What Does It Look Like?

Training

Testing

Certification

Ethics Statement

Career Path/Incentives

Re-Certification

MHS HIPAA Privacy and Security CBK, 
classroom training, Web-based modules
120 questions randomized from a list of 
400 validated questions
Certifies that the individual is qualified to 
act as a MHS HIPAA PO/SO
Oath of acceptable behavior to which 
a HIPAA PO/SO adheres
Generic PDs, career progression and 
mobility
Post-certification training, re-testing, 
3-year re-certification requirement
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Professionalization Program Professionalization Program 

Process: How Is It Done?Process: How Is It Done?

HIPAA 
Officer

Certification

Learning 
Objectives

Test Items Certification 
Test

HIPAA 
Officer 

Courses

Certification

Generic Position 
Descriptions with Job 

Competencies
Arrayed in Career Paths

Generic Position 
Descriptions with Job 

Competencies
Arrayed in Career Paths

Core Body of
Knowledge 

for Training and
Certification

Core Body of
Knowledge 

for Training and
Certification

Human Resources Partnership

3 

4 

5  
Incentives
Program

Performance 
Standards & 
Measures

Performance 
Appraisal

(out of scope)

HIPAA 
Officer Training 

HIPAA 
Officer Training 

2 

MHS Regulations, 
Procedures,

and/or Handbooks

MHS Regulations, 
Procedures,

and/or Handbooks

Job Analysis from
MHS HIPAA Officers
- Survey
- Focus Groups

Job Analysis from
MHS HIPAA Officers
- Survey
- Focus Groups

1a

1b

Policy Analysis
- Federal policy
- DoD policy
- MHS policy
- OPM Job 

Classification
standards

Policy Analysis
- Federal policy
- DoD policy
- MHS policy
- OPM Job 

Classification
standards 1c

1 Data Gathering

HIPAA 
Officer 

Certification

MHS Guidance : DoD Policy and TMA Guidance
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Professionalization Program Professionalization Program 

Timeline: What Happens When?Timeline: What Happens When?
2006 JAN FEB MAR APR MAY JUN JUL AUG SEP OCT NOV DEC

2007 JAN FEB MAR APR MAY JUN JUL AUG SEP OCT NOV DEC

Start:
Job Analysis

Policy Analysis

Focus Groups
Map CBK

to MHS and
Industry 
training

Test Questions and 
Course Developed

Training Conferences
Learning

Objectives
Defined

Validate Test 
Questions and Set 

Cut Score

Training
Pilot

Implement 
Training and 
Certification 

Program

CBK
Defined
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Professionalization Program Professionalization Program 

SummarySummary
Define the term and concept of “professionalization” and why Define the term and concept of “professionalization” and why 
professionalization makes sense for MHSprofessionalization makes sense for MHS
Identify stakeholders in the professionalization processIdentify stakeholders in the professionalization process
Identify the components or building blocks of Identify the components or building blocks of 
professionalizationprofessionalization
Describe the process or methodology used to establish the Describe the process or methodology used to establish the 
MHS PO/SO Professionalization ProgramMHS PO/SO Professionalization Program
Identify the notional timeline for establishing the MHS PO/SO Identify the notional timeline for establishing the MHS PO/SO 
Professionalization ProgramProfessionalization Program
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ResourcesResources

DoD 6025.18DoD 6025.18--R, “DoD Health Information Privacy Regulation”, R, “DoD Health Information Privacy Regulation”, 
January 2003January 2003

DoD 8580.XDoD 8580.X--R, DoD Health Information Security Regulation (Draft)R, DoD Health Information Security Regulation (Draft)

http://www.tricare.osd.mil/tmaprivacy/HIPAA.cfmhttp://www.tricare.osd.mil/tmaprivacy/HIPAA.cfm

http://www.tricare.osd.mil/tmaprivacy/Mailinghttp://www.tricare.osd.mil/tmaprivacy/Mailing--List.cfmList.cfm to subscribe to subscribe 
to the TMA Privacy Office Eto the TMA Privacy Office E--NewsNews

https://hipaasupport.tricare.osd.mil  for tool related questionshttps://hipaasupport.tricare.osd.mil  for tool related questions

Privacymail@tma.osd.milPrivacymail@tma.osd.mil for subject matter questionsfor subject matter questions

Service HIPAA RepresentativesService HIPAA Representatives

DoD 8570.1DoD 8570.1--MM, “, “Information Assurance Workforce Improvement Information Assurance Workforce Improvement 
Program,” December 19, 2005Program,” December 19, 2005


