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PHIMT
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PHIMT

Training Objectives

Upon completion of this training, you will be able to:
Identify the use of the PHIMT in meeting the Accounting of 
Disclosures requirement of the HIPAA Privacy Rule

Describe the necessary policies and procedures

Describe the user roles and responsibilities within the PHIMT

Describe and interpret the data that the PHIMT can provide for 
compliance measurement

Implement PHIMT at your facility

Identify the latest tool enhancements



Introduction to PHIMT
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Introduction to PHIMT 

Objectives

Upon completion of this lesson, you will be able to: 
Explain what the PHIMT is and why it exists

Describe the capabilities of the PHIMT 

Identify the advantages of using the tool

Explain the Authority for Multiple Disclosure Accounting

Identify the 14 Permitted Uses and Disclosures

Locate and describe the Disclosure Notification Letter

Describe the PHIMT terminology, user roles, and permissions 

Explain the PHIMT Hierarchy
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The PHIMT is a web-based application that assists in 
complying with the HIPAA Privacy Disclosure Accounting 
Requirement

Commercial Off-The-Shelf (COTS) product customized for 
TMA
Deployed in October 2003 with a series of training 
supporting the deployment to the MTFs
Centrally managed application that is accessed via the 
Internet
Database is stored within TMA’s Network Operations Center 
located in Falls Church, VA

Introduction to PHIMT

What is the PHIMT?
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Introduction to PHIMT 

Why Does the PHIMT Exist? 
The HIPAA Privacy Rule requires a Covered Entity (CE) 
to maintain a history of when and to whom disclosures of 
Protected Health Information (PHI) are made for purposes 
other than treatment, payment and healthcare operations 
(TPO)
Individuals have the right to receive an accounting of 
disclosures of PHI made by the CE
Military Health System (MHS) must be able to provide an 
accounting of those disclosures to an individual upon 
request

Not required to account for disclosures that occurred prior to 
the April 14, 2003 compliance date

To comply with this requirement, TMA provides an 
electronic disclosure-tracking tool
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The tool enables users to:
Track PHI Requests or Release of Information

Maintain authorizations

Track complaints

Create an automated workflow process developed by the 
users

Create pre-defined requesters from organizations

View the details about the information disclosed

It allows users to track disclosures, document requests for 
amendments and authorizations, document complaints 
and restrictions to PHI

Introduction to PHIMT 

Tool Capabilities
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Introduction to PHIMT

Advantages of the PHIMT
Consolidates multiple tasks into one electronic 
environment
Protects the data

Allows for role-based access to maintaining the records and 
access to patient information
Protected Enclave
Defense Information Technology Security Certification and 
Accreditation Process (DITSCAP) certified 

Pre-populated drop-down fields
Monthly MHS Data Repository (MDR) uploads
Streamlined disclosure process
Multiple Disclosure Accounting
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Introduction to PHIMT

Authority for Multiple Disclosure 
Accounting (1 of 2)
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Introduction to PHIMT

Authority for Multiple Disclosure 
Accounting (2 of 2)

If, during the period covered by the accounting, the CE 
has made multiple disclosures of protected health 
information to the same person or entity for a single 
purpose…the accounting may, with respect to such 
multiple disclosures, provide the following:

Date, recipient of PHI, description, and purpose of 
disclosure 

Frequency, periodicity, or number of the disclosures made 
during the accounting period

Date of the last such disclosure during the accounting period
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Introduction to PHIMT 

14 Permitted Uses and Disclosures (1 of 2)

Permitted Uses and Disclosures
For the permitted uses and disclosures listed below, a 
patient’s opportunity to agree or object is not required

1. As required by law
2. Avert serious threats to health or safety
3. Specialized government functions
4. Judicial and administrative proceedings
5. Medical facility patient directories  
6. Cadaver organ, eye or tissue donation 

purposes 
7. Victims of abuse, neglect or domestic 

violence
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Introduction to PHIMT 

14 Permitted Uses and Disclosures (2 of 2)

Permitted Uses and Disclosures 
For the permitted uses and disclosures listed below, a 
patient’s opportunity to agree or object is not required

8. Inmates in correctional institutions or in 
custody

9. Workers’ compensation
10. Research purposes
11. Public health activities
12. Health oversight activities
13. About decedents
14. Law enforcement purposes
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Introduction to PHIMT 

Disclosure Notification Letter (1 of 2)
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Notifying Individuals When Personal Information is Lost, 
Stolen, or Compromised

10 day notification requirement 

Must notify patients of the loss of their information

Must account for them in the PHIMT (record the complaint)

If a DoD component is unable to comply with the 
notification requirements of this policy, the DoD 
component shall inform the Secretary immediately of the 
reasons why notice was not provided to the affected 
individuals…

Introduction to PHIMT 

Disclosure Notification Letter (2 of 2)
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Introduction to PHIMT 

Key PHIMT Terminology 

User - an individual with a unique login ID and Password 
assigned to an organization within the tool 

Organization - a logical or physical entity such as an MTF, a 
Service or TMA

Role - a named collection of permissions within the tool

A user can have the same roles in multiple organizations, or 
different roles in multiple organizations
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Introduction to PHIMT

User Roles and Permissions

User Admin is a local admin for an MTF or a designated Service.  
This role allows one to add/modify users from within their Service 
and assign roles.  This role will be handled by the email account 
administrators for each MTF or Service

Privacy Specialist is the Privacy Officer or designee at an MTF or 
Service level.  This role allows the user to maintain disclosure
reporting, approve/deny disclosure requests, amendments to 
requests, restrictions to disclosures, disclosure suspensions and 
generate associated letters

Regular User is a general role with basic functionality.  This role 
can create disclosures and authorization requests that can be 
routed on to a Privacy Specialist
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Introduction to PHIMT 

Hierarchy

*  These do not exist at this point, but can be added to the PHIMT

Tricare
Management

Activity

Army Navy Air Force Coast
Guard

RMC

MTF MTF

HSO

MTF MTF

MAJCOM

MTF MTF

Region

MTF MTF MTF

MTF

MTF
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Introduction to PHIMT 

Summary

You should now be able to:
Explain what the PHIMT is and why it exists

Describe the capabilities of the PHIMT 

Identify the advantages of using the tool

Explain the Authority for Multiple Disclosure Accounting

Identify the 14 Permitted Uses and Disclosures

Locate and describe the Disclosure Notification Letter

Describe the PHIMT terminology, user roles, and permissions 

Explain the PHIMT Hierarchy



User Admin 
Functionality
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User Admin Functionality

Objectives

Upon completion of this lesson, you will be able to:
Obtain a User Admin account

Create user accounts 

Setup a workflow  

Setup a queue

Create requester favorites

Disable users

Transfer users
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User Admin Functionality

Obtain a User Admin Account

Requests for User Admins to be created must be routed to 
and approved by the Service Representative

The Service Representative will route the approved request 
to the HIPAA Support Center

The HIPAA Support Center will establish the User Admin 
account and provide the User Admin login information to the 
appropriate individual
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User Admin Functionality

User ID and Password Requirements

User ID:
Assigned by the User Admin, usually first initial of the first name 
and complete last name (follow Service guidelines)
Duplicate User Name not allowed by the application

Password:
8-15 characters long and must contain at least one
Alphabetical uppercase character
Alphabetical lower case character
Arabic numeral (0, 1, 2, 3, 4)
Non-alphanumeric special character (I.e. !, @, #, $, etc.)
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User Admin Functionality

Login Screen (1 of 3)
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User Admin Functionality

Login Screen (2 of 3)
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User Admin Functionality

Login Screen (3 of 3)
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User Admin Functionality

Main Screen
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User Admin Functionality

Create User Accounts

The User Admin is responsible for adding users and 
assigning roles to the users within their organization

The User Admin provides the user with their login 
information

Determined by Service specific requirements or MTF 
requirements
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User Admin Functionality

Workflow Setup

Once a user has been added and their organization and 
user role is established, the User Admin can establish the 
workflow for that user’s disclosures 

The workflow delineates the process by which requests are 
routed within the system

Workflows should be set up so that a Regular Users work 
will be routed to a Privacy Specialist for approval or denial
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User Admin Functionality

Queue Setup

A queue is a distribution list for a specific organization that 
is comprised of two or more Privacy Specialists

The User Admin at the local command sets up queues

Queues are created to expedite the process of 
approving/denying a disclosure

Only users affiliated with a given organization will see that 
organization's routing options
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User Admin Functionality

Requester Favorites 

An organization can create a list of requester "favorites" that 
show up in the requester drop-down list box

User Admins can set up the list of favorites per organization

If an organization name is not in the favorites list, the user 
will be allowed to search for it manually 

A given "requester" can appear in multiple "favorites" lists
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User Admin Functionality

Disabling Users

If a user transfers to another facility or separates from the 
Service, the User Admin needs to disable that individual’s 
ability to access the tool

You cannot delete users from the system 
Future auditing

Disclosures tracking

Users are attached to records they created
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User Admin Functionality

Transferring Users

A transfer from one MTF to another can only be executed by 
the User Admin at the Service level

If a user transfers to a new organization, the User Admin at 
the receiving location would initiate an action for the transfer
according to Service requirements

If a User transfers from one Service to another, please 
contact the HIPAA Support Center at 

https://hipaasupport.tricare.osd.mil

The User Admin can only search for users within their level of 
the hierarchy
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User Admin Functionality

Summary

You should now be able to:
Describe the process of obtaining a User Admin account

Create user accounts 

Setup a workflow  

Setup a queue

Create requester favorites

Disable users

Transfer users



Regular User 
Functionality
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Regular User Functionality

Objectives

Upon completion of this lesson, you will be able to:
Search for a patient 

Explain the monthly MDR upload

Record a Request for Disclosure/Accounting of Disclosures

Identify the streamlined process for recording a disclosure
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Regular User Functionality

Patient Search

The user must search for a patient record in order to:
Track a disclosure

Identify an authorization or restriction

Track a complaint

The user can search for a patient record using the Family 
Member Prefix Sponsor’s SSN (FMP-SSSN) or the patient’s 
name
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Regular User Functionality

Patient Search- MDR Upload

An upload of MDR demographic information is loaded into 
the PHIMT

There are monthly updates to the MDR data
Last Wednesday of every month
MDR data will be unavailable for 2 hours

7:00 am- 9:00 am EST
PHIMT will still be available

Due to the implementation of the MDR Data:
Search results are limited to 50 records
If more results are found, the user must narrow down their 
search by selecting additional search criteria

Example:  The user can utilize the State search field to limit the 
search results   
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Regular User Functionality

Patient Search- MDR Upload (1 of 5)

When searching 
for a patient’s 
account, an error 
message will 
display if your 
search results in 
more than 50 
matches
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Regular User Functionality

Patient Search- MDR Upload (2 of 5)

To narrow down 
the search results, 
the user can 
utilize the State 
search field
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Regular User Functionality

Patient Search- MDR Upload (3 of 5)

When accessing a 
patient account 
that has been 
imported from the 
MDR data, the 
record will be 
labeled as “New”
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Regular User Functionality

Patient Search- MDR Upload (4 of 5)

All records that 
have been 
imported from the 
MDR data will be 
labeled with 
“Imported from 
TCL”
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Regular User Functionality

Patient Search- MDR Upload (5 of 5)

Selecting the “New” 
patients account will 
import all data from 
the MDR

The word “New” is 
replaced with the 
patient’s PHIMT ID

Note: If there is no address in the PHIMT, the address from the MDR Data will be used. If 
the address in the MDR does not match the address in the PHIMT, the address in the 
PHIMT will be the default address, to ensure that Alternative Addresses are kept 
valid.
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Regular User Functionality

Recording a Request

An individual has a right to receive an accounting of 
disclosures of PHI made by a CE in the 6 years prior to the 
date that the accounting is requested

DoD 6025.18-R Chapter 13

Regular Users can record a request for: 
A disclosure

An accounting of disclosures

Only Privacy Specialists can approve or deny the request
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Regular User Functionality

Recording a Request- Streamlined 
Process

The Streamlined Disclosure process was requested by the 
field to: 

Decrease the number of steps for recording a disclosure 
request

Eliminate optional fields that were not required

Users can still record a disclosure request using the Wizard

Disclosure descriptions were added to the PHIMT to make it 
easier for the user to select the appropriate Disclosure Type
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Regular User Functionality

Recording a Request-
Simple Disclosure vs. Disclosure Wizard

The Simple Disclosure radio button includes two screens:
Select Patient
Disclosure Details

The Disclosure radio button (Wizard) includes 5 screens:
Select Patient
Select Requester
Request Details
Disclosure Details
Request Action
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Regular User Functionality

Recording a Request- Simple Disclosure
■ The Simple Disclosure
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Regular User Functionality

Recording a Request
■ Required fields are marked with an asterisk
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Regular User Functionality

Summary

You should now be able to:
Search for a patient 

Explain the monthly MDR upload

Record a Request for Disclosure/Accounting of Disclosures

Identify the streamlined process for recording a disclosure



Privacy Specialist 
Functionality



51

Privacy Specialist Functionality

Objectives

Upon completion of this lesson, you will be able to:
Approve/Deny a Request for Disclosure/Accounting of 
Disclosures
Record a Disclosure/Accounting of disclosures
Create Alternative Communication
Amend a disclosure
Create a suspension
Record a restriction
Generate correspondence
Create/sign/revoke an authorization
Record a complaint
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Privacy Specialist Functionality

Approving/Denying a Request

Once a request for an accounting of disclosures has been 
recorded, a Privacy Specialist must approve or deny the 
request
Once routed, the request will display in the Privacy 
Specialist’s worklist

Once a Regular User routes a request for disclosure to the 
Privacy Specialist, the request will display in the Privacy 
Specialist’s worklist

The Privacy Specialist will then approve or deny the request
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Privacy Specialist Functionality 

Recording a Disclosure

The Privacy Specialist will record the disclosure using the 
same steps that the Regular User would use

Privacy Specialists have the ability to record and approve 
disclosures in one step

This eliminates the two step process of recording the 
request, routing it to their work list, and then approving it
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Privacy Specialist Functionality

Creating Alternative Communication
A CE shall permit individuals to request and shall 
accommodate reasonable requests by individuals to receive 
communications of PHI from the covered health care provider 
by alternative means or at alternative locations 

-DoD 6025.18-R C10.2.2

-164.522

An alternative address can only be created by a Privacy 
Specialist

Individuals have the right to request an alternative telephone 
number for receiving communications related to their PHI

An alternative telephone number can be created by Regular 
Users and Privacy Specialists

Should be P&P to support this functionality
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Privacy Specialist Functionality 

Amending Disclosures

As a Privacy Specialist you are authorized to label a 
disclosure as Improper

Once a Disclosure status is marked as completed, it can 
only be amended by marking it as an Improper Disclosure 

The disclosure was made incorrectly
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Privacy Specialist Functionality 

Creating a Suspension

The CE shall temporarily suspend an individual’s right to 
receive an accounting of disclosures to a health oversight 
agency or law enforcement official…DoD 6025.18-R 
C13.1.2.1
Two types of disclosures can be suspended:

Law enforcement purposes
Health oversight activities

Privacy Specialists have the ability to enter an accounting 
suspension in two ways

Specific disclosure (Recommended)
Type of disclosure

Once entered, the suspension can be viewed by all users 
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Privacy Specialist Functionality 

Recording a Restriction 

DoD 6025.18-R Chapter 10 describes the rights to request 
privacy protection for protected health information

CE is not required to agree to such requests

Requests may be made orally or in writing, but must be 
documented

CE must provide a response to the individual

Privacy Specialists can record and approve or deny 
requests for disclosure restrictions

Once approved or denied, a letter with an explanation can be 
generated
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Privacy Specialist Functionality

Generating Correspondence (1 of 2)

Once you have approved or denied the disclosure restriction 
you have the ability to generate an approval or denial letter

The letter will be pre-populated with the information that you 
entered for that particular restriction 
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Privacy Specialist Functionality

Generating Correspondence (2 of 2)

■ The Approval letter
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Privacy Specialist Functionality

Creating an Authorization (1 of 2)

The MHS uses the DD Form 2870 (Authorization for 
Disclosure of Medical or Dental Information) 

Authorizes an individual or organization to disclose a 
patient’s medical or dental information

Once an authorization has been created, the DD Form 2870 
can be downloaded from the Privacy Office website, or from 
the DoD Forms website

Can be generated using PHIMT
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Privacy Specialist Functionality

Creating an Authorization (2 of 2)

■ DD Form 2870 in Adobe Acrobat format
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Privacy Specialist Functionality

Signing/Revoking an Authorization
Signing an Authorization:

Once an authorization has been entered, it needs to be signed by
the patient for validation

After the authorization is signed by the patient, a user has the
ability to document the signature within the PHIMT

Revoking an Authorization:
DoD 6025.18-R, Section C5.2.5

Privacy Specialists can revoke an authorization when instructed 
by a patient in writing

Except if:
The CE has taken action in reliance thereon

Insurance coverage
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Privacy Specialist Functionality 

Recording a Complaint (1 of 4)

Individuals have the right to make a complaint concerning 
TMA’s implementation and compliance with the rule

You must provide that process and make it available

You must document all complaints and their disposition

You must not intimidate, threaten, coerce, discriminate 
against, or take other retaliatory action against any individual
for exercising their rights or obligations 
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Privacy Specialist Functionality 

Recording a Complaint (2 of 4)

Privacy/Security Officers (PO/SO) are able to track 
complaints using the PHIMT

Allows for easy tracking and documentation of complaints in 
one centrally managed application

PO/SO can quickly create complaint reports

Complaint documentation is stored and maintained in a 
centrally managed database



65

Privacy Specialist Functionality 

Recording a Complaint (3 of 4)
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Privacy Specialist Functionality 

Recording a Complaint (4 of 4)
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Privacy Specialist Functionality

Summary

You should now be able to:
Approve/Deny a Request for Disclosure/Accounting of 
Disclosures
Record a Disclosure/Accounting of Disclosures
Create Alternative Communication
Amend a disclosure
Create a suspension
Record a restriction
Generate correspondence
Create/sign/revoke an authorization
Record a complaint



Administrative 
Summary Reports
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Administrative Summary Reports

Objectives

Upon completion of this lesson, you will be able to:
View Administrative Summary Reports
Interpret the report data
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Administrative Summary Reports

Report Capabilities
The PHIMT is capable of running several reports, which are 
called Administrative Summaries
Administrative summaries provide a visual representation or 
snapshot view of your facilities disclosure activities
Performed by User Admins and Privacy Specialists 

PHIMT can run several types of reports:
Disclosures over a 12 month period

All requests by type

All requests over a 12 month period

Top recipients of disclosures

Top requesters for all requests

Number of recorded complaints
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Administrative Summary Reports

Total Number of Disclosures and 
Requests
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Administrative Summary Reports 

Disclosures by Type
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Administrative Summary Reports 

Top Recipients of Disclosures
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Administrative Summary Reports 

All Requests by Type
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Administrative Summary Reports

Top Requesters of All Requests
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Administrative Summary Reports

Summary

You should now be able to:
View Administrative Summary Reports
Interpret the report data
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PHIMT

Implementing PHIMT At Your Facility

Ensure you have local policies and procedures in place for 
accounting of disclosures in the PHIMT
Make sure your team is trained on how to use the PHIMT

Review presentations and manuals (TMA HIPAA Website)
Attend WebEx sessions
Utilize the PHIMT Training Server

Obtain a training account from the HIPAA Support Center
https://trainingphimt.tricare.osd.mil/hipaax/

Ensure effective turnover of Regular Users
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PHIMT

Tool Enhancements

Multiple Disclosure Feature
Uploading documents to disclosures
Summary Reports
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PHIMT

Tool Enhancements- Multiple 
Disclosure (1 of 3)
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PHIMT

Tool Enhancements- Multiple 
Disclosure (2 of 3)
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PHIMT

Tool Enhancements- Multiple 
Disclosure (3 of 3)
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PHIMT

Tool Enhancements- Uploading 
Documents to Disclosures (1 of 2)
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PHIMT

Tool Enhancements- Uploading 
Documents to Disclosures (2 of 2)
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PHIMT

Tool Enhancements- Summary Reports 



85

PHIMT

Presentation Summary

You should now be able to:
Identify the use of the PHIMT in meeting the Accounting of 
Disclosures requirement of the HIPAA Privacy Rule

Describe the necessary policies and procedures

Describe the user roles and responsibilities within the PHIMT

Describe and interpret the data that the PHIMT can provide for 
compliance measurement

Implement PHIMT at your facility

Identify the latest tool enhancements
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Resources

DoD 6025.18-R, “DoD Health Information Privacy Regulation”, 
January 2003

DoD 8580.X-R, DoD Health Information Security Regulation (Draft)

http://www.tricare.osd.mil/tmaprivacy/HIPAA.cfm

http://www.tricare.osd.mil/tmaprivacy/Mailing-List.cfm to subscribe 
to the TMA Privacy Office E-News

https://hipaasupport.tricare.osd.mil  for tool related questions

Privacymail@tma.osd.mil for subject matter questions

Service HIPAA Representatives


