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PHIMT
Training Objectives

m Upon completion of this training, you will be able to:

|dentify the use of the PHIMT in meeting the Accounting of
Disclosures requirement of the HIPAA Privacy Rule

Describe the necessary policies and procedures
Describe the user roles and responsibilities within the PHIMT

Describe and interpret the data that the PHIMT can provide for
compliance measurement

Implement PHIMT at your facility

|dentify the latest tool enhancements
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Introduction to PHIMT
Objectives

m Upon completion of this lesson, you will be able to:
Explain what the PHIMT is and why it exists
Describe the capabilities of the PHIMT
|dentify the advantages of using the tool
Explain the Authority for Multiple Disclosure Accounting
|dentify the 14 Permitted Uses and Disclosures
Locate and describe the Disclosure Notification Letter
Describe the PHIMT terminology, user roles, and permissions
Explain the PHIMT Hierarchy
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Introduction to PHIMT

What is the PHIMT?

m The PHIMT is a web-based application that assists in
complying with the HIPAA Privacy Disclosure Accounting
Requirement

Commercial Off-The-Shelf (COTS) product customized for
TMA

Deployed in October 2003 with a series of training
supporting the deployment to the MTFs

Centrally managed application that is accessed via the
Internet

Database is stored within TMA’s Network Operations Center
located in Falls Church, VA
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Introduction to PHIMT

Why Does the PHIMT Exist?

m The HIPAA Privacy Rule requires a Covered Entity (CE)
to maintain a history of when and to whom disclosures of
Protected Health Information (PHI) are made for purposes
other than treatment, payment and healthcare operations
(TPO)

m Individuals have the right to receive an accounting of
disclosures of PHI made by the CE

m Military Health System (MHS) must be able to provide an
accounting of those disclosures to an individual upon
request

Not required to account for disclosures that occurred prior to
the April 14, 2003 compliance date

m o comply with this requirement, TMA provides an
electronic disclosure-tracking tool
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Introduction to PHIMT

Tool Capabilities

m The tool enables users to:
Track PHI Requests or Release of Information
Maintain authorizations
Track complaints

Create an automated workflow process developed by the
users

Create pre-defined requesters from organizations

View the details about the information disclosed

m It allows users to track disclosures, document requests for
amendments and authorizations, document complaints
and restrictions to PHI
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Introduction to PHIMT

Advantages of the PHIMT

Consolidates multiple tasks into one electronic
environment

Protects the data

Allows for role-based access to maintaining the records and
access to patient information

Protected Enclave

Defense Information Technology Security Certification and
Accreditation Process (DITSCAP) certified

Pre-populated drop-down fields
Monthly MHS Data Repository (MDR) uploads
Streamlined disclosure process
Multiple Disclosure Accounting
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Authority for Multiple Disclosure
Accounting (1 of 2)

plicy & Guidance

TRICARE

ords *PlAs

Multiple Disclosures

HIPAA PrivacveMarch 2006

v Act*System of Rec

purity+* Privac

PURPOSE

The purpose of this paper is to provide guidance on multiple disclosures. It is intended
to ensure that the Military Health Systems (MHS) apply appropriate safeguards. as set
by the DoD Health Information Privacy Regulation (DoD 6025.18-R. C13.2.3) and the
Health Insurance Portability and Accountability Act (HIPAA) of 1996. to prevent any

use or disclosure of Protected Health Information (PHI) that would be in violation of
HIPAA.

POLICY:

A Covered Entity (CE). (i.e. the Military Treatment Facility (MTF)), may account for

multiple disclosures with a single entry if the MTF has made multiple disclosures of PHI
to the same person or entity for a single purpose.
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Introduction to PHIMT
Authority for Multiple Disclosure

Accou nting (2 of 2)

m If, during the period covered by the accounting, the CE
has made multiple disclosures of protected health
information to the same person or entity for a single
purpose...the accounting may, with respect to such
multiple disclosures, provide the following:

Date, recipient of PHI, description, and purpose of
disclosure

Frequency, periodicity, or number of the disclosures made
during the accounting period

Date of the last such disclosure during the accounting period

11
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Introduction to PHIMT
14 Permitted Uses and Disclosures (102

m Permitted Uses and Disclosures

For the permitted uses and disclosures listed below, a
patient’s opportunity to agree or object is not required

As required by law

Avert serious threats to health or safety
Specialized government functions
Judicial and administrative proceedings
Medical facility patient directories
Cadaver organ, eye or tissue donation
purposes

Victims of abuse, neglect or domestic
violence

SOahkhwbd =~

~
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Introduction to PHIMT
14 Permitted Uses and Disclosures (o2

m Permitted Uses and Disclosures

m For the permitted uses and disclosures listed below, a
patient’s opportunity to agree or object is not required

8. Inmates in correctional institutions or in
custody

9. Workers’ compensation

10. Research purposes

11. Public health activities

12. Health oversight activities

13. About decedents

14. Law enforcement purposes

13




Introduction to PHIMT
Disclosure Notification Letter (1.2

.;-I:'-;;‘?éi' HOME

Freedom of Infarmation

Act (FOIA)

Records Management

HIFPAA Privacy/Security

Privacy Act of 1974

System of Records

Data Use Agreements

Fersonnel Security
(ADF Backaground

checks)

HELP

SEARCH

TMA Privacy Office
HIPAA Compliance: Privacy

POLICY MEMO S5

Expediting Veterans Benefits to Members with Serious Injuries and

WHAT'S NEW

lliness

The palicy outlined in the above memarandum has been approved
by the Linder Secretary of Defense and is posted for your
awareness and support. This policy is consistent with HIPAA and
its execution is necessary to support the delivery of healthcare and
other semrvices or benefits Service Members are entitled to from the
Department of Veterans Affairs (DWA).

Maotifying Individuals When Personal Information is Lost Stolen, ar

SITE MAP

CPrivacy

PRIVACY HOMEFAGE

SECURITY HOMEPAGE

TAA RESOURCES

INFO LIBRARY

HIFSCC

Compromised <=

DoD/VA Sharing MOy <
- Business Practices

Accounting for Disclosures Eegarding Military Personnel
Applicability of HIPAA Regulations to Aticle 32 (pdf)
Armed Forces Reserve Component (pdf)

DoD-DYA Health Information Sharing (pdf)

Lead Agent Guidance Memao (pdf)

TRAIMING AMD TOOQLS

HIFAA FORMS

Fa Qs

POSTERS/BROCHURES

LINKS

CONTALCT US

P | Motice of
Privacy
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Introduction to PHIMT
Disclosure Notification Letter o2

m Notifying Individuals When Personal Information is Lost,
Stolen, or Compromised

10 day notification requirement
Must notify patients of the loss of their information

Must account for them in the PHIMT (record the complaint)

m /fa DoD component is unable to comply with the
notification requirements of this policy, the DoD
component shall inform the Secretary immediately of the
reasons why notice was not provided to the affected
individuals...
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Introduction to PHIMT

Key PHIMT Terminology

m User - an individual with a unique login ID and Password
assigned to an organization within the tool

m Organization - a logical or physical entity such as an MTF, a
Service or TMA

m Role - a named collection of permissions within the tool

A user can have the same roles in multiple organizations, or
different roles in multiple organizations

16
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Introduction to PHIMT

User Roles and Permissions

m User Admin is a local admin for an MTF or a designated Service.
This role allows one to add/modify users from within their Service
and assign roles. This role will be handled by the email account
administrators for each MTF or Service

m Privacy Specialist is the Privacy Officer or designee at an MTF or
Service level. This role allows the user to maintain disclosure
reporting, approve/deny disclosure requests, amendments to
requests, restrictions to disclosures, disclosure suspensions and
generate associated letters

m Reqular User is a general role with basic functionality. This role
can create disclosures and authorization requests that can be
routed on to a Privacy Specialist

17
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Introduction to PHIMT

Hierarchy

Tricare
Management
Activity

MAJCOM

Pl vy
* ] These do not exist at this point, but can be added g_th'E’HlMT
N =
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Introduction to PHIMT
Summary

m You should now be able to:
Explain what the PHIMT is and why it exists
Describe the capabilities of the PHIMT
|dentify the advantages of using the tool
Explain the Authority for Multiple Disclosure Accounting
|dentify the 14 Permitted Uses and Disclosures
Locate and describe the Disclosure Notification Letter
Describe the PHIMT terminology, user roles, and permissions
Explain the PHIMT Hierarchy
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User Admin Functionality

Objectives

m Upon completion of this lesson, you will be able to:
Obtain a User Admin account
Create user accounts
Setup a workflow
Setup a queue
Create requester favorites
Disable users

Transfer users

21
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User Admin Functionality

Obtain a User Admin Account

m Requests for User Admins to be created must be routed to
and approved by the Service Representative

m The Service Representative will route the approved request
to the HIPAA Support Center

m The HIPAA Support Center will establish the User Admin
account and provide the User Admin login information to the
appropriate individual

22
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User Admin Functionality

User ID and Password Requirements

m User ID:

Assigned by the User Admin, usually first initial of the first name
and complete last name (follow Service guidelines)

Duplicate User Name not allowed by the application

m Password:
8-15 characters long and must contain at least one
Alphabetical uppercase character
Alphabetical lower case character
Arabic numeral (0, 1, 2, 3, 4)
Non-alphanumeric special character (l.e. !, @, #, $, etc.)

23
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User Admin Functionality

Login Screen (o3

Adu

BSS @ https:/fphimt. tricare. osd. mil hipaax/

o
T RI C A R E

MHS PHIMT

[THIS IS A DOD COMPUTER SYSTEM. THIS COMPUTER SYSTEM. WHICH INCLUDES ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK
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User Admin Functionality

Login Screen (2of3

MHS PHIMT

THIS 15 A DOD COMPUTER 5YSTEM. THIS COMPUTER 5% STEM, WHICH INCLUDES ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK
DEVICES [SPECIFICALLY MCLUDING ACCESS TO THE INTERNET), ARE PROVIDED ONLY FOR OFFICIAL U.5. GOVERNKMENT BUSINESS. DOD
COMPUTER S¥STEWMS MAY BE MONTORED B AUTHORIZED PERSONNEL TO ENSURE THAT THEIR USE 13 AUTHORIZED, FOR MANAGEMENT
OF THE S¥STEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES. MONITORING
IMCLUDES "HACKER™ ATTACKS TO TEST OR VERIFY THE SECURMY OF THIS 5% 5TEM AGAINST USE BY UNAUTHORIZED PERSONS. DURING
THESE ACTNITIES, INFORMATION STORED ON THIS 5% STEM MAY BE EXAMINED, COPIED AND USED FOR AUTHORIZED PURPOSES AND DATA
OH PROGRAMS MAY BE PLACED INTO THIS 5% STEM. THEREFORE, INFORKMATION % 0OU PLACE ON THIS 5YSTEM IS5 NOT PRMWATE. USE OF THIS
DOD COMPUTER SYSTEW, AUTHORIZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO OFFICIAL MONTORING OF THIS 5% STEW.
UNMAUTHORIEED USE OF A DOD COMPUTER 3% STEM MAY SUBJECT Y0OU TO CRIMINAL PROSECUTION. EVIDENCE OF UNAUTHORIZED USE
COLLECTED DURING MONITORING MAY BE PROVIDED TO APPROPRIATE PERSONNEL FOR ADKMINISTRATIVE, CRIMINAL, OR OTHER ACTION.

PRIVACY ACT WARHING

INFORMATION CONTAINED IN THIS 5% 5STEM 15 SUBJECT TO THE PRIWACY ACT OF 1874 (5 U.5.C. 552A, AS AMENDED). PERSONAL
INFORMATION CONTAINED IN THIS 5% STEM MAY BE USED ONLY BY AUTHORIZED PERSOMNS M THE CONDUCT OF OFFICIAL BUSINESS. ANY
INDNIDUAL RESPONSIBLE FOR UNAUTHORLZED DISCLOSURE OF MISUSE OF PERSONAL INFORKMATION MAY BE SUBJECT TO FINE OF UPTO
53,000

=

25



"
User Admin Functionality

Login Screen (3 of 3)

MHS PHIMT

ou are logging into the production server.
Infarmation in this version will be retained.

User Hame: I

Pas=zword: I

Enter yvour User Mame and Password to logon.

26
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User Admin Functionality

Main Screen

Tuesday, June 28, 2005 Logoff
User / Admin
Ll el User Worklist
Scovel, Natalie
Us THMA
User Worklist
M‘}" Profile .l"-'l-.l'.'-'t[‘u"ltfp" Req ue=t . i i
My Requests instance D cession ID Activity 1D Source Patient Requester Status Creation Date
My Worklist
There are no activities on your worklist
Switch organizations
MNaval Hospital Worklist
Activity Request .. . .
instance D - on I Activity 1D Source Patient Requester Status Creation Date
There are no activities for this queue
[ Accept 1
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User Admin Functionality

Create User Accounts

m The User Admin is responsible for adding users and
assigning roles to the users within their organization

m The User Admin provides the user with their login
information

m Determined by Service specific requirements or MTF
requirements

28
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User Admin Functionality

Workflow Setup

m Once a user has been added and their organization and
user role is established, the User Admin can establish the
workflow for that user’s disclosures

m The workflow delineates the process by which requests are
routed within the system

m Workflows should be set up so that a Regular Users work
will be routed to a Privacy Specialist for approval or denial

29
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User Admin Functionality

Queue Setup

m A queue is a distribution list for a specific organization that
iIs comprised of two or more Privacy Specialists

m The User Admin at the local command sets up queues

m Queues are created to expedite the process of
approving/denying a disclosure

m Only users affiliated with a given organization will see that
organization's routing options

30
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User Admin Functionality

Requester Favorites

m An organization can create a list of requester "favorites" that
show up in the requester drop-down list box

m User Admins can set up the list of favorites per organization

m If an organization name is not in the favorites list, the user
will be allowed to search for it manually

m A given "requester" can appear in multiple "favorites" lists

31
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User Admin Functionality

Disabling Users

m If a user transfers to another facility or separates from the
Service, the User Admin needs to disable that individual’'s
ability to access the tool

m You cannot delete users from the system
Future auditing
Disclosures tracking

Users are attached to records they created

32
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User Admin Functionality

Transferring Users

m A transfer from one MTF to another can only be executed by
the User Admin at the Service level

m If a user transfers to a new organization, the User Admin at
the receiving location would initiate an action for the transfer
according to Service requirements

m If a User transfers from one Service to another, please
contact the HIPAA Support Center at

https://hipaasupport.tricare.osd.mil

m The User Admin can only search for users within their level of
the hierarchy

33
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User Admin Functionality

Summary

m You should now be able to:
Describe the process of obtaining a User Admin account
Create user accounts
Setup a workflow
Setup a queue
Create requester favorites
Disable users

Transfer users
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Regular User Functionality

Objectives

m Upon completion of this lesson, you will be able to:
Search for a patient
Explain the monthly MDR upload
Record a Request for Disclosure/Accounting of Disclosures

|dentify the streamlined process for recording a disclosure

36
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Regular User Functionality

Patient Search

m The user must search for a patient record in order to:
Track a disclosure
|ldentify an authorization or restriction

Track a complaint

m The user can search for a patient record using the Family
Member Prefix Sponsor's SSN (FMP-SSSN) or the patient’s
name

37
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Regular User Functionality

Patient Search- MDR Upload

m An upload of MDR demographic information is loaded into
the PHIMT

There are monthly updates to the MDR data
m Last Wednesday of every month

m MDR data will be unavailable for 2 hours
7:00 am-9:00 am EST
PHIMT will still be available

m Due to the implementation of the MDR Data:
Search results are limited to 50 records

If more results are found, the user must narrow down their
search by selecting additional search criteria

m Example: The user can utilize the State search field to limit the
search results

38



Regular User Functionality

Patient Search- MDR Upload (1.5

Friday, September 9, 2005

m \When searching

Patient Search  Logoff

Patient User Admin Requests Requester

for a patient’s
account, an error
message will
display if your
search results in
more than 50
matches

Current Patient:
Test, Ozxehp
07/221934
FMP-SSSN:05-
485268813

Summary

Requests

Record Disclosure
Accounting Suspensions
Disclosure Restrictions
Authorization

Patient Profile

Patient Search

Patient Search

Error(s) have occurred: Too many results (over 50) match your criteria, please change your criteria and resubmit ...

Use the current person:

Name: Oszxehp Test

SSH # 934721013

Birth Date: 07-22-1934

Address: 123 Jon St., San Antonio, TX 78119-4503

I Ok, )
-0R-
Search for another person:

FMP-555N (Family Member Prefix and Sponsor SSN (in xx-xxx-xx-xxxx formatl)

-OR-
by Name/5State (Last) (First) (State)
| .. /- =
-0OR-

by System ID (the identifier created by this system for the person)

l—

{ Search )
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Regular User Functionality

Patient Search- MDR Upload 5

m [o narrow down
the search results,
the user can
utilize the State
search field

Friday, September 8, 2005

Current Patient:
Test, Ozxehp
07/2211934
FMP-SSSN:05-
485268813

Summary

Requests

Record Disclosure
Accounting Suspensions
Disclosure Restrictions
Authorization

Patient Profile

Patient Search

Patient Search  Logof

Patient ¥ User Admin Requests Requester

Patient Search

Erroris) have occurred: Too many results (over 50) match your criteria, please change your criteria and resubmit ...

Use the current person:

Name: Oszxehp Test

SSN # 934721013

Birth Date: 07-22-1934

Address: 123 Jon 3t San Antonio, TX 76118-4505

{ Ok b}
-OR-
Search for another person:

FMP-SSSN (Family Member Frefix and Sponsor SSN (in xx-xxx-xx-xxxx format))

-OR-
by Hame/State (Last) (First) (State)
|Test | ST =

SD A
-0R-

=

by System ID (the identifier created by this system for the persg

—

——— 'I'u';\_
( Search ) '
. W
W
'IJ'U’Y -
E—
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Regular User Functionality

Patient Search- MDR Upload @5

m \When accessing a
patient account
that has been
imported from the
MDR data, the
record will be
labeled as “New”

62137 03 Test, Dylan 652287824 2003-08-25 2510 Trinity Cir Apt A Colorade Springs, CO 80818-6938

FMP-EE5/ 03-553890603

{62140 02 Test, Alexis 803048516 2003-11-25 4212 5 Dowfigld Dr Fayetteville, NC 28311-3742

FMP-EE5N 02-318743051

= 6680 30 Test, Public Health 000000000 2004-03-16 123 Test Stree Arlington, CA 22222-2222 Undefined

FMP-S55/N 30-000660000 (2004-03-16 to 2004-03-16)

{~ 62136 02 Test, David 804009456 2004-04-04 Cror 464 Box 714 1/4 Cav A Trp Cmr 454 Box 714 1 4 Cav
ATrp APOD, AE 09226

FMP-ZE5N 02-483348027

¢~ 38500 12 Test, Natalie 122444556 2003-01-25 5678 Yahoo St Washington, DC 20123-4444

FMP-Z53N 12-334358369 (2005-01-25 to 2003-01-23)

4842 20 Test, Testll 111550000 1411 Jefirzon David Arlington, V125896

FMP-ZZ3N 20-111950000 (2004-02-24 to 2004-02-24)

4844 20 Test, Testlll 593001111 111 New 5t. Colorado Springs, CO 20840 Undefined

VP-SEEN 20-539001111 (2004-02-24 to 2004-02-24)

o new . Test, Daffy 8764345885 1911-01-01 458 My 5t Nowhere, MD 87554-8559

VIP-S5EN £5-888887777

( Select )

Other options:

Adjust your search criteria and trv again.
Create a new Patient record.

41
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Regular User Functionality

Patient Search- MDR Upload @5

m All records that
have been
imported from the
MDR data will be
labeled with
“Imported from
TCL”

01011911
FMP-SSSN 65-
838387777

Summary

Regquests

Record Disclosure
Accounting Suspensions
Dizclosure Restrictions
Authorization

Notice

Patient Profile
Relation=hip=s

Generate Form

Patient Search

*Name (Last) (First) (Middle)

(Sr.Ar.)

[Test , Ipafty [

*Type
| Patient |

* SSN (in #EE-EE-SEEE format, enter 000-00-0000" if not known)
[s76 | Jaz | |asss

System ID (the identifier created by this system for the person)
G67473

* Birth Date (Birth date in MMWDD/YYYY format)
fo1 r]o1 11311

Email (exampie: johnfi@yahoo com)

*FMP-S88N (Family Member Prefix and Sponsor 35N (in xx-xoooooxy format))
[6s  |_Jess  |_Jes |.|r777

Alternate Communication Instructions (spscizl instructions to send correspondence o the person)

Comments (general comments about or for the person)
Imported from TCL j

( Updste )
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Regular User Functionality

Patient Search- MDR Upload o5

Friday, October 14, 2005

m Selecting the “New”
patients account will
import all data from
the MDR

Current Patient:
Test, Daffy
0101715911
FMP-5SSN:65-
883387777

Summary

Requests

Record Disclosure
Accounting Suspensions
Dizclosure Restrictions
Authorization

Notice

Patient Pro file
Relationships

Generate Form

The word “New” is
replaced with the
patient’'s PHIMT 1D

Patient Search

Patient Search
Patient User Admin Requests Requester
Patient Search Results
Search Results for FMP-SSSN = [ *65-777778888 | ( sorted by birth date )
ID  FMP Name SSN Birth Date Address

&

62503 65 Test, Goofy 217458400 1901-01-01 123 Your St. Anywhere, MD 87654-9999

-S55N B85-T77778888

Logoff

o

67473 SElTest, Daffy 875434585 1911-01-01 458 My St Nowhere, MO 87654-5995

FIAIP-S55N 65-888887777

o

§2141 02 Test, Virginia 177308169 1938-12-27 12475 Highgate Ln Gloucester, VA 23061-284%

FMP-558N 02-173327001

¢ 62138 00 Test, Test 323212312 1945-08-31 Undefined
FMP-S558N 00-323212312
= 17197 20 Test, Test 586800099 1950-02-03 Dsgfdsfg Dfsgdfg, AL 20194

FMP-555N 20-986899993 (2004-07-13 o 2004-07-13)

62135 00 Test, Test 217396635 1958-06-15 1234 Abckkk Fegfgfg Test Ln., DC 20010

FIMP-S5EN 00-217396635

11870 20 Test, Bob 000000003 1962-12-22 200 Hespital Dr Augusta, GA 30505 Undefined

FMP-555N 20-000000003 (2004-05-14 to 2004-05-14)

62139 00 Test, Weekend 266090002 1965-10-01 Undefined

FMP-S5EN 00-266050002

58878 30 Test,CamL S988ETTTT 1966-05-28 44 Hockey St. Mowhere, MT 58401

Note: If there is no address in the PHIMT, the address from the MDR Data will be used. If
the address in the MDR does not match the address in the PHIMT, the address in the
PHIMT will be the default address, to ensure that Alternative Addresses are kept

valid.
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Regular User Functionality

Recording a Request

m An individual has a right to receive an accounting of
disclosures of PHI made by a CE in the 6 years prior to the
date that the accounting is requested

DoD 6025.18-R Chapter 13

m Regular Users can record a request for:

A disclosure

An accounting of disclosures

m Only Privacy Specialists can approve or deny the request
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Regular User Functionality

Recording a Request- Streamlined
Process

m The Streamlined Disclosure process was requested by the
field to:

Decrease the number of steps for recording a disclosure
request

Eliminate optional fields that were not required
m Users can still record a disclosure request using the Wizard

m Disclosure descriptions were added to the PHIMT to make it
easier for the user to select the appropriate Disclosure Type
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Regular User Functionality

Recording a Request-
Simple Disclosure vs. Disclosure Wizard

m The Simple Disclosure radio button includes two screens:
Select Patient

Disclosure Details

m The Disclosure radio button (Wizard) includes 5 screens:
Select Patient
Select Requester
Request Detalils
Disclosure Details
Request Action
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Regular User Functionality

Recording a Request- Simple Disclosure

m The Simple Disclosure

Thurzday, February 16, 2006
Patient Uszer

Current Request:

Create New Request
MNone

Select Request Type

Create New Request
Search for a Reguest {~ Disclosure

¢~ Dizclozure Accounting

I (= Simple Dizclosure Request I

Pl i)

Requests

Requester

Patient Search  Logoff

47



Regular User Functionality

Recording a Request

m Required fields are marked with an asterisk

* Patient (the Fatient to whom the disclosurs spplies)

Mame: Samuel Kirby

SSHN #: 234453455

Birth Dats: 10121978

Address: 15 King St Alexandria, Wa 22301

* Requester (the organization or person requesting the disclosurs)

Mame: Kirby, Samuel

Address: 15 King 5t., Alexandria, WA 22301
Phone:

Contact Person:

* Requester ldentity VWerified /was the reguester's identity verified?)
I Social Security Mumber 'vI

Description of Requester ldentity Verification (reguirsd if reguester identity verification was definsd az ‘other’)
-
-

* Request Date (ihe disclosure reguest date in MMWMDOD Y Y Y'Y format)

IDZ.-"I&.-'ZD 0s E=lhe
* Recipient (the organization or person where the disclosure went)

MName: Kirby, Samuel

Address: 15 King St., Alexandria, Wa 22301
Phaone:

Contact Person:

* Disclosure Type (ihe iype of disclosurs)

| Health Oversight Activities -|

Disclosure Description (& resd-only description and example of the disclosure iype selected sbove)

Health Owerzsight Activities e |
=
Disclosure Date (the dizclosure date in MMDD Y Y™YY format)

1 E==
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Regular User Functionality

Summary

m You should now be able to:
Search for a patient
Explain the monthly MDR upload
Record a Request for Disclosure/Accounting of Disclosures

|dentify the streamlined process for recording a disclosure
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Privacy Specialist Functionality

Objectives

m Upon completion of this lesson, you will be able to:

Approve/Deny a Request for Disclosure/Accounting of
Disclosures

Record a Disclosure/Accounting of disclosures
Create Alternative Communication

Amend a disclosure

Create a suspension

Record a restriction

Generate correspondence

Create/sign/revoke an authorization

Record a complaint
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Privacy Specialist Functionality

Approving/Denying a Request

m Once a request for an accounting of disclosures has been
recorded, a Privacy Specialist must approve or deny the
request

m Once routed, the request will display in the Privacy
Specialist’s worklist

m Once a Regular User routes a request for disclosure to the
Privacy Specialist, the request will display in the Privacy
Specialist’s worklist

m The Privacy Specialist will then approve or deny the request
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Privacy Specialist Functionality

Recording a Disclosure

m The Privacy Specialist will record the disclosure using the
same steps that the Regular User would use

Privacy Specialists have the ability to record and approve
disclosures in one step

m This eliminates the two step process of recording the
request, routing it to their work list, and then approving it
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Privacy Specialist Functionality

Creating Alternative Communication

A CE shall permit individuals to request and shall
accommodate reasonable requests by individuals to receive
communications of PHI from the covered health care provider
by alternative means or at alternative locations

-DoD 6025.18-R C10.2.2
-164.522

An alternative address can only be created by a Privacy
Specialist

Individuals have the right to request an alternative telephone
number for receiving communications related to their PHI

An alternative telephone number can be created by Regular
Users and Privacy Specialists

Should be P&P to support this functionality
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Privacy Specialist Functionality

Amending Disclosures

m As a Privacy Specialist you are authorized to label a
disclosure as Improper

m Once a Disclosure status is marked as completed, it can
only be amended by marking it as an Improper Disclosure

The disclosure was made incorrectly
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Privacy Specialist Functionality

Creating a Suspension

m The CE shall temporarily suspend an individual’s right to
receive an accounting of disclosures to a health oversight
agency or law enforcement official...DoD 6025.18-R
C13.1.2.1

m Two types of disclosures can be suspended:

Law enforcement purposes
Health oversight activities

m Privacy Specialists have the ability to enter an accounting

suspension in two ways
Specific disclosure (Recommended)
Type of disclosure

m Once entered, the suspension can be viewed by all users
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Privacy Specialist Functionality

Recording a Restriction

m DoD 6025.18-R Chapter 10 describes the rights to request
privacy protection for protected health information

CE is not required to agree to such requests

Requests may be made orally or in writing, but must be
documented

CE must provide a response to the individual

m Privacy Specialists can record and approve or deny
requests for disclosure restrictions

Once approved or denied, a letter with an explanation can be
generated
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Privacy Specialist Functionality

Generating Correspondence (1of2)

m Once you have approved or denied the disclosure restriction
you have the ability to generate an approval or denial letter

m The letter will be pre-populated with the information that you
entered for that particular restriction
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Privacy Specialist Functionality

Generating Correspondence (2.2

m The Approval letter

Bs

By « -

#ERORE | < »hes]ei - D00E -5

oa-

Signatures % Thumbnails % Bookmarks

T - B

EDRZAICE

DEPARTMENT OF DEFENSE
US TMA
Five Skyline Place
5111 Leesburg Fike
Falls Church, VA 22041-3206

30 Jan 05

Peter Kramer
211 River Rd.
Alexandria, VA 22454

Dear Peter Kramer

This letter 15 to mform you that we are granting your request to restrict your Protected Health Information
with a specific person or a specilic business that vou identified m vour Health Information Restriction
Form. Your request has been approved.

Your information will not be disclosed to the specified person or entity. We will comply with this request
until you tell us to end this restriction unless the information 1s needed to provide emergency treatment to
VoL

If you have questions please contact the US TMA, Five Skyline Place, 5111 Leesburg Pike, Falls Church,
VA 22041-3206, .

Sincerely

1of1

3

H

85x1in |0 = # A4
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Privacy Specialist Functionality

Creating an Authorization (1.f2

m The MHS uses the DD Form 2870 (Authorization for
Disclosure of Medical or Dental Information)

m Authorizes an individual or organization to disclose a
patient’s medical or dental information

m Once an authorization has been created, the DD Form 2870
can be downloaded from the Privacy Office website, or from
the DoD Forms website

m Can be generated using PHIMT
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Privacy Specialist Functionality

Creating an Authorization (2of2

m DD Form 2870 in Adobe Acrobat format

A& o -

B & BOE[E|14 4 b bl |@ el @00 DA

[m& - T8

Thumbnails

W@
o
b=t
=1

T
c
=)

0

AUTHORIZATION FOR DISCLOSURE OF MEDICAL OR DENTAL INFORMATION

The purpose of this form is to provide the MTF/OTR/TRICARE Health Flan with 2 mesns to request the use andlor disclosure of an individual's protected health information. Guidslines regardng
use of this form are contained in DOD Regulation S025.18-R.

This form will not be used for suthorization W dacdese slcohol or drug sbuse patient information from medical records or for authorization to disclose information from records of an alcohal or
drug sbuse reatment program. In addtion, any use as an suthonzation to use or disclose peychotherapy notes may not be combined with another authorzation escept one to use or discloze
peychatherapy notes.

Privasy Act of 1874 applies

PATIENT DATA

Mame (Last, First, MI) Date of Birth Patlent SSN
Smith, Jog, J 07-05-1968 121131414
Pericd of Treatment Type of Trealment:
01-11-2005- 01-11-2005 Outpatient
DISCLOSURE
1| authorize USADC-Hospital Reason for Reguest/Use of Medical Information:
{Mame of MTF/DTF) to release my patient information to recipient: Personal Use, patient autharizes his brother w have a copy of entire medical
1100 Main Street record.
Woodbridge, VA 22321

Infermation lo be Released:
entire medical record
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Privacy Specialist Functionality

Signing/Revoking an Authorization

Signhing an Authorization:

m  Once an authorization has been entered, it needs to be signed by
the patient for validation

m After the authorization is signed by the patient, a user has the
ability to document the signature within the PHIMT

Revoking an Authorization:
m DoD 6025.18-R, Section C5.2.5

m Privacy Specialists can revoke an authorization when instructed
by a patient in writing
Except if:
m The CE has taken action in reliance thereon

= Insurance coverage
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Privacy Specialist Functionality

Recording a Complaint (1014

m Individuals have the right to make a complaint concerning
TMA'’s implementation and compliance with the rule

m You must provide that process and make it available
m You must document all complaints and their disposition

m You must not intimidate, threaten, coerce, discriminate
against, or take other retaliatory action against any individual
for exercising their rights or obligations
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Privacy Specialist Functionality

Recording a Complaint of4

m Privacy/Security Officers (PO/SQO) are able to track
complaints using the PHIMT

m Allows for easy tracking and documentation of complaints in
one centrally managed application

m PO/SO can quickly create complaint reports

m Complaint documentation is stored and maintained in a
centrally managed database
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Privacy Specialist Functionality

Recording a Complaint or4

onday, June §, 2005

urrent Request:
pmplaint

Create Mew Regquest
Search for a Request

Patient User Admin Requests / Requester

Select Complainant Complaint Details

® ® ® ®

Complaint Details

Complainant (the person who iz making the complaint)
Name: Patty Smith

Patient Search

Logoff

Complaint Type (the type of complaint to creats)

I Motice of Privacy Practices Complaint LI

Complaint Date (the date the complaint was received in MMDDAYYYY format)
IEIEJZS.-'ZIJIJE- =

Subject (the subject of the complzint)

IF‘.equest for copy of medical record

Complaint Description (the description of the complaint)

The medical record contained information belonging to another beneficiary. Prizcilla Smiths ;I
information was in Patty Smith’z record. Patty Smith iz concerned that her information could alzo
be mizplaced.

Outcome Type (the lype of cutcome affer complaint investigation)
Not Selected |
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Privacy Specialist Functionality

Recording a Complaint @ of4

Complaint Description (the description of the complaint)

The medical record contained information belonging to another beneficiary. Prizcilla Smith’s -

information was in Patty Smith’z record. Patty Smith iz concerned that her information could alzo
be mizplaced.

Outcome Type (the lype of outcome affer complaint investigation)
| Not Selected |

Outcome Date (the date of the complaint cutcome in MMDDAYYYY format)
| [

Outcome Description (the description of the compizint outcome)

exi
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" A
Privacy Specialist Functionality

Summary

m You should now be able to:

Approve/Deny a Request for Disclosure/Accounting of
Disclosures

Record a Disclosure/Accounting of Disclosures
Create Alternative Communication

Amend a disclosure

Create a suspension

Record a restriction

Generate correspondence

Create/sign/revoke an authorization

Record a complaint
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Administrative

Summary Reports




"
Administrative Summary Reports

Objectives

m Upon completion of this lesson, you will be able to:
View Administrative Summary Reports
Interpret the report data
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" A
Administrative Summary Reports

Report Capabilities

The PHIMT is capable of running several reports, which are
called Administrative Summaries

Administrative summaries provide a visual representation or
snapshot view of your facilities disclosure activities

Performed by User Admins and Privacy Specialists

PHIMT can run several types of reports:
Disclosures over a 12 month period
All requests by type
All requests over a 12 month period
Top recipients of disclosures
Top requesters for all requests

Number of recorded complaints
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Administrative Summary Reports

Total Number of Disclosures and
Requests

Metrics Alerts
Logged On Users 16 Overdue Reguests 0
Total Dizclozures 22383 Pending Dizclozsures 2335
Total Requests 6171 Pending Reguests 114
Disclosures Over 12 Month Period All Requests Over 12 Month Period
0 2000 4 1000 -
Il 1
% 1500 - %
= o 740
i i
w1000 - w00 -
o o
E 00 A E 260 4
= =
0 0
2 a23 2232538 83 223322253 83
= { —] n = -E = £ c O — -] == — e ] = -E = L] { e = | — -]
§2537zgc03gs35p 38 83353780323 ¢p33¢2
Time Time
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" A
Administrative Summary Reports

Disclosures by Type

Dizclozures By Type

Waortiman's

Compensation = 16
Wictims of Ahuse,

Meglect, or Domestic
Wialence =

w{About Decedents = 8 I
S Hﬂs Required by Law = 14
- "-.‘f Avert Serious Threats to

A % |Health ar Safety = &
Y |Cadaver Organ, Eve, or

Tizsue Donation
Purposes =2

TFC =2 "."
Specialized Government "I”.

Functions (Active Duty / ,u

Li = foo Health Oversight
. o VA Activities = 47
Public Health Activities ;II - mates in Canectional
=15 —_ . . .
Other = A7 Institutians ar in Custody

=3

™. [Judicial and
Administrative
Froceedings = 20

Wedical Facility Patient |

Directories = 1%
Law Enforcement

Furposes = GG

B About Decedents | As Required by Law g Avert Serious Threats to Health or Safety

Cadawver Organ, Eye, or Tissue Donatian Purposes Health Oversight Activities
P Inmates in Comectional Institutions ar in Custody Judicial and Administrative Proceedings Law Enforcement Purposes
B Medieal Facility Patient Directaries  Jjj Other [ Public Health Activities | Research Purposes

Specialized Government Functions (Active Duty Disclosure) g TFO g Victims of Abuse, Neglect, ar Domestic Violence

B Wokman's Compensation
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Administrative Summary Reports

Top Recipients of Disclosures

Top Recipients of Disclosures

0.0 2.5 5.0 7.5 10.0 12.5 15.0 17.5 200 225 2560 275 200 325 350 a7

il

W 4Hh WP DET (CID), Ft. Lewis WA g U.5. Ammy Claims Service [ Madigan Army Medical Center, Medical Claim Attormey
DoJd, WS, Attorney's Office, 1201 Pacific Ave., Tacoma WA 22402 Washington Superior Court
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Administrative Summary Reports

All Requests by Type

All Requests By Type

B Complaint [ Disclosure Disclosure Accounting
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Administrative Summary Reports

Top Requesters of All Requests

Top Requesters of All Requests

0.0 2.5 5.0 7.5 10.0 1246 15.0 17.6 20.0 2245 250 27 .5 20.0 324 350 arh

[ 44th WP DET (C10), Ft. Lewizs WA U5, Ammy Claims Service

W Madigan Army Medical Center, Medical Glaim Attorney

Do, WS, Attormey's Office, 1201 Pacific Ave., Tacoma WA 82402 Washington Superior Court
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Administrative Summary Reports

Summary

m You should now be able to:
View Administrative Summary Reports
Interpret the report data
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" J
PHIMT

Implementing PHIMT At Your Facility

m Ensure you have local policies and procedures in place for
accounting of disclosures in the PHIMT
m Make sure your team is trained on how to use the PHIMT

Review presentations and manuals (TMA HIPAA Website)
Attend WebEXx sessions

Utilize the PHIMT Training Server

m Obtain a training account from the HIPAA Support Center
m https://trainingphimt.tricare.osd.mil/hipaax/

m Ensure effective turnover of Regular Users
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PHIMT
Tool Enhancements

m Multiple Disclosure Feature

m Uploading documents to disclosures
m Summary Reports
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PHIMT
Tool

Enhancements- Multiple

Disclosure (1 of 3)

Monday, April 9, 2007

Current Request:
Simple Dizclogure
Request

Create New Reguest
Search for a Request

Patient User Admin Requests / Requester

Disclosure
Details

® ®

Select Patient

Disclosure Details

Fields marked with an asterisk (*) are required.

* Patient (the Fatient to whom the disclosure applies)

Mame: Dhel Test
SSN # 108693548
Birth Date: 10428/1530

* Disclosure Frequency (the reguency, periodicy, or number of disclosures mads)

o Single Dizclosure - Multiple Dizclogures for the same Purpose

* Requester (the organization or person requesting the disclosurs) | Change )

Name:
Addrez=s:
Phone:

Contact Perzon:

Patient Search

Logoff
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PHIMT
Tool

Enhancements- Multiple

Disclosure (2 of 3)

Monday, April 8, 2007

Current Request:
Simple Dizclosure
Request

Create New Request
Search for a Request

Patient User Admin Requests / Requester

Disclosure
Details

® ®

Select Patient

Disclosure Details

Fields marked with an asterisk (*) are required.

* Patient (the Patient to whom the disclosure applies)

Hame: Dhel Test

SSN # 10858593548

Birth Date: 104281530

Address: Ahruntep1277 Vinton, VA 24179-1038

Patient Search

Logoff

* Disclosure Frequency (the frequency, pericdicy, or number of disclosures mads)

i Single Dizclozure C Multiple Dizclozures for the =ame Purpose

Occurs once IN*'F'\ =l oor |U times from I "l to I "l

e e el e T

Mame:
Address:
Phone:

Contact Perzon:
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PHIMT
Tool Enhancements- Multiple

Disclosure (3 of 3)

* Disclosure Type (the lype of disclozure)
Not Selected |

Disclosure Description (& read-only description and example of the disclosure lype selecied above)

Disclosure Date the disclozure date in MMDDSYYYY format)

[ Bk

* 0rigin Organization (where the dizclosure originated)

fus TMA |

* Disclosure Purpose (the purposs of the disclosure)
| Undefined ;I
Other/Detailz (*Reguired for all Multiple Dizclosures):
=
-

* Protected Health Information Description (the descriplion of the Protected Health information disclosed)

r Complete Health Record(=)
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PHIMT
Tool Enhancements- Uploading

Documents to Disclosures (102

Disclosure Comments (the INTERNAL comments for this disclosure - these do NOT show wup in the Protected Health Information disclosure report)
]

You may attach up to three documents, with file size not exceeding 2M
FILE 1: Document Title (enter this documsent's fitlz)

Please select a file you wish to attach
| Browse. . |

FILE 2: Document Title (enter this documsent's fitlz)

Please select a file you wish to attach
| Browse. . |

FILE 3: Document Title (enter this documsent's fitlz)

Please select a file you wish to attach
| Browse. . |

Action (zction for this request)
IRuute to Privacy Specialist ;I

( Back 3 Save ¥
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PHIMT
Tool Enhancements- Uploading

Documents to Disclosures (o2

Improper Disclosure {checked if thizs disclosure occured impropery)

-

Improper Disclosure Description (the detzils about the improper dizclosure)

=
=

Improper Disclosure Mitigation (the detzils about how the improper disclosure was mitigated)
]
=

i Updste 1

Associated Documents | Attach ]

ID Date Title
888 04082007 Test Doc




PHIMT
Tool Enhancements- Summary Reports

Request Metrics

Total Dizclozure Requestz 244 Total Pending Dizclosure Requestz S0
Total Complaint Requests 138 Total Pending Complaint Reguests 40
Total Accounting Reguests 193 Tetal Pending Accounting Reguests 128
Total PHI Access with Dizclosure Requests 0 Total Pending PHI Access with Dizclosure Requests 0
Total PHI Access Requests 0 Total Pending PHI Access Reguests 0

Disclosure Metrics (Including Disclosure Requests)

Total Disclosures 538 Total Pending Disclosures 164
Total Multiple Disclosures 2
Total Single Disclosures 536

Disclosures By Type
O &5 10 156 20 25 30 35 40 45 50 55 GO0 65 VO VS 80 85 00

About Decedents

Az Required by Law

Avert Serious Threats to Health ...
Cadaver Organ, Eye, ar Tiss...

Health Owersight Activities
Inappropriate or Eroneous

Inmates in Comectional Institutions ...
Judicial and Administrati...

Law Enforcement Purposes | |
Medical Facility Patient Directories
Other

Fublic Health Activities

Researzh Purposes

Specialized Government Functio...
TRO

Wictims of Abuse, Meglect, ...
Watkman's Compensation

B Single W Multiple
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PHIMT
Presentation Summary

m You should now be able to:

|dentify the use of the PHIMT in meeting the Accounting of
Disclosures requirement of the HIPAA Privacy Rule

Describe the necessary policies and procedures
Describe the user roles and responsibilities within the PHIMT

Describe and interpret the data that the PHIMT can provide for
compliance measurement

Implement PHIMT at your facility

|dentify the latest tool enhancements

85



" A
Resources

0 DoD 6025.18-R, “DoD Health Information Privacy Regulation”,
January 2003

. DoD 8580.X-R, DoD Health Information Security Regulation (Draft)
. http://www.tricare.osd.mil/tmaprivacy/HIPAA.cfm

n http://www.tricare.osd.mil/tmaprivacy/Mailing-List.cfm to subscribe
to the TMA Privacy Office E-News

N https://hipaasupport.tricare.osd.mil for tool related questions
0 Privacymail@tma.osd.mil for subject matter questions

- Service HIPAA Representatives
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