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The Unknown
As we know, 
There are known knowns. 
There are things we know we know. 
We also know 
There are known unknowns. 



That is to say 
We know there are some things 
We do not know. 
But there are also unknown unknowns, 
The ones we don't know 
We don't know. 
—Feb. 12, 2002, DoD news briefing



A Tale of Two Security OfficersA Tale of Two Security Officers

Training ObjectivesTraining Objectives

Depict typical daily activitiesDepict typical daily activities
Present possible hurdles associated with handling an Present possible hurdles associated with handling an 
incident incident 
Provide insight into successes and pitfalls from two different Provide insight into successes and pitfalls from two different 
approaches:approaches:

–– Laurel (IDEAL)Laurel (IDEAL)
Meeting all requirementsMeeting all requirements
ProactiveProactive

–– Hardy (REALITY)Hardy (REALITY)
Doing what’s necessaryDoing what’s necessary
ReactiveReactive
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A Tale of Two HIPAA Security OfficersA Tale of Two HIPAA Security Officers

AgendaAgenda

In the BeginningIn the Beginning
–– Roles and ResponsibilitiesRoles and Responsibilities
–– Risk ManagementRisk Management

When It Hits the FanWhen It Hits the Fan
–– DetectDetect
–– ManageManage
–– NotifyNotify
–– HandleHandle

Business As UsualBusiness As Usual
–– FollowFollow--up Activitiesup Activities
–– ReportingReporting
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Presentation LayoutPresentation Layout

Before we begin...Before we begin...

Three handoutsThree handouts
–– Tale of Two HIPAA Security Officers (this presentation)Tale of Two HIPAA Security Officers (this presentation)
–– Laurel’s Survival Kit (companion presentation) Laurel’s Survival Kit (companion presentation) 
–– HIPAA Security Officer Appointment Letter (memorandum)HIPAA Security Officer Appointment Letter (memorandum)

For presentation purposes, this material has been augmented For presentation purposes, this material has been augmented 
with excerpts from the other two documentswith excerpts from the other two documents
–– Injected excerpts of the Appointment LetterInjected excerpts of the Appointment Letter
–– Resource references from the Survival KitResource references from the Survival Kit
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Appointment Letter ReferencesAppointment Letter References



YOUR Name Goes Here
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See the bright background?



incredibly rich, interactive 
discussion ensues



In the BeginningIn the Beginning









In the BeginningIn the Beginning

You’ve Been Appointed HIPAA You’ve Been Appointed HIPAA 
Security Officer Security Officer –– Now What?Now What?

Is your appointment in writing? Is your appointment in writing? 

Was the workforce notified of your appointment?Was the workforce notified of your appointment?

You’re here: who’s watching the shop back home?You’re here: who’s watching the shop back home?

What kind of training have you received?What kind of training have you received?
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In the BeginningIn the Beginning

What’s The Status of Your Program?What’s The Status of Your Program?

WalkaboutWalkabout

Coordination with other personnel with security responsibilityCoordination with other personnel with security responsibility

Review of materialsReview of materials

Transition Process/BinderTransition Process/Binder

–– Date of last Operationally Critical Threat, Asset, and Date of last Operationally Critical Threat, Asset, and 
Vulnerability EvaluationVulnerability EvaluationSMSM (OCTAVE(OCTAVESMSM) ) 

–– OCTAVEOCTAVESMSM reportsreports

–– Plans of Action and Milestones (POA&M)Plans of Action and Milestones (POA&M)

–– Hot issuesHot issues
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Where Can You Find Where Can You Find OCTAVEOCTAVESMSM??
https://tmaoctave.aticorp.orghttps://tmaoctave.aticorp.org



Security OfficerSecurity Officer

–– Responsible for the development, implementation, maintenance, Responsible for the development, implementation, maintenance, 
oversight, and reporting of security requirements for Electronicoversight, and reporting of security requirements for Electronic
Protected Health Information (ePHI)Protected Health Information (ePHI)

–– Provide strategic and tactical program direction, and exercise Provide strategic and tactical program direction, and exercise 
authority over all programmatic components as necessary to authority over all programmatic components as necessary to 
accomplish ePHI security complianceaccomplish ePHI security compliance

In the BeginningIn the Beginning

What’s Your Job?What’s Your Job? (1 of 4)(1 of 4)
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Security OfficerSecurity Officer

–– Ensure that requirements for ePHI are integrated into all policiEnsure that requirements for ePHI are integrated into all policies es 
and procedures for the planning, development, implementation, and procedures for the planning, development, implementation, 
and management of the Department of Defense (DoD) and management of the Department of Defense (DoD) 
infrastructure and information systemsinfrastructure and information systems

–– Perform internal audits of data access and use to detect and Perform internal audits of data access and use to detect and 
deter breaches of ePHI. Ensure internal controls are capable of deter breaches of ePHI. Ensure internal controls are capable of 
preventing and detecting significant instances or patterns of preventing and detecting significant instances or patterns of 
illegal, unethical, or improper conductillegal, unethical, or improper conduct

In the BeginningIn the Beginning

What’s Your Job?What’s Your Job? (2 of 4)(2 of 4)
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In the BeginningIn the Beginning

What’s Your Job?What’s Your Job? (3 of 4)(3 of 4)

Security Officer Security Officer 

–– Respond to alleged violations of rules, regulations, policies, Respond to alleged violations of rules, regulations, policies, 
procedures, and codes of conduct involving PHI by evaluating or procedures, and codes of conduct involving PHI by evaluating or 
recommending the initiation of investigative proceduresrecommending the initiation of investigative procedures

–– Ensure consistent action is taken for failure to comply with ePHEnsure consistent action is taken for failure to comply with ePHI I 
security policies for all employees on the workforce.  Work in security policies for all employees on the workforce.  Work in 
cooperation with human resources, administration, and legal cooperation with human resources, administration, and legal 
counsel, as appropriatecounsel, as appropriate
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From the Appointment Letter (page 3)From the Appointment Letter (page 3)

What’s Your Job?What’s Your Job?



From the Appointment Letter (page 4)From the Appointment Letter (page 4)

What’s Your Job?What’s Your Job?
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From the Appointment Letter (page 4) From the Appointment Letter (page 4) 

Are you going to do this all by Are you going to do this all by 
yourself?yourself?



In the BeginningIn the Beginning

Are you going to do this all by Are you going to do this all by 
yourself?yourself?

HIPAA Security OfficerHIPAA Security Officer
HIPAA Privacy OfficerHIPAA Privacy Officer
Medical Information Medical Information 
Security Readiness Team Security Readiness Team 
(MISRT)(MISRT)
Senior Executive StaffSenior Executive Staff
Covered entity workforceCovered entity workforce
Physical Security OfficerPhysical Security Officer
System AdministratorSystem Administrator
Network AdministratorNetwork Administrator
Human ResourcesHuman Resources

LegalLegal
Public RelationsPublic Relations
TrainingTraining
Information System Information System 
Security Officer (ISSO)/ Security Officer (ISSO)/ 
Information System Information System 
Security Manager (ISSM)Security Manager (ISSM)
Incident response team: Incident response team: 
–– multimulti--disciplinary team to disciplinary team to 

ensure comprehensive ensure comprehensive 
preparation, response, and preparation, response, and 
mitigation to incidentsmitigation to incidents
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In the BeginningIn the Beginning

Laurel Laurel HardyHardy

All appropriate personnelAll appropriate personnel
–– Consider the MISRT: PAD, Consider the MISRT: PAD, 

clinician, IT Personnel clinician, IT Personnel ––
why?why?

–– Defense in breadth and Defense in breadth and 
depthdepth

–– Increased awareness and Increased awareness and 
communication, decreased communication, decreased 
response timeresponse time

Backfilled responsibilities in Backfilled responsibilities in 
case of emergencycase of emergency

HSO + Sys adminHSO + Sys admin
–– Dual hattedDual hatted
–– Collateral dutyCollateral duty
–– Benefit: less money and Benefit: less money and 

effort up fronteffort up front
–– Minimum necessary to do Minimum necessary to do 

the jobthe job
Stays on call while awayStays on call while away
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Are you going to do this all by Are you going to do this all by 
yourself?yourself?
From the Appointment Letter (page 4) From the Appointment Letter (page 4) 

Where is PHI? What are the risks?Where is PHI? What are the risks?



Risk
Monitoring

Risk
Monitoring

Risk
Mitigation

Risk
Mitigation

Risk
Assessment

Risk
Assessment

Risk Management is the process of Risk Management is the process of identifyingidentifying, , mitigatingmitigating,,
and and monitoringmonitoring information systeminformation system--related risks by applying related risks by applying 
the appropriate controlsthe appropriate controls
Risk Management is composed of three parts:Risk Management is composed of three parts:

In the BeginningIn the Beginning

Managing Your DayManaging Your Day
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In the BeginningIn the Beginning

How Do I Manage Risk? OCTAVEHow Do I Manage Risk? OCTAVESMSM

Operationally Operationally 
Critical...OCTAVECritical...OCTAVESMSM is at the is at the 
center of a risk management center of a risk management 
approach to information approach to information 
security.security.

Show of hands: howShow of hands: how
many have conducted anmany have conducted an
OCTAVEOCTAVESMSM assessment?assessment?
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In the BeginningIn the Beginning

Who’s doing Who’s doing OCTAVEOCTAVESMSM at your MTF?at your MTF?

OCTAVEOCTAVESMSM is a selfis a self--directed assessmentdirected assessment
You:You:
–– are actively involved in the decisionare actively involved in the decision--making processmaking process
–– manage the assessment process using your expertisemanage the assessment process using your expertise
–– reach out to experts as neededreach out to experts as needed

Do you do this by yourself?Do you do this by yourself?
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In the BeginningIn the Beginning

Doing OCTAVEDoing OCTAVESMSM: Workshop Structure: Workshop Structure

Analysis teamAnalysis team facilitates the workshopsfacilitates the workshops
Contextual expertiseContextual expertise is provided by the site’s staffis provided by the site’s staff
Activities are driven by the site’s staffActivities are driven by the site’s staff
Decisions are made by the site’s staffDecisions are made by the site’s staff
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Biomedical devicesBiomedical devices

Frequently store Electronic Protected Health Information Frequently store Electronic Protected Health Information 
(ePHI), and therefore, must be considered when (ePHI), and therefore, must be considered when 
implementing a comprehensive IT security programimplementing a comprehensive IT security program

Designated and operated as special purpose computersDesignated and operated as special purpose computers

More features are being automated and increasing More features are being automated and increasing 
amounts of PHI is being collected, analyzed, and storedamounts of PHI is being collected, analyzed, and stored

Growing integration and interconnection of different Growing integration and interconnection of different 
biomedical devices and IT systems where ePHI is being biomedical devices and IT systems where ePHI is being 
exchangedexchanged
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In the BeginningIn the Beginning

OCTAVEOCTAVESMSM ProcessProcess
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In the BeginningIn the Beginning

OCTAVEOCTAVESMSM RoadmapRoadmap
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From the Appointment Letter (page 3) From the Appointment Letter (page 3) 

Update of policies and procedures Update of policies and procedures 
following OCTAVEfollowing OCTAVESMSM



From the Appointment Letter (page 3) From the Appointment Letter (page 3) 

Update of policies and procedures Update of policies and procedures 
following OCTAVEfollowing OCTAVESMSM
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In the BeginningIn the Beginning

LaurelLaurel HardyHardy

Why OCTAVEWhy OCTAVESMSM??
–– More than Risk AnalysisMore than Risk Analysis
–– Complete RM processComplete RM process
–– Supported, intellectual Supported, intellectual 

capital, capital, 
–– Designed to be used at Designed to be used at 

MTFsMTFs
–– Progress: automated tool, Progress: automated tool, 

OIC, RIMROIC, RIMR
–– Centralized DB for trending Centralized DB for trending 

and analysisand analysis

Why not OCTAVEWhy not OCTAVESMSM??
–– Local solutionLocal solution
–– FasterFaster
–– Too complexToo complex
–– Pool of resources is limitedPool of resources is limited
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In the BeginningIn the Beginning

LaurelLaurel HardyHardy
Risk Analysis?Risk Analysis?
–– First Implementation First Implementation 

Specification of HIPAA Specification of HIPAA 
Security Rule Security Rule –– there’s a there’s a 
reason for that!reason for that!

–– Tailors the amount and type Tailors the amount and type 
of protection to your of protection to your 
environment environment costcost--
effective!effective!

ConsiderationsConsiderations
–– Biomedical Devices, CDsBiomedical Devices, CDs
–– Not organizationally focused Not organizationally focused 

–– does not talk to staffdoes not talk to staff

Without Risk AnalysisWithout Risk Analysis
–– DITSCAP already covers DITSCAP already covers 

most of risk analysis most of risk analysis 
required by HIPAA Securityrequired by HIPAA Security

–– Centrally managed systemsCentrally managed systems
–– NetworkNetwork
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When It Hits the FanWhen It Hits the Fan



When It Hits the FanWhen It Hits the Fan

What is an Incident? Black and WhiteWhat is an Incident? Black and White

IncidentIncident::
–– ‘‘The attempted or successful unauthorized access, use, ‘‘The attempted or successful unauthorized access, use, 

disclosure, modification, or destruction of information or disclosure, modification, or destruction of information or 
interference with system operations in an information system.’’interference with system operations in an information system.’’

Information SystemInformation System: : 
–– ‘‘An interconnected set of information resources under the same ‘‘An interconnected set of information resources under the same 

direct management control that shares common functionality. A direct management control that shares common functionality. A 
system normally includes hardware, software, information, data, system normally includes hardware, software, information, data, 
applications, communications, and people.’’applications, communications, and people.’’
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When It Hits the FanWhen It Hits the Fan

What is Compromised PHI? Not What is Compromised PHI? Not 
Exactly Black and WhiteExactly Black and White

How does DoD define a “compromise”? Lost, stolen, How does DoD define a “compromise”? Lost, stolen, 
compromised...compromised...
–– Required response depends on the definition.Required response depends on the definition.

Examples:Examples:
–– Fax referral to wrong provider. MTF retrieves fax containing PHIFax referral to wrong provider. MTF retrieves fax containing PHI
–– PHI thrown into garbage can, and retrieved PHI thrown into garbage can, and retrieved in timein time??

Latest definition: Latest definition: 
Lost, Stolen, or Compromised InformationLost, Stolen, or Compromised Information.  “Actual or .  “Actual or 
possible unauthorized disclosure of personal information possible unauthorized disclosure of personal information 
either to known or unknown persons whether or not a either to known or unknown persons whether or not a 
potential exists that the information may be used for unlawful potential exists that the information may be used for unlawful 
purposes to the detriment of the individual.” purposes to the detriment of the individual.” 
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From the Appointment Letter (page 3) From the Appointment Letter (page 3) 

Best defense is a good offenseBest defense is a good offense



From the Appointment Letter (page 4) From the Appointment Letter (page 4) 

Best defense is a good offenseBest defense is a good offense



When It Hits the FanWhen It Hits the Fan

Are All Incidents Created Equally?Are All Incidents Created Equally?

No standardized set of categories will apply to everyoneNo standardized set of categories will apply to everyone
Service specific criteria Service specific criteria 
Categories based on risk assessmentCategories based on risk assessment
Critical systems versus general support systemsCritical systems versus general support systems

Must be determined with the interdisciplinary teamMust be determined with the interdisciplinary team
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From the Appointment Letter (page 3) From the Appointment Letter (page 3) 

DetectionDetection



From the Appointment Letter (page 4) From the Appointment Letter (page 4) 

DetectionDetection



When It Hits the FanWhen It Hits the Fan

How Do You Know When an Incident How Do You Know When an Incident 
Happens?Happens?

ComplaintsComplaints
–– Received by you, Service, TMA, or HHS thatReceived by you, Service, TMA, or HHS that
–– Reveal deficiency/inadequacy in compliance processes or Reveal deficiency/inadequacy in compliance processes or 

products, based onproducts, based on
–– InvestigationInvestigation

Audit/Activity log analysisAudit/Activity log analysis
Internal detection/reviewInternal detection/review
CNNCNN

24



When It Hits the FanWhen It Hits the Fan

What’s The First Thing You Should Do What’s The First Thing You Should Do 
in Response to an Incident?in Response to an Incident?

Notify beneficiaries? Notify beneficiaries? 
Notify chain of commandNotify chain of command
Rely on formal, documented procedures Rely on formal, documented procedures –– an incident an incident 
response planresponse plan
Document everything!Document everything!
Identify the type, severity, and impactIdentify the type, severity, and impact
–– If “critical”, stop the cause. How?If “critical”, stop the cause. How?

Activate your response teamActivate your response team
–– Comprised of whom?Comprised of whom?
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Information Assurance Information Assurance 
Manager (IAM)/Information Manager (IAM)/Information 
Assurance Officer (IAO)Assurance Officer (IAO)
Network AdministratorNetwork Administrator
CommanderCommander
HPOHPO
MISRTMISRT

TMA Privacy OfficeTMA Privacy Office
Who else?Who else?
Consider Backups, phone Consider Backups, phone 
numbers, enumbers, e--mails, etc.mails, etc.
Chief Information Officer Chief Information Officer 
(CIO)(CIO)
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When It Hits the FanWhen It Hits the Fan

LaurelLaurel HardyHardy

People aware of his/her People aware of his/her 
assignment and assignment and 
responsibilities and contact responsibilities and contact 
infoinfo
Checking of logs, trending Checking of logs, trending 
analysisanalysis
Fully trained on incident Fully trained on incident 
response planresponse plan
Has coffee with HIPAA Has coffee with HIPAA 
Privacy Officer regularlyPrivacy Officer regularly

Is notified if there is an Is notified if there is an 
outstanding problem or outstanding problem or 
concern, several days after concern, several days after 
logged at helpdesklogged at helpdesk
Make use of incident Make use of incident 
response plan produced for response plan produced for 
previous JCAHO inspectionprevious JCAHO inspection
Call in all staff to assist Call in all staff to assist --
erring on side of cautionerring on side of caution
Need some redundancyNeed some redundancy
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From the Appointment Letter (page 3) From the Appointment Letter (page 3) 

Incident responseIncident response



When It Hits the FanWhen It Hits the Fan

Managing the IncidentManaging the Incident

Mitigation is one of the “new” requirements, requiring special Mitigation is one of the “new” requirements, requiring special 
focusfocus
Multi Services with varying policies, processes, practicesMulti Services with varying policies, processes, practices
What happens when an incident affects more than one What happens when an incident affects more than one 
Service?Service?
–– How many of you have clinics that branch off of your Hospital?How many of you have clinics that branch off of your Hospital?
–– How many of you receive your CHCS / AHLTA from a different How many of you receive your CHCS / AHLTA from a different 

Services’ host server?Services’ host server?
–– Do you treat only personnel members of your Service?Do you treat only personnel members of your Service?

POINT: Who takes the lead and coordinates response in light POINT: Who takes the lead and coordinates response in light 
of varying response protocols?of varying response protocols?
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When It Hits the FanWhen It Hits the Fan

When / How Do I Notify a Beneficiary?When / How Do I Notify a Beneficiary?

No longer than 10 days following incident, notify affected No longer than 10 days following incident, notify affected 
individualsindividuals
–– DoD Memorandum on NotificationDoD Memorandum on Notification
–– NOTE: NOTE: somesome notification must happen within the required timenotification must happen within the required time

Recall the grey definition of compromised informationRecall the grey definition of compromised information
You’ve already contacted chain of command:You’ve already contacted chain of command:
–– Have you called Legal?Have you called Legal?
–– Is this your decision? Not likelyIs this your decision? Not likely
–– Informed decision must be madeInformed decision must be made
–– Public AffairsPublic Affairs

28



Su
rv

iv
al

 K
it R

esource



When It Hits the FanWhen It Hits the Fan

At The Same Time, You Have to At The Same Time, You Have to 
Respond to The IncidentRespond to The Incident

Assignment of ResponsibilityAssignment of Responsibility
MitigationMitigation
Test and EvaluationTest and Evaluation
Most of this will be done by other people...unless you are the Most of this will be done by other people...unless you are the 
other peopleother people

Incident 
Identification Containment Mitigation Recovery Follow-upEradication

Preparation
And

Prevention
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When It Hits the FanWhen It Hits the Fan

LaurelLaurel HardyHardy

Participated in incident Participated in incident 
response exercises and testsresponse exercises and tests
Stopped the bleedingStopped the bleeding
Clearly accepts or supports Clearly accepts or supports 
the incident manager the incident manager 
responsibilityresponsibility
Coordination and Coordination and 
communication across rolescommunication across roles
Accurate and timely triage to Accurate and timely triage to 
determine course of actionsdetermine course of actions

Knows what to do and when!Knows what to do and when!

Incident response plan:Incident response plan:
–– Searches for one in response Searches for one in response 

to an incidentto an incident
–– Utilizes more than one plan Utilizes more than one plan 
–– Uses the plan of the Uses the plan of the 

compromised systemcompromised system
Assumes responsibilityAssumes responsibility
Documents response activities Documents response activities 
after a week of putting out firesafter a week of putting out fires
Includes incident in monthly Includes incident in monthly 
status reportstatus report
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Business As Usual?Business As Usual?



From the Appointment Letter (page 4) From the Appointment Letter (page 4) 

CommunicationCommunication



Business As UsualBusiness As Usual

Who Needs to Know About an Incident?Who Needs to Know About an Incident?

What is considered “timely dissemination of information” for What is considered “timely dissemination of information” for 
Incident reporting?Incident reporting?

Do you have a communications strategy? Do you have a communications strategy? 

Does it include methods for both notifying and updating Does it include methods for both notifying and updating 
individuals?individuals?

Do you include the appropriate people from all levels of the Do you include the appropriate people from all levels of the 
organization?organization?

Are you part of a multiAre you part of a multi--Service market?Service market?

–– How do you interface with the other Services?How do you interface with the other Services?
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Is CNN calling you for interviews? Do you want that interview?Is CNN calling you for interviews? Do you want that interview?

What do you tell your providers when they can not access What do you tell your providers when they can not access 
patient information? E.g., lab results, meds, corruption of patient information? E.g., lab results, meds, corruption of 
database, etc.database, etc.

What do you tell your patients when referrals can not be sent What do you tell your patients when referrals can not be sent 
out? out? 

How does the pharmacy process drug interaction checks?How does the pharmacy process drug interaction checks?

What if your supply department can not process orders?What if your supply department can not process orders?

Can you handle a temporary loss of financial processing?Can you handle a temporary loss of financial processing?

Business As UsualBusiness As Usual

When Does TMA Need to Know?When Does TMA Need to Know?
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Business As UsualBusiness As Usual

What About Attempted Incidents?What About Attempted Incidents?

Why do you care? Should you care?Why do you care? Should you care?
–– Unsuccessful today, may be successful tomorrowUnsuccessful today, may be successful tomorrow
–– Unsuccessful at your MTF, may be successful at anotherUnsuccessful at your MTF, may be successful at another

Things to consider:Things to consider:
–– PatternsPatterns
–– Severity levelSeverity level
–– Sources / targetsSources / targets
–– Previously unidentified risksPreviously unidentified risks
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From the Appointment Letter (page 4) From the Appointment Letter (page 4) 

Evaluation and Improvement of the Evaluation and Improvement of the 
programprogram



From the Appointment Letter (page 4) From the Appointment Letter (page 4) 

Evaluation and improvement of Evaluation and improvement of 
personnelpersonnel



Business As Usual Business As Usual 

FollowFollow--up Activitiesup Activities (1 of 2)(1 of 2)

FollowFollow--up is a critical step in the security incident response up is a critical step in the security incident response 
process because it assists with the response to, and process because it assists with the response to, and 
prevention of, future incidentsprevention of, future incidents
–– Conduct a lessonsConduct a lessons--learned meeting with appropriate personnel learned meeting with appropriate personnel 

to review all the actions taken in response to the security to review all the actions taken in response to the security 
incidentincident

–– Develop a methodology to document the lessons learned from Develop a methodology to document the lessons learned from 
the ePHI security incident and to measure the effectiveness of the ePHI security incident and to measure the effectiveness of 
response procedures.  Provide this information to all appropriatresponse procedures.  Provide this information to all appropriate e 
individuals within the organizationindividuals within the organization
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Business As Usual Business As Usual 

FollowFollow--up Activitiesup Activities (2 of 2)(2 of 2)

–– Based on the lessons learned, generate recommendations that Based on the lessons learned, generate recommendations that 
can assist with the response to, and prevention of, future can assist with the response to, and prevention of, future 
incidentsincidents

–– Make improvements/modifications to ePHI security incident Make improvements/modifications to ePHI security incident 
response procedures, and test as necessaryresponse procedures, and test as necessary

–– Follow existing local and higher authority guidance regarding Follow existing local and higher authority guidance regarding 
any additional security incident followany additional security incident follow--up requirements up requirements 

Sharing InformationSharing Information
–– Sanitized lessons learned documentationSanitized lessons learned documentation
–– Share lessons learned with other MHS ComponentsShare lessons learned with other MHS Components
–– Require an outRequire an out--brief of effectiveness of response and brief of effectiveness of response and 

improvement activities with required timeframeimprovement activities with required timeframe
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Business As Usual Business As Usual 

LaurelLaurel HardyHardy
Identifies all affected partiesIdentifies all affected parties
Notifies all appropriate Notifies all appropriate 
personnel. Conducts and personnel. Conducts and 
confirms timely notificationconfirms timely notification
Conducts thorough Conducts thorough 
investigationinvestigation
Identifies additional risks and Identifies additional risks and 
updates health information risk updates health information risk 
management planmanagement plan
Updates and conducts local Updates and conducts local 
training and awarenesstraining and awareness
Documents entire process and Documents entire process and 
holds lessons learned with holds lessons learned with 
local staff and managementlocal staff and management

Concentrates resources and Concentrates resources and 
attention to the immediate attention to the immediate 
fires. No foul, no harmfires. No foul, no harm
Takes initiative to inform Takes initiative to inform 
managementmanagement
Gathers local staff to discuss Gathers local staff to discuss 
high impact attempted incidenthigh impact attempted incident
Sends email with details of Sends email with details of 
incident to local staff and Base incident to local staff and Base 
CommandCommand
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A Tale of Two HIPAA Security OfficersA Tale of Two HIPAA Security Officers

Presentation SummaryPresentation Summary

Now You Should Know…Now You Should Know…

–– How to find the potential HIPAA risks in daily activitiesHow to find the potential HIPAA risks in daily activities

–– How to avoid possible hurdles associated with handling an How to avoid possible hurdles associated with handling an 
incidentincident

–– How to properly manage an incidentHow to properly manage an incident
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ResourcesResources

DoD 6025.18DoD 6025.18--R, “DoD Health Information Privacy R, “DoD Health Information Privacy 
Regulation”, January 2003Regulation”, January 2003

DoD 8580.XDoD 8580.X--R, DoD Health Information Security R, DoD Health Information Security 
Regulation (Draft)Regulation (Draft)

http://www.tricare.osd.mil/tmaprivacy/HIPAA.cfmhttp://www.tricare.osd.mil/tmaprivacy/HIPAA.cfm

http://www.tricare.osd.mil/tmaprivacy/Mailinghttp://www.tricare.osd.mil/tmaprivacy/Mailing--List.cfmList.cfm to to 
subscribe to the TMA Privacy Office Esubscribe to the TMA Privacy Office E--NewsNews

https://hipaasupport.tricare.osd.mil  for tool related https://hipaasupport.tricare.osd.mil  for tool related 
questionsquestions

Privacymail@tma.osd.milPrivacymail@tma.osd.mil for subject matter questionsfor subject matter questions

Service HIPAA Representatives Service HIPAA Representatives 
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Please fill out your Please fill out your 
critiquecritique
Thanks!Thanks!

TRICARE
Management 

Activity
HEALTH AFFAIRS


