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1.0 INTRODUCTION TO PHIMT

The Privacy Rule of the Health Insurance Portability and Accountability Act (HIPAA) of 1996
requires covered entities to safeguard patients’ medical records. The Department of Defense
(DoD) regulation, DoD 6025.18-R, Health Information Privacy Regulation, implements the
Privacy Rule for the Military Health System (MHS).

The Privacy Rule requires a covered entity to maintain a history of when and to whom
disclosures of Protected Health Information (PHI) are made. The MHS, as a covered entity,
must be able to provide an accounting of those disclosures to an individual upon request.
Authorizations and Restrictions from an individual to a covered entity are included in the
information required for tracking purposes.

In accordance with DoD 6025.18-R, military treatment facilities (MTFs), as covered entities
within the MHS, must provide an accounting of disclosures within 60 days of a request. If the
MTF cannot honor an accounting of disclosures within the 60-day period, it must provide
information to the requester as to the reason for the delay and expected completion date. The
MTF may extend the time to provide the accounting by no more than 30 days. Only one
extension is permitted per request.

To comply with these requirements, TRICARE Management Activity (TMA) created an
electronic disclosure-tracking tool. The Protected Health Information Management Tool
(PHIMT) stores information about all disclosures, authorizations, and restrictions that are made
for a particular patient. PHIMT has a functionality built into it that can provide an accounting of
disclosures. This tool is available for MHS covered entities, including MTFs.

1.1 PHIMT User Permissions

Each user is assigned to one or more organization(s), which is defined as a logical or physical
entity such as an MTF, a Military Service, or TMA.

PHIMT permissions are based on status-level relationships within Service Groups. These
Service Groups consist of the Army, Navy, Air Force, and Coast Guard. Anyone in a given
Service Group can be granted access to information required to perform his or her duties.
Specific roles have corresponding permissions that determine who will have access to what
information. Individuals with PHIMT roles have access to information required for job
performance as well as access to information accessible to those roles with fewer permissions.
No individual will be granted access to information needed to perform duties that require a
higher set of permissions. Those in roles with the highest levels of permissions will have access
to all information within their Service Group. An individual within any Service Group may not
be granted access to information in any other Service Group.

For example, TMA, Group A the top tier, occupies those roles with the highest levels of
permissions. Individuals in this group are granted access to all information within their Service
Group. Individuals Group B the second tier, do not have access to the information accessible to
those in the top tier since they occupy roles requiring a lower level of permissions. However,
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Group B does have access to the information in Group C, comprised of roles requiring even
lower permission levels. The third tier, Group C, is comprised of offices and command centers
within the Service Groups. This tier can only access information necessary for the individual to
complete his or her responsibilities. The individual does not have access to information within
the higher tiers. There is absolutely no viewing of an individual’s information outside of his or
her own Service Group.

1.2 PHIMT User Roles

A role is a named collection of permissions. Roles allow users with the same permissions to be
grouped under a unique name. PHIMT roles include Regular User, User Admin, Privacy
Specialist, and Tool Admin.

¢ A Regular User is a general role with basic functionality. This role can create
disclosures and authorization requests that can be routed on to a Privacy Specialist.

¢ A User Admin is a local administrator for a MTF or a designated Service. The e-mail
account administrators will handle this role for each MTF or Service.

¢ A Privacy Specialist is the Privacy Officer or designee at an MTF or Service level. This
role allows the user to maintain disclosure reporting, approve/deny disclosure requests,
amend requests, restrict, and suspend disclosures, and to generate associated letters.

¢ A Tool Administrator has global access to the application and will be maintained by the
PHIMT Help Desk. This role allows the user to configure roles within MTFs, and create
permissions within the application.

Within an organization, each user can have one or more role(s). A user can have the same roles
in multiple organizations, or different roles in multiple organizations. Roles are inherited
through permission levels

NOTE: Anindividual’s particular user role will determine the level of PHIMT activities he or
she is authorized to perform. Different user roles are authorized to access different tabs in the
tool.

The Privacy Office is responsible for granting PHIMT Users access to certain departments that
manage PHI based on the user’s degree of permissions. Some of the departments that the
Privacy Officer may wish to grant access include, but are not limited to:

Medical records
Release of information
Patient advocate
Patient’s rights
Privacy office

Some or all individuals within these departments may also be designated as Regular Users or
Privacy Specialists.
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1.2.1 Privacy Specialist

In PHIMT, the Privacy Specialist is usually a Privacy Officer within the facility or a designee at
an MTF or Service level. This role allows the user to maintain disclosure reporting,
approve/deny disclosure requests, amend requests, restrict and suspend disclosures, and issue
complaints.

The Privacy Specialist understands how the MTF manages disclosures. Disclosure requests may
be routed from a Regular User to the Privacy Specialist or from one Privacy Specialist to
another. This process helps establish working relationships between the different PHIMT users.

1.2.2 Regular User

The Regular User can create disclosure and authorization requests that can later be routed to a
Privacy Specialist. He or she can review patient profiles, record an accounting of disclosure
request, and revoke authorizations.

1.2.3 User Admin

The User Admin will create User-to-User Relationships as directed by the Privacy Officer. A
collaborative effort is required to ensure the release of PHI is managed within PHIMT. Before
establishing any relationships, the Privacy Officer will have an understanding of the way the
MTF manages disclosures, the key individuals involved in the release of information and
tracking of disclosures, and the approval process. A complimentary knowledge base will come
from you and your understanding of how to create a workflow by routing the requests of a
Regular User to a Privacy Specialist and from a Privacy Specialist to another Privacy Specialist,
if necessary. Multiple User-to-User Relationships can be established throughout the facility.

1.3 PHIMT SYSTEM REQUIREMENTS

Before using PHIMT, it is necessary to understand and ensure the operating requirements are
met. PHIMT has specific requirements for the operating system, browser, and plug-ins. In
particular, PHIMT requires a Microsoft Windows operating system: Windows XP (home,
professional), Windows 2000 (standard, professional, advanced), or Windows 98.

NOTE: Windows NT works with PHIMT in most cases, but some limitations may exist.

1.3.1 Browser Requirements

PHIMT requires the use of Microsoft Internet Explorer, version 6.0 or above.

NOTE: Cookies and JavaScript should be enabled (these items are enabled in a default browser
installation).
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1.3.2 Plug-Ins

PHIMT requires the use of Adobe Acrobat, version 6.0 or above. The application will also work
with version 5.0 but the latest version is recommended.

NOTE: To display the generated letters and reports in the browser, the Adobe Acrobat Plug-in
is required. This is normally installed with Adobe Acrobat Reader. Download Adobe Acrobat
for free at http://www.adobe.com.

2.0 ACCESSING AND USING PHIMT

Now that you have an understanding of why PHIMT was developed, are familiar with its
capabilities and system requirements, and understand your role, you are ready to access the
application.

To login to the PHIMT application:

1. Enter the URL for PHIMT into the Web browser,
https://tma-phimt.csd.disa.mil/hipaax

MANDATORY DOD NOTICE AND CONSENT BANNER
You are accessing a U.S. Government (USG) Information System (IS) that is provided for USG-authorized use only.

By using this IS (which includes any device attached to this IS), you consent to the following conditions:

# The USG routinely intercepts and monitors communications on this IS for purposes including, but not limited to, penetration testing, COMSEC monitoring, network operations and defense,
personnel misconduct (PM), law enforcement (LE), and counterintelligence (CI) investigati

At any time, the USG may inspect and seize data stored on this IS,

Communications using, or data stored on, this IS are not private, are subject to routine monitoring, interception, and search, and may be disclosed or used for any USG-authorized purpose.

This IS includes security measures (e g, authentication and access controls) to protect USG interests not for your personal benefit or privacy.

Notwithstanding the above, using this IS does not constitute consent to PM, LE or Cl investigative searching or monitoring of the content of privileged communications, or work product,
related to personal representation or services by attorneys, psychotherapists, or clergy, and their assistants. Such communications and work product are private and confidential. See User

ﬁ&l

Agreement for details.

2. Read the DoD Notice and Consent Banner.

3. Click on the OK button.
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U.S. Department of Defense IDENTITY
7 R T AUTHENTICATION
Military Health System SERVICES
This Website has been Public Key Enforced
a Please click on "CAC Access" below to access the application using your Common Access
Card (CAC).

nnn IMake sure that your CAC is inserted into the CAC reader so that your identity certificate is
PKE available to the web browser.

If you need to update your Enterprise E-Mail
Address, click the link below:

——
+ Update your Enterprise E-mail Address. ﬁ ﬁ
——

4. Click on the Green CAC Access button.
5. Select CAC Identification.

6. Click on the OK button.

F-

Choose a digital certificate M

Identification

£ The website you want to view requests identification.
L'li Please choose & certificate.

MName Issuer

— T

CE...

[ Mare Info... ]['ﬂewCertiﬁmbe...]

— ok |[ cancel |
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ActivClient Login |9 [

Actividentity

ActivClient

Please enter your PIM.

PIN [l

7. Enter CAC PIN.

8. Click on the OK button.

MHS PHIMT

THIS IS A DOD COMPUTER SYSTEM. THIS COMPUTER 5% STEM, WHICH INCLUDES ALL RELATED EQUIPMENT, NETWORKS, AND NETWORK 15
DEVICES (SPECIFICALLY INCLUDING ACCESS TO THE INTERNET), ARE PROVIDED ONLY FOR OFFICIAL U.S. GOVERNMENT BUSINESS. DOD
COMPUTER SYSTEMS MAY BE MONTORED BY AUTHORIZED PERSONNEL TO ENSURE THAT THEIR USE IS AUTHOREZED, FOR MANAGEMENT

OF THE S STEM, TO FACILITATE PROTECTION AGAINST UNAUTHORIZED ACCESS, AND TO VERIFY SECURITY PROCEDURES. MONTORING
INCLUDES "HACKER" ATTACKS TO OR VERIFY THE SECURITY OF THIS S STEM AGAINST USE BY UNAUTHORIZED PERSONS. DURING
[THESE ACTIVITEES, INFORMATION STORED OM THIS SY'STEM MAY BE EXAMINED, COPIED AND USED FOR AUTHORIZED PURPOSES AND DATA

OR PROGRAMS MAY BE PLACED INTO THIS S¥STEM. THEREFORE, INFORMATION ¥OU PLACE ON THIS SYSTEM IS NOT PRIVATE. USE OF THIS
DOD COMPUTER SYSTEM, AUTHOREZED OR UNAUTHORIZED, CONSTITUTES CONSENT TO OFFICIAL MONTORING OF THIS S STEM.
UNAUTHORIZED USE OF 4 DOD COMPUTER SYSTEM MAY SUBJECT ¥OU TO CRIMINAL PROSECUTION. EVIDENCE OF UNAUTHORIZED USE
COLLECTED DURING MONITORING MAY BE PROVIDED TO APPROPRIATE PERSONNEL FOR ADMINISTRATIVE, CRIMINAL, OR OTHER ACTION.

PRIVACY ACT WARNING o

INFORMATION CONTAINED N THIS SY'STEM IS SUBJECT TO THE PRVACY ACT OF 1574 (5 U.5.C. 552A, AS AMENDED). PERSONAL
INFORMATION CONTAINED N THIS SYSTEM MAY BE USED ONLY BY AUTHORIZED PERSONS IN THE CONDUCT OF OFFICIAL BUSINESS. ANY
INDIVIDUAL RESPONSIBLE FOR UNAUTHORIZED DISCLOSURE OR MISUSE OF PERSONAL INFORMATION MAY BE SUBJECT TO FINE OF UP TO
55,000,

9. Read the Notice and Terms of Use.
10. Click on the Accept button.

e Upon successful login you will be brought to the PHIMT User Tab.
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3.0 UNDERSTANDING PHIMT SCREENS

Each tab of the PHIMT screens contains some basic information that will be helpful to you when
performing the various activities.

3.1 SCREEN FEATURES

There are many features to the PHIMT screen that you can use to navigate your way through the
many disclosure activities you will perform. These features are discussed here.

3.1.1 Date

The date displays the current weekday, month, day, and year in the upper left corner of the
PHIMT screen.

Thursday, February 3, 2005

3.1.2 Navigational Options

Navigational options, such as logoff, provide directional hyperlinks that will help you to proceed
through the PHIMT application. They are located in the upper right hand corner of the PHIMT
screen.

Logoff

3.1.3 Status Box

The gray status box shows current information and is located in the upper left hand corner of all
PHIMT screens. The box displays the current user, user information such as organization and
assigned role, patient information, and information about what disclosure activity is currently
being performed. This information is updated when making inputs for various activities.

Current User:
Miller, Erin
LIS Thil,
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3.1.4 Activity Hyperlinks

The activity hyperlinks are located under the status box, on the left hand side of the PHIMT
screen. This listing consists of hyperlinks for activities that can be performed while in a specific
“tab.” The hyperlinks may include: My Profile, My Requests, or My Worklist; depending on
which tab you are using. Your user role will determine specific hyperlinks listed.

Iy Profile
My Requests
by Wiorklist

Swvitch arganizations

3.1.5 PHIMT Screen Tabs

PHIMT screen tabs are labels that are located at the top of the display screen. The tabs serve as
file folders for different groupings of activities. The specific tabs will vary depending on what
role you are assigned.

e Privacy Specialist tabs includes: Patient, User, Admin, Requests, Requester
e Regular User tabs includes: Patient, User, Requests, Requester
e User Admin tabs includes: User, Admin. Each tab allows for different activities.

3.1.6 Screen Title

The screen title is located directly under the tabs and above the display screen. This is the title of
the particular screen being displayed (ex. user worklist, patient search results).

User Worklist

User Worklist
Aoty Reguest

3.1.7 Display Screen/Application Window

The display screen/application window is the PHIMT user’s work area. These screens contain
various fields in which to provide required information for proceeding through the PHIMT
activities. To assist with data input, PHIMT provides text boxes, windows, calendar icons, and
drop down menus. All features may not be on a particular user screen:
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® Radio buttons — Radio buttons appear as black dots to indicate selection. You can toggle
the buttons between selected and not selected.

® Check marks — Check marks are used to indicate a done or un-done status. You can
toggle the marks between checked and unchecked.

®  Drop down menus — Drop down menus provide the user with a list of possible selections
from which to choose. Clicking on a particular selection causes it to be selected and
appear in the “window.” You can change a selection by clicking the arrow on the menu
box and then clicking on a different item.

e Text boxes — Text boxes are empty fields in which you can provide information. At
times, this data is requested as additional comments or for supplemental information.

® Calendar icons — Calendar icons are provided to make it easier for you to input required
dates. Date inputs are specific dates chosen by you to clarify time limits on various
PHIMT activities. Choose a date by selecting the arrow in the date window. A calendar
icon appears for easy inputs. Click on the desired date or use the arrows near the month
and year headings to display a date not currently shown. The date you select will appear
in the date window.

® Action buttons — Action buttons are used to guide you through the PHIMT steps and
processes. Click on these buttons to proceed through various activities. Examples of
these buttons include: Next, Save, Create, and Update.

NOTE: These features will be discussed when they are used in an activity.

3.2 PHIMT ERROR MESSAGES

PHIMT issues error messages when an entry or selection is not appropriate or complete. The
message begins “Error(s) have occurred” and then follows with a bulleted list of the errors. For
example, if you try to route an activity to someone who does not have access to that information,
or you are not authorized to route the information to that particular person, PHIMT will display a
message indicating that you do not have the authority to perform that task. If you have not
provided information for all the required data fields, PHIMT will issue a message indicating that
information is missing. Once the error has been corrected, you can proceed to the next step in
the PHIMT activity.

4.0 MHS DATA REPOSITORY

PHIMT has an automatic monthly upload of patient demographic information from the Military
Health System (MHS) Data Repository (MDR). This avoids the need for Users to manually
enter patient demographics information prior to recording a disclosure, thus significantly
decreasing the time needed to record a disclosure. In addition, this capability decreases the
likelihood of erroneous information entering PHIMT and increases the reliability and accuracy of
the information it contains.
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4.1 ACCESSING PATIENT ACCOUNTS

Now that the MDR data has been implemented in the PHIMT, the patient demographics will not
need to be manually entered. When searching for a patient, all patient records in the MDR and
PHIMT that meet your search criteria will be returned. The word “New” will appear next to all
records that are from the MDR.

Test, Tonya new N224414478 224584223 1573-09-15 P.O. Box 42 Howardsville, VA 24562-0042
EDIPN:1046154728

Test, Vanessa 121435 538304084 1958-04-18 125 Granby Pl Portland, TX 78374-1407
EDIPN: 1086820702

Test, Virginia 62141 177308169 1938-12-27 12475 Highgate Ln Gloucester, VA 23061-2649
EDIPN:1034250320

Test, Weekend 82135 288090002 1885-10-01 Undefined
EDIPN:1268571627

Test, William 121488 318743051 318743051 1582-07-01 527 | Ave Sheppard Afb, TX 76311-2502
EDIPN:1 264557700

Other options:

Adjust vour search criteria and try again.
Create a new Patient record.

NOTE: When available, the address in the MDR will supersede the address in the PHIMT,
unless the address in the MDR is blank. If the address in the MDR does not match the address in
the PHIMT, the address in the MDR will be the default address. If there is not an address listed
in the PHIMT, the address from the MDR Data will be used.

Once the patient record has been selected by clicking directly on the name of the patient, the
record will be given a PHIMT Patient ID number, rather than being labeled as “New.”

Monday, April 19, 2010 Patient Search  Logoff
Patient User Admin "/ Reguests ./ Requester

EImET FAEETE Patient Search Results

Test, Rebecca

03131584

ELF TS Search Results - Click on the name to select a person

Sponsor )
Summary I} SSN seN Birth Date Address
Requests

Test, Rebecca 208539 2719056564 274854759 1934-03-13 1445 Beaver Creek Ln Kettering, OH
Accounting Suspensions 45425-3703

Record Disclosure

Disclosure Restrictions EDIPN:1385132768
Authorization
Hotice
Patient Profile
Relationships ]
Generate Form Other options:

Adijust vour search criteria and try again.

Patient Search Create a new Patient record.
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4.2 DUPLICATE ACCOUNTS

When using the PHIMT to access a patient’s account, the EDIPN is used as the unique identifier.
If there are two patients with the same SSN but different EDIPNs in the PHIMT and/or MDR
data, both accounts will display, clicking on the patient name will select appropriate account.

Monday, April 19, 2010 Patient Search  Logoff
Patient ./ User WV Admin %,/ Requests “,/ Requester

EImEL ST Patient Search Results
Test, Alice
05/05/1928 Error(s) have occurred:

m At least one record already exists that appears to be the same person
Summary
Reguestz
Record Disclosure Link to an Existing Record - Click on the name to selecta person
Accounting Suspensiong Sponsor
Disclosure Restrictions Name D 35N SN Birth Date Address
Authorization
Maotice Test, Alice 208945 168226481 176325586 1928-05-05 13880 N Oracle Rd Tucson,
Patient Profile AZ FSTI9
Relationships
Generate Form

Create a new Record - - Click on the name to select a person

Patient Search
Name D S5N SPONSOT  pai Date Address
SSN
Test, Alice new 168225481 176325586 1928-03-05 13980 N Oracle Rd Tucson, AZ
B5735-4255

Other options:

Adijust your search criteria and try again.

Create a newy Patient record

4.3 PATIENT PROFILE

All patient profiles that are taken from the MDR will be labeled with “Imported from TCL” to
show that the information has been imported.

Cli Patient Profile | Person Details
Test, Alexis
1112512003 * Name (Last) (First) (Middie) (Sr.idr)
EDIPN:1271043763
Test | Alexis
Summary .
Requests Type
Record Disclosure Patient -

Accounting Suspensions

Disclosure Restrictions  epipN (DoD D! Ferson identifier)
Authorization

Notice 1271043763
Fatient Profie
Relationships * SSN (in #8422 8222 format, enter 000-00-0000' if not known)
Generate Form

803 .94 _9518

Patient Search
* Sponsor SSN (in #5455 formal, enter '000-00-0000" if not known)
318 _ 74 _ 3051

System ID (the identifier created by this system for the person)
82140

* Birth Date (birth date in MMWDB/YYYY format)
11 42 ;2003

Email (exampie: johnf@yahoo.com)

Alternate i fons (special to send to the person)

Comments (gensral comments about or for the person)

Imported from TCL. -

—

Last Edited: 3/3/2011 14




Protected Health Information Management Tool
User Manual

5.0 PRIVACY SPECIALIST FUNCTIONALITY

As a Privacy Specialist, you have the highest level of functionality and responsibility within the
system. The following information will provide you with step-by-step instructions for approving
requests that have been routed to you from a Regular User.

Your role as Privacy Specialist requires you to perform various PHIMT activities. The steps for
performing these activities will be presented here and include the following:

Approve a Request
e (reate a Suspension
e Record a Complaint

5.1 USER TAB ACTIVITIES

The hyperlinks on the User tab allow you to perform “desk duties” such as updating your user
profile information, viewing requests you have made, and viewing your tasks, and switching
your organization. A discussion on using the User tab hyperlinks follows.

5.1.2 My Profile

The My Profile hyperlink brings you to the User Profile screen (shown below). This screen
allows you to update or change your personal information such as: password, phone number,
email address, signature block (used for personal or professional titles and credentials) and
provide additional comments. Note the area for user roles, located on the bottom of the screen is
not active. Only the PHIMT help desk has authorization to perform that activity. You also
cannot change your User or System ID, user-to-user relationships, or user roles. The User
Admin manages those. However, you can change backup person relationships (discussed later in
the guide).

NOTE: When entering a phone number, remember that it will display on all correspondence
when generated.

NOTE: PHIMT contains profiles for all users within the system. It is important to keep your
personal information up to date. Therefore, you should update all personal information as it
changes.

To update your user profile:

1. Select the User Tab.

2. Select the My Profile hyperlink.
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P

Wednesday, February 16, 2005 / Patient Search  Logoff
Fatient User Admin Reguests Reguester
BT (LT User Worklist
Wilzon, James
LS Thas,
<Q User Worklist
Iy Profile Activity Request L . Creation
Instance D Session D Activity ID Source  Patient Requester Status Dite
by Workdist
edit 395 318 Request Acceptance (Disclosure Smith, Smith, Joe J Action 02412005
Switch organizations Accounting) dos ) Pending
edit 380 3 Request Acceptance (Disclosure Smith, Law Offices of Joe Action 020372005
Accounting Joe Gikbs Pending
Haval Hospital Worklist
Activity Reguest o N N
\nstance D Session 10 Activity [T Source Patient Requester Status Creation Date
There are nao activities for this quede
{ Accept )]

3. Enter your updated information in the information fields. (Changes can be made to any of
the fields in the User Profile screen, except the System ID).

Phone Humber (area code, phone BLINber - ), and extension It applicatble)
(Plegse note, this phrone rumber wilki be dispiayed on Jetters as contact fnformation.)

o 3

System 1D (the identifier created by this system far the persan)
S04

Swwitch organizations

ext. I

*User 1D (user fogin narme)
I'Wilson
Email (exgrmpie: fohnfi@yahoo. com)

Email Hotification (check to provide emall natifications when tzsks are added to your Waork Quens)

-

Wiednesday, February 16, 2005 Patient Search Logoff
User Adrmin Requests Reguester
Current User: User Profile
wWilzon, James
S Than,
* Mame rLast) (First) (A iedesie ) FSelde )
My Profile l=on James
My Requests fra A I I
Py wiorklist

4. Click on the Update button.

Old Password [User's current password.)

Hew Password

Confirm Hew Password

Signature Block (Please note, this text will dispiay in g letter's signature biock.)

=

[
C its (i ts about or for the nser)
El
I
User Roles
Organization Privacy Specialist Regulat User User Adimin Pritnaty
LS T I - - &

i Upilate ‘
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® Your new information will appear in the appropriate fields.

5.1.3 My Requests

The My Requests hyperlink brings you to the User Requests screen that allows you to view all
PHIMT activity requests that you have made. To view a detailed summary of a specific request,
select the Request Session ID.

5.1.4 My Worklist

The My Worklist hyperlink brings you to the User Worklist screen (shown below) and allows
you to view and process all requests that have a task currently assigned to you. My Worklist
serves as your electronic inbox. You should review your User Worklist to verify any tasks that
have been assigned to you. To view more information on a particular activity, select the Activity
Instance ID for that activity.

Wednesday, February 16, 2005 Patient Search  Logoff

Current User:
Wilzon, James
S This,

User Worklist

ny Prafile
ety [REEMEsE Activity 1D Source Patiert Requester Status Crg:t‘:'”

. Betzoce D Session D
by WWorklist
ed 38 Request &coceptance (Disclosure Smith,  Smith, Joe J Action 021 1/2005
Swwitch oroanizations Accounting) Joe J Pending

edit 390 313 Request Acceptance (Disclosure Smith,  Lew Offices of Joe  Action 02/03/2005
Accounting) JosJ  Gibbs Pending

User Adrmin Reguests Reqguester

Haval Hospital Worklist

Activity Reguest

Instance ID Session ID A ctivity 1D Source Patient Requester Status Creation Date

There are no activities for this quene

( Accept )

5.1.5 Switch Organization

The Switch Organizations link brings you to the Organization Search Results screen (shown
below) and allows you to switch the status of your primary facility to a different facility, if you
are assigned to more than one organization. For example, if you wanted to change your primary
organization from US Primary Training Organization to TMA Clinical, just click the radio button
next to the desired selection, and click Select. Your primary status change will be displayed in
the status box.

To switch your organization:

1. Select the Switch organizations hyperlink on the User Tab.

2. Select the organization you want using the radio button.

3. Click on the Select button.
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Thursday, February 17, 2005 Patient Search  Logoff
Patient User Admin "/ HReguests .,/ Reqguester
= L= Organization Search Results
Munk, Jerry
ThaL, Clinical
Search Results
rdy Profile T Mame Address
hly Requests
Mty Worklist 1275 TMA Clinical 22 King St., Arlington, va 22345
< Swvitch organizations e 1118 US Primary Training Organization Skvyline Pl., Fallz Church, %A 20110
[C Select 1

e The Organization Search Results screen now shows the radio button located near the facility
you selected. The new selection is also reflected in the status box.

Thurzday, February 17, 2005 Patiert Search  Logoff
Fatient User Admin "/ PReguests ,/ Reguester
current User: Organization Search Results
Munk, Jerry
LIS Primary Training
Organization
Search Results
18] Mame Address
hdy Profile - . )
My Requests & J12735 ThiA Clinical 22 King St., Arlington, WA 22345
My Wiorklist
= 1118 US Primary Training Crganization Skyline Pl Falls Church, va 20110
Switch organizations
{ Select )

5.2 PATIENT TAB ACTIVITIES

The Patient tab allows you to view summaries, make requests, record disclosures and create
accounting suspensions, disclosure restrictions, authorizations, and patient profiles. It also
allows you to search for patients. Two of the most common activities performed on the Patient
tab are Patient Search and Create Patient. We will focus on these two activities here. The more
complex Privacy Specialist activities using the Patient tab will be discussed in the Privacy
Specialist Activities section.

5.2.1 Patient Search

PHIMT allows you to use its search feature to find a patient that has already been added to the
system.

To search for a patient:

1. Select the Patient Tab.

2. Enter the search criteria. (You can search for a patient by the Sponsor’s SSN, by the patient’s
name/state, SSN, EDIPN or System ID).
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NOTE: If you do not know how to spell the last name, just enter the first few letters and an
asterisk. PHIMT will find the correct spelling.

3. Click on the Search button.

Monday, April 12, 2010 Patient Search  Logoff
Patient yi User AV Admin "/ Requests '/ Requester '

patlatlice sl Patient Search

one

Sponsor SSHN (in #8-#8-8882 formal, enter 000-00-0000" if not known)

[ N

¢ _OR-
o by Name/State (Last) (First)
Patient Profile I ‘ I |
Patient Search (State) (Birth Date in MM/DD/YYYY format)
“OR-

SSN (in #8-2-58E format, enter 000-00-0000" if not known)
“OR-

EDIPN (DoD EDI Person Identifier)

-OR-

by System ID (the identifier crestsd by this system for the person)

—

N

NOTE: The search limitation within the PHIMT is 600 records. This means that if your search
results in over 600 records, you will have to narrow down your search.

Current Patient:

None

Error(s) have occurred:

= Too many results (over 600) match your search criteria, please change or provide additional criteria and
Patient Profile resubmit.

Patient Search

Sponsor SSN (in #8528 format, enter '000-00-0000" if not known)
-OR-
by NameiState (Last) (First)

(State) (Birth Date in MW/DDMN™YYY format)
A

-OR-
SSN (in #EA-#E-5 format, enter '000-00-0000" if not known)
_OR-

EDIPN (Dol EDI Person Identifier)

[

by System ID (the identifier created by this system for the person)

4. Enter additional search criteria (if applicable).
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5. Select the patient from the Patient Search Results screen.

Patient Search  Logoff

Monday, April 12, 2010

Patient User Admin Requests Requester

i:n':”' Ean=nt Patient Search Results

Search Results - Click on the name to select a person

D SSN Sponsor SSH Birth Date Address
Dunlap. Chad 756 263676761 2003-09-04 8573 Leading Tree Way Fairfax, W1
Dunlap, Noelle Kristine 1188 182483847 2002-08-04 6308 Betsy Ross Ct Fairfax, AL 09129

Patient Search

Other options:
Adiust vour search criteria and trv again.

Create a new Patient record.

¢ The Patient Summary Screen appears and the current patient is displayed in the status box.

Wednesday, February 16, 2005 Patient Search  Logoff

Fatient User Adrmin Feguests Reguester

Current Patient: w
Stnith, Joe J
0705/ 968 An atternate address exists for this patient.
FhP-SSSh:20-
121131414

Summary hkem Filkers | Dizplay 3
Summary Il I~ o Il . Il _— Il I |l o |l .
Renuests All Disclosures Suspensions Restrictions Reports Letters Authorizations Complaints

Record Disclosure

Accounting Suspensions

Dizclosure Restrictions

Authorization

Patient Profile Copyright @ Mew Gavemance, Ine. 2000-2004, ALL RIGHTS RESERWED
wrsion: .24

Patient Search

5.2.2 Create a Patient

Since the MDR data has been added to the PHIMT, the instances where a patient will need to be
added before entering a disclosure will be infrequent. When adding a new patient record,
conduct a search within the system initially to ensure that the patient does not already exist.
Patient records must be added to the system before disclosures, authorizations or restrictions can
be documented.

To create a patient:
1. Select the Patient Tab.

2. Select the Patient Search hyperlink.
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Wednesday, February 16, 2005 / Patient Search  Logoff
Patient User Admin Requests Fequester
Current Patient: Summary
Stmith, Joe J
07051 965 A aternate address exists for this patient.
FMP-SSSK: 20-
12113531414
Summary ltem Filters | Dizplay "J
b2t
REQS:S;\’; ™ an T Disclosures [ Suspensions I Restrictions [ Reports [T Letters I authorizations [ Complaints

Record Dizclosure

Accounting Suspensions

Disclosure Restrictions

Authorization

Patie file Copyright @ Hew Govemance, Ins. 2000-2004, ALL RIGHTS RESERWED
hwiersion: 2.24

Patient Search

O\

3. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

NOTE: If you do not know how to spell the last name, just enter the first few letters and an
asterisk. PHIMT will find the correct spelling.

4. Click on the Search button.

Wonday, April 12, 2010 Patient Search ~ Logoff

Patient User A Admin Requests Requester

Current Patient: Patient Search
None

Sponsor SSN (in #& &4 4 format, enter 000-00-0000" if not known)
-OR-

by Namel/State (Last) (First)

Patient Search (State) (Birth Date in MW/DD/YYYY format)

_OR-

SSN (in wee-se-gse format, enter 000-00-0000"if ot known)

_OR-
EDIPN (DoD EDi Person Identifier)
|

_OR-

by System ID (the identifier crested by this system for the person}

# ( Search )

5. If no results matched your search, select the “Create a New Patient Record” hyperlink.

wednesday, February 116, 2005 Patient Search Logoff

Fatient User Adrmin Reguests Reguester
(SRS (=08 Patient Search Results
Smith, Joe
07051 968
FrAP-=Z=M:20- =
121131 41 4 Search Results (sorted by birth date )
(] Mame S5M Birth Date Address
SUmmEry Theve were ho resdits that matc hed vour search crlteria.
Requests

Record Disclosure -
Accounting Suspensions Other options:

Dizclosure Restrictions troy aga@in
Authorization Creste & new Patient recaord.
Patiert Profile

Patiert Search

Copyright @ Hew Gowvemance, Inc. Z000-2004, ALL RIGHTS RESERWED
ndersion: X324
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6. Enter the patient’s information: name, type, EDIPN, SSN, Sponsor SSN, birth date and email

address.

Current Patient:
Nene

Patient Search

Patient J User Admin Requests Requester
Person Details
lame a5 st iadle, A,
[rest , [Amanda [ [
*Type

Patient B
EDIPN (DoD ED! Person identifier)
0909983989
* SSN (in #5248 #4452 format, enter '000-00-0000" if not known)
224 _ |45 _|6788

* Sponsor SSN (in #22-#8-2882 format, enter '000-00-0000" if not known)

System ID (the identifier created by this system for the person)
0

* Birth Date (birth date in MM/DD/YYYY format)
09 7|04 1]1%80

Email (example: johnf@yahoo.com)

Alternate Communication Instructions i‘ﬁECiEJ instructions to send [:Drreiﬁunﬂenne io the liErSDn

Comments (gensrai comments about or for the person)

ﬁ(?)

NOTE: All required fields are marked with an asterisk.

7. Click on the Save button.

8. Enter the Address Details (USA or International format).

9. Click on the Save button.

ednesday, Februsry 16, 2005
Patient

prrent Patient:

Address Details

User g Admin Requests

nith, Joe J Current Patient:
51965 ormat (AP0 and FPO gddress shonld nse USA format) Smith, Joe J

P Sm e ernational 0k
1131414 FRMP-SSSM: 20-

* Address Line 1 (the primary address line) 121131414

mimary

cuests [23 Baily Street

cord Disclosure B } Summary
courting Suspensions  Adress Line 2 (rormally & suite or apartment) Requests

closure Restrictions I
ithorization
tiert Profile

* City roity name, or AP0 o FPO)

Record Disclosure
Accounting Suspensions
Dizclosure Restrictions

Patient Search

* Postal Code (UISA: fREEEEHREL)

Comments (general cormments abowt or for the address)

|Alexandr|a Aut_horlzatpn
Patient Profile
* State (two character state identifier. 1L, MN, CO, etc, or AAAEARP far APYFRO)
Patient Search

P =

wednesday, February 16, 2005

Patient y User Admin

Address Details

Address Format (470 and FRO gaivess shoald dse USA format)

Country (countty harme)

I Ariticius ;I
International Addrese Line 1

International Address Line 2

International Address Line 3

C its (general ts ghont or for the address)

Requests

P e )

KIS0
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e The patient summary screen for the new patient will appear. (The patient is brand new so no
specific patient information will be displayed at this time.) The information is also displayed
in the status box.

Wednesday, February 16, 2005 Patient Search  Logoff
Fatient Llger Admin Requests Reguester
Current Patient:
Fernandez, Katalina
120231979
FMP-SSSh:20- - —
123121512 Summary kem Fikers Display “,
I an [ Disclosures [ Suspensions ™ Restrictions [ Reports [T Letters [ Authorizations [ Complaints
SUmmary
Reguests

Record Dizclosure
Accourting Suspensions
Dizclosure Restrictions
Authorization

Patient Profile

Copyright B New Govemance, Ine. 2000-2004, ALL RIGHTS RESERWED
hlersion: 224

Patient Search

5.2.3 Create an Alternative Phone Number

Individuals have the right to request an alternative telephone number for receiving
communications related to their PHI. An alternative telephone number can be created by
Regular Users and Privacy Specialists.

To create an alternative telephone number:

1. Scroll to the bottom of the Patient Details screen.

2. Click on the New button next to Phone Numbers.

Comments (general comments abont or for the person)

[
( Updste )

Associated Addresses | ey ) [ Aternaste Communication )

(] Street City State Zip Alternate Primary
1373 23 King St. Charleston 5C G4536 Yes Iy
119 188 Miclland Phey Charleston sC 29404 Yes o
Phone Humbers | Py 3

(] Phone Camiment Active Primaty

There are citvently no phone RUEDers on record for this person. Click new to add one.

¢ The Phone Number Details screen will display (choose the USA or International format).
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3. Enter the phone number and enter any comments.

4. Click on the Save button.

Tugsday, Janusry 25, 2005 Tuesday, January 25, 2005
Patient  / User / Admin  \/ Requests \/ Reguester \| Patient / User \/  Admin '/ Requests '/ Requester
e Phone Number Details CMEIE Phone Number Details
Smith, Jog J Smith, Joe J
071054953 Phone Format 071051388 Phone Format
FMP-SSSH: 20- FMP-SSSh:20-
121131414 usa @ international 120131414 use (W intemationsl
Summary Phone Humber (avea cade, phave number, and extension If guplicable) Summary Phone Humber (enter countn-cods, area cade and phone number tegether, failowed by the extension)
Reguests l— l— ,_ l_ Requests l_
Record Disclosure LS R R Recard Disclosure I &
Accourting Suspensions
D‘Scmu,engsms Comments (yeneral camments abaut ar for the phone] g;z?ﬁgﬁgﬁﬁﬁ;?i?s Comments (General camments 2bout or for the phons)
Authorizatian This is & cell phone number with voice: mail j Authorization d
Patiert Prafle Patient Profile
v -
Patiert Search J Patient Search J
Active (15 this an active phane? Inactive phones are gaing to be remaved from display and archived.) Active (is this an achive phone? Ingctive phones are ooing o be remaved from dispiay and archived.)
F =

® The phone number you added will appear on the Patient Details screen.

Alternate Communication Instructions (special instructions to send corvespondence to the person)

Send all info to aternate address

¢ [

Comments (general comments ahowt or for the person)

I L

Update

Associated Addresses | e 3 { Akernste Communication )

IC» Strest ity State Zip Afternate Prirmary
1373 23 King =t Charleston SC 84536 Yes fool
11935 155 Midland Ploney Charleston =C 29404 Wes [
Phone Humbers ey

IC» Phone Zomment Active Primary
483 (803) 435-6789 This is a cell phone number with voice e fol

mail.

5.3 PRIVACY SPECIALIST ACTIVITIES

This section will focus on the more complex Privacy Specialist activities including: approving
disclosures, approving accounting of disclosures, recording complaints, recording disclosure
restrictions, generating authorizations, revoking authorizations, and performing accounting
suspensions. Instructions for performing these activities are provided in this section.
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5.3.1 Record Disclosure

The Privacy Specialist can use either the Disclosure Request or the Disclosure hyperlink to
record disclosures. The Disclosure Request allows for forwarding the disclosure for approval or
denial. The Disclosure hyperlink allows for immediate approval or denial.

If you’re using the Disclosure Request you can enter Action Requested from the Action drop
down menu, route it to your own worklist for later approval/denial, or route it to another Privacy

Specialist.

If you’re using the disclosure hyperlink you can complete the Disclosure in the Disclosure Status
Field. Select Save when you have completed all fields pertaining to the disclosure.

NOTE: The Disclosure Type and Disclosure Purpose cannot be set to Undefined.

To record a disclosure:

1. Select the Patient Tab.

2. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the

patient’s nam

e/state, SSN, EDIPN or System ID).

3. Click on the Search button.

4. Select the patient from the Patient Search Results screen.

5. Click on the Select button.

¢ The Patient Summary screen appears.

NOTE: The steps 1-5 for recording a disclosure are the same as steps 1-5 in section 5.2.1
Patient Search. Refer to section 5.2.1 Patient Search for screen displays of steps 1-5.

6. Select the Record Disclosure hyperlink on the Patient Summary screen.

Thursday, January 27, 2005

Current Patient:
Smith, Joe J
07051968
FRP-SSSR: 20-

Patient Search
Patient User Admin Reqguests Reqguester

Summary

An alternate address exists for this patient.

Logoff

121131414
Summary ke Fiters | Display 3
SUMmary . . . s .
I~ an I Disclosures [ Suspensions I Restrictions [ Reports [T Letters [ futhorizations [ Complaints
Record Disclosure
i OrE
Digclosure Restrictions
Avthorization
Patient Profile Copyright @ Mew Gowemanee, Inc. Z000-2004, ALL RIGHTS RESERWED
nwizrsion: 2.24
Patiert Search
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7. Select the Disclosure Frequency radio button.

8. Click on the Change button to change or update the requester.

Monday, October 8, 2007

Current Patient:
Test, O=qqo
10171924
EID:9672881967
FMP-555N:03-
111087267

Summary

Requests

Record Disclosure
Accounting Suspensions
Dizclosure Restrictions
Autherization

Patient Profile

Patient Search

Patient Search

Patient User Admin Requests Requester

Record Disclosure

Fields marked with an asterisk (*) are required.

* Disclosure Frequen the frequency. periodicy, or number of disclosures made)
@ Single Disclosure & Multiple Dizclosures for the same Purpose

ting the disclosure) (_ Change ) 4

* Requester (the organization or person r

Name:

Address:
Phone:

Contact Person:

* Renuester ldentity Verified fvss the r s identity verified?}

Logoff

9. Select the requester.

Thurscay, February 3, 2011

Current Request:
Disclosure

Creste New Request
Search for & Reusst

Patient Search  Logoff

Patient Y User 4 Admin , Requests Requester

Select Patient Select Requester

® @ ®

(=)
(=)

Requester Search

Choose one of the following options:

A. Select the Patient (the request /s being made by the Patient themselves)

[uiep, Ghad ( soent ) < —

B. Select a Third-Party Organization (2 third-party requester, such 25 2 Jaw enforcement agency ar Insurance company)

Law Offices of Joe Gibbs, 1411 Jefferson Davis, Arfington, A 20220 LI ( Select 0

C. Search for a Person (seavch for enather persan, or avd @ new ane*)

Hame fLast) (First) An ™ may be ysed 25 2 wildcard,

System ID (the identification number created by this system for the persan)

e

EDIPH {an external identifler far the persan)

[ Include Patient Records
¥ Include Mon-Patient Records

Search )
D. Search for an Organization (search for another arganization, or add @ new ohe*)
Hame (A1 or part of the name of the organization. An ™ may be used 25 3 wildcard )
DMIS Code (the external idenitifier for the ovganization)
Search )

10. Record the Disclosure details: requester authority, form, date, recipient, and disclosure type.

NOTE: The disclosure description will automatically be populated when the disclosure type is

selected.

NOTE: All required fields are marked with an asterisk.
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11. Select the Disclosure Status from the drop-down box

* Requester ldentity Verified (was the requester's identity verified?)
[Patient Igentifier =]

Description of Requester ldentity Verification (reguired if requester identity verification was defined as ‘other)

| E

* Request Date (the disclosure request date in MMWDD/YYYY format)

I1I].i[|&'2EI[IT

* Recipient (the crganization or person where the disclosurs went)
Name: Smith, Joe J

Address: 100 Beach Blvd., Isle Of Palms, SC 28450-1234

Phone: (203} 435-6789

Contact Person

* Disclosure Type (the tips of disclosurs)

|Inmates in Correctional Institutions or in Custody LI

Disclosure Description (= read-oniy description and example of the disclosure type selected above)

A correctional institution or a law enforcement official having law ful custody of an inmate or other individual PHl about |4
=uch inmate or individual, if the correctional institution or such law enforcement official represents that such protected
health information is necessary

# Disclosure Status (the stafus of the disclosure)
I Cancelled 'I

12. Scroll down the screen and enter: disclosure date, origin organization, disclosure purpose,
and PHI description.

* Disclosure Date (the disclosore date In MMWDOVYYYY format)

012712005 v|

Treatment Start Date (the tregtment or service start date In MMWOLDEY¥YY format)
01,/0502005 v|

Treatment End Date (the treatment or senvice end date In MMWODEY¥YY format)
01/D6/2005 v|

Tr { ithe oF SErice U T

* Qrigin Or izatis iwhere the o i il
LIS Thid, -

* Disclosure PUrpose (ite purpose of the cisclosure)
Law Enforcement -

Cther:

| E

* Protected Health Information Description (ihe of the tected Health /)

=

Complete Health Recordis)
Consultation Reportis)
Dizcharge Summary

History and Physical Examinstion
Labaratory Test(s)

Operstive Reportis)

e e e e

Pathology Report(s)

13. Scroll down to the bottom of the screen and click on the Save button.
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Lakoratory Test(s)

-
- Operative Report(s)
[l Pathology Report(s)
-

Progress Motes
ther:

| 2

Disclosure Comments (the INTERNAL comments for this disclosdre - these do NOT show we in the Protected Health
Information discloswre repart)
=

[

Improper Disclosure (checked i this disclosire occured Improperiy)
-

Improper Disclosure Description (ihe details abaot the mproper disclosdre)

R8I

Improper Disclosure Mitigation (the details about how the Impraper disclosure was mitipated)

K18 3

(swe )

e The disclosure is now complete and only the disclosure comments and improper fields can be
updated.

Thursday, January 27, 2005 Patient Search  Logoff
Patient User Adrmin Reguests Reguester

Current Patient: Record Disclosure

Striith, Joe J

07 105/ 965

:gnﬂ_g?ﬁ[: 1= I This disclosure {ID #286) was created on 01M1/27,2005 at 11:09:57 AM EST, and last updated on 01,27/2005 at 11:09:57 AM
EST.

Summary Requester (the organization or person requesting the disciosure)

Reguests kame: Smith, Joe 1

Recaord Disclosure Address: 23 King St., Charleston, SC 84536

Accourting Suspensions  Phone: (803) 4335-6739

Disclosure Restrictions Contact Person:

Authorization ~ }

Patiert Profile Requester Authority (ihe suthority of the requester)

|Patiert is Reguester =l
Patiert Search

Request Form (the foren of the disclosure reqguest)
|Recewed Reguest inWWriting LI

Request Date (ihe disclosyre request date In MWOLY Y forimat)

ID‘1 S2Tr2005

* Recipient (e corganization or person where the disclosure went)
Mame: Law Offices of Joe Gibbs

Address: 1411 Jefferson Daviz, Avlington, VA 20220

FPhone:

Contact Person:

NOTE: To view the disclosure:
e Select the user tab
e Select My Requests hyperlink
® The disclosure is displayed in the User Request box
e To view specific details of the disclosure, select the Request Session ID for that particular
request
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NOTE: To Amend Disclosures:

Once a disclosure has a disclosure status of completed, the only way to amend it is by assigning
it as an Improper Disclosure. For information on Improper Disclosures, see section 9.3 Amend
Disclosures.

NOTE: Disclosures with Special Circumstances:

When making multiple disclosures for the same patient, and for the same purpose, record all
information in one disclosure record. Record the disclosure as stated in the previous steps using
the following guidance.

Guidance for Completing Disclosure with Special Circumstances

Data Field Data to be Provided

Information Start Date Provide the date for which the disclosure request begins

Information End Date Leave blank if unknown or insert the date for one year later

Disclosure Date Insert the date of the first disclosure

Treatment Start Date Insert the date on which the treatment began

Treatment End Date Leave blank

Disclosure Purpose/Other Select Disclosure Purpose from the drop down menu and if
applicable, insert text to indicate the frequency of disclosure and
the number of disclosures to be made in addition to any other
pertinent information such as the name of the report it will
support

If there is no end date, be sure to report that there is no end date at this time and therefore the
disclosure record will expire in one year. At that time, if the regular disclosures are still ongoing,
then a new disclosure record will be created.

NOTE: Remember that the text entered in this field does appear on reports and correspondence
generated by the PHIMT.

5.3.2 Approve Disclosures

NOTE: Those disclosures recorded by you using the Record Disclosure hyperlink have already
been approved. This approval activity is for those disclosures that were developed using the
Record Disclosure wizard and routed to your worklist for later action.

To approve a disclosure:

1. Select the User Tab.

2. Select the My Worklist hyperlink.

3. Select the Edit hyperlink for the disclosure you want to approve.
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Tuesday, January 25, 2005

Patient

User Worklist

Current User:
Wilzon, James
LS Thaa,
User Worklist
Aactivity Reguest
Instance I Session 1D

My Profile

< My Wvarklist

User /Admln

Reguest Approval (Disclosure)

Patient Search
Requests Requester
Activity [T Source Patient Reguester Status Crg§;°”

Kramer, Peter  Kramer, Peter  Action Pending 017252005

Swwitch organizations

Haval Hospital Worklist

Logoff

ag::ge =] EZZ:?;:D Activity 10 Source Patient Requester Status Crestion Date
There are na activities for this quene
[ Accept >
4. Select Approved from the Activity Status drop-down box.
5. Click on the Update button.
Patient
Summary Hame: Peter Kramer
Histary SSH # 234125689
gUCUm;FE; | Birth Date: 05-11-1970
ErjUE ailz . . .
Disclosure Details Address: 211 River Rd., Alexandria, WA 22454
Request Action Requester/Recipient
Hame: Peter Kramer
Creste Mew Request Address: 211 River Ra., Alexandria, VA 22454
Search for a Reguest
Instructions
IReques‘t Spprovsl (Disclosure)
Activity Status (new activily status code )
IAppruved
Action Pending
& ) gl request that was approved)
3
Route to Privacy Specialiizt s
Uuie U her S T ERETTTET TEgwests, describe part of request that was denied]
-
-
Route Comp d Req t to Originator (routs do the request creator for ack & it tiok)
-
Comments (enter details about this activity)
=
=
(" Update "

¢ The Edit Request screen appears. The approved request will display in the Request Activity

History box. The status has been

changed to Approved.

NOTE: The disclosure is no longer shown in your User Worklist.
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urrent Request:
EClosure

mimary
ghory

cuments

quest Details
closure Details
quest Lction

Create Mew Reguest
Bearch for a Reguest

ursday, January 27, 2005

Patient

Edit Request

Request Activity History

A ctiveity Reguest
Instance ID Session ID

369 291

Request Session Details

Description

Request Type

Activity ID

Reguest Approwval
[Dizclosure])

Patient Search

Admin Requests Requester

Source Patient | Reguester Id Status  Crestion Date

Kramer, Kramer,
Peter FPeter

Approwed 0172572005

{ Ediit 3

Dretails
Disclosure

Details of the Reguest

Disclosure Type

Type: Lawe Enforcement Purposes, IDx 268, Date: 01252005

Start Date 0172572005
End Date 02/25/20035
PHI tetns Complete Health Record(s)

Autharity werified

Patiert is Reguester

“Werify Suthority Text

Patiert iz regquester

ldentity “Yerified

Patiert ldentifier

“erify ldentity Text lizense
FRoute to Privacy Specialist Yes
Request Classification Medical

Reguest Format

Received Reguest in Witing

Logoff

5.3.3 Amend a Disclosure

As a Privacy Specialist you are authorized to label a disclosure as Improper. Once a Disclosure
status is marked as completed, it can only be amended by marking it as an Improper Disclosure,

which means the disclosure was made incorrectly.
To amend a disclosure:
1. Select the Patient Tab.

2. Search for and select the patient.

Monday, April 12, 2010
# Patient User

Patient Search Results

Admin Requests

Current Patient:
None

Search Results - Click on the name to select a person
Name 1] SSN
756 263676761

Sponsor SSN - Birth Date
Dunlap. Chad

Requester

Patient Search  Logoff

2003-09-04 8573 Leading Tree Way Fairfax, VI 34588

Other options:
Adiust vour search criteria and trv again.
Create a new Patient record

Patient Search

3. Place a check in the Disclosures box and click on the Display button.
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Current Patient:
Simith, Joe J
070551 965
FRP-SSSk:20-
1211531414

SUMmary

Reguests

Record Dizclosure
Accounting Suspensions
Disclosure Restrictions
Avthorization

Patient Profile

Patient Search

Thursday, January 27, 2005

Patient User Admin Requests Requester
Summary
An aternste address exists for this patient.
Summary kem Filters Display .
I~ 2 Suspensions I Restrictions [ Reports [T Letters I suthorizations

Copyright @ New Govemance, Inc. Z000-Z004, ALL RIGHTS RESERWED
hwiarsion: .2z

Patient Search

— Complaints

Logoff

4. Select the ID hyperlink for the disclosure that you want to amend.

Patient User Admin Reguests Reguester
Current Patient: Summary
Smith, Joe J
070501 S65 An aternate address exists for this patient.
FRP-SS55R:20-
121131414
Summary e Filters Display 3]
=t
RzranTea&:i I a1 | pisclosures T Suspensions [T Restrictions [ Reports T Letters I Authorizations [T Complaints
Record Dizclosure
Accourting Suspensions = = — =
Disclosure Restrictions Dizclosures (Suspended disclosures are highlighted in red)
Authorization Protected Health
Patiert Profile (] Date Type Drigin Received By \nformation Purpose Status
Fatiort Search 286 017272005 Law L= Tho, Lawe Offices of Complete Health Record(s)  Lawe Enforcement Complete
E——— Enforcement Joe Gibbs
Purposes
7 O7272004 Lawy 3F25th Joe ) Smith Laborstory Test(s) Lawy Enforcemernt Complete
Enforcement Medical
Purposes Sroup
100 072002004 Research 325th Home of History and Physical Medical Complete
Purposes tledical Michele Exarmination, Progress
Sroup Maotes
e The Record Disclosure screen will display.
Thursday, January 27, 2005 Patient Search  Logoft
Patient Usger Admin Requests Requester

Current Patient:
Smith, Joe J
0705/ 965
FMP-SSSM:20-
121131414

SumimEry

Requests

Record Disclosure
Accounting Suspensions
Dizclosure Restrictions
Authorization

Patient Profile

Patiert Search

Record Disclosure

This disclosure (1D #286) was created on 01/27/2005 at 11:09:57 AM EST, and last updated on 01/27,/2005 at 11:09:57 &AM
EST.

Requester (the arganization or person requesting the disclosure)

Mame: Smith, Jog J

Address: 23 King St., Charleston, SC 84536
Phone: (503) 435-6759

Contact Person:

Requester Authority (the suthorily of the requester)
IPa‘tient iz Requester

|

Request Form the form of the disclosure request)

[
Request Date (the disclosure request date in MMWODOWYYYY format)

|D1 £27 12005

* Recipient (the arganization or person where the disclosure went)

IRecei\-’ed Recuest in Wiiting

Mame: Law Offices of Joe Gibhs

Address: 1411 Jefferson Daviz, Arlington, WA 20220
Phone:

Contact Person:
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5. Scroll to the bottom of the screen and place a check in the Improper Disclosure checkbox.

6. Enter a description of the Improper Disclosure and mitigation.

7. Click on the Update button.

Information discloswe report)

Disclosure Comments (the WTERMNAL comments for this disclosare - these do WOT show wp s the Proteched Health

Improper Disclosure Mitigation (he details abowt how the improgper disclosiive was kitigated]

=
(=
E—

Improper Disclosure (checked iFihis disciosire oocured Inpraperiy)

~

Improper Disclosure Description (the delails about the Smproper discliosure)

=sent to wrong address ‘I
[

Privacy Officer spoke with patient.

I L

<%

i Upclate

5.3.4 Record a Request for an Accounting of Disclosures

An individual has a right to receive an accounting of disclosures of protected health information
made by a covered entity in the 6 years prior to the date that the accounting is requested— DoD

6025.18-R Chapter 13.

Both Regular Users and Privacy Specialists can record a request for an accounting of disclosures,

but only Privacy Specialists can approve or deny the request.
To record a request for an accounting of disclosures:

1. Select the Requests Tab.

2. Select the Create New Request hyperlink and/or click on the radio button for Disclosure

Accounting.

3. Click on the Next button.

Monday, October 1, 2007

Patient User Admin Requests

Current Request:

Create New Request
None

Select Request Type

earciiior a Request ¢ Complaint
{~ Disclosure
Dizclosure Accounting

{~ Simple Dizclosure Regquest

Text Pl

Requester

Patient Search  Logoff
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4. Search for the patient.

Monday, April 12, 2010
Patient User A Admin \ Requests

Current Request: Select Patient
Disclosure Accounting (D

Create New Request _
Search foraRequest  Patient Search

Patient Search  Logoff

Requester

Sponsor SSN (i -8 format, enter 000-00-0000 if not known)
-OR-
by Name/State (Last) (First)

(State) (Birth Date in MIWDDAYYYY format}

_OR-
SSN (in st 22 format, enter 000-00-0000" if not known)
_OR-

EDIPN (DoD ED) Ferson identifier)

-OR-

by System ID (the icentifier created by this system for the person)

[

mﬁ

5. Select the Requester.

Thursday, February 3, 2011
Patient Y. User \ Adrriin R Reguests

Current Request: Select Patient Select Requester

Disclasure (1- ) @ @

Creste Mew Reguest
Search for aRequest  Requester Search

Choose one of the following options:

A. Select the Patient (the request /s being made by the Patient themselves)

Dunilzp, Chad

Lavwy Offices of Joe Gibbs, 1411 Jefferson Davis, Ariington, V4 20220 ;I

C. Search for a Person (ssarch for another person, ar 3dd a new one™)

System ID (the identification number created by this system for the persan)

e

EDIPH (sn external identifier for the person)

-———

DMIS Code (the external idenitifier for the ovganization)

[

Hame iLast) (Flest) An* may be used 25 @ wildcard,

D. Search for an Organization (search for another organizetion, or a4 @ new ohet)

Name (AJ] or part of the name of the arganization. An * may be used 35 2 wikicard )

Patient Search  Logoff

Reguester

W\h

B. Select a Third-Party Organization (2 thirdpary requester, such 23 @ law enforcement aoency or InSWFance company)

Select )

I Include Patisnt Records
¥ Include Mon-Patient Records

Search )

Search )

6. Confirm the requester and recipient details.

7. Click on the Next button.
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Thursday, January 27 2005
Patient User Adrmin Reguests

Current Request: Select Patient Select Requester
Disclosure Accourntin — — —
& 1) @ (3) D)

Creste Mew Recquest . R
Search for @ Request Confirm Requester and Recipient Details

Patient: Joe J Emith

Date of Birth: 19565-07-05

SSH: 121131414

Address: 23 Hing St., Charleston, SC
84536

Requester: Joe J Smith change

Address: |23 King St., Charleston, SC 54536 'l Add Mews

Recipient: Sare a5 requester
zet a different recipient

( Back D et ‘

Reguester

Patient Search

Logoff

8. Enter the Request Details: details of the request, identity verification, and authority

verification.

9. Scroll down the screen and enter: Information start and end date, request format, and request

classification.

10. Click on the Next button.

Requester Authority Werified fwas the requester's anthority to access information verified?)
| Patient iz Requester j

Description of Requester Authority Verification (¥ the requester's anthority was verified, how was it verified?)
Patiert is requester ﬂ
¥

Information Start Date (the start date for the information in MMWDOC Y format)

|1 241562004 v|
Information End Date (the end date for the information In MDD Y'Y formal)

|n1 120/2005 v|

Request Format (ihe iormat In which this reqhest has been recelved)
I Received Request in Writing ﬂ

Request Classification jan optional ciassification for this request)

|Aﬂ0rney j
( Back ) (e <—

11. Enter in the Request Action Details.

12. From the Action Drop-down box, select the appropriate person to route the request to.
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The Request Action window provides you with various accounting disclosure actions, which are
shown in this table:

Accounting for Disclosures - Request Actions

Action Description

Route to My Worklist | Allows you to place it in your worklist to follow up when appropriate

Process Request Now Allows you to place it in your worklist for approval

Deny Request Now Allows you to deny the disclosure

Route to Privacy Allows you to pass the disclosure on to another Privacy Specialist to
Specialist be processed, as established in a User-to-User Relationship

Route to Other User Allows you to pass the disclosure back to another user to process the
letter generation after approving or denying the request, as established
in a User-to-User Relationship

13. Click on the Save button.

Thursday, January 27, 2005 Patient Search  Logoff
Patient User Admin Regquests Reguester

Current Request: Select Patient Select Requester  Request Detsils  Request Action

Disclosure Accounting @ @ @ @

Create New Regquest
Search for a Reguest Request Action
Patient
Hame: Joe Smith
SSH & 121131414
Birth Date: 07-05-1968
Address: 23 King St., Charleston, SC 84536
RequesterRecipient
Hame: Joe J Simith
Address: 23 King St., Charleston, SC 84536

Details of the REQUEST (requester's cOMMEnts about the scope of this request)
Patiert is requesting an accounting of disclosures

Approved Part (for partiatly approved requests, describe part of request that was approved)
Denied Part (for partially denied requests, describe part of request that was denied)

Action [action for this request)
[Route to y wiarkiist =1

[€ Back DG Save

® The Request Summary screen will display.

Thursday, January 27, 2005 Patient Search  Logoff
Patient User Adrmin Requests Reguester
Current Request: Reguest Summary
Disclosure Accourting
Patient
Summary Hame: Joe J Smith
History SSH# 121131414
Documents Birth Date: 07-05.1958

Fequest Details

Feauest Actin Address: 23 King St., Charleston, SC 64535

RequesterRecipient

Creste New Request  Name: Joe J Smith

Search for a Request  Address: 23 King St., Chatleston, SC 84535

Request Status: Routed Request For Acceptance
Request Creation Date: 012712005 at 04.28:01 PMEST

Request Last Update Date: 011/27/2005 ot 04:28:01 PMEST

Other Request Details

Descrigtion Detils
Request Type Disclosure Accounting
Details of the Redquest Patient is requesting an sccounting of disclosures
Start Date: 120572004
Endi Date: 0112072005
Authority Verified Patient is Resuester
Wity Authorty Test Patient is requester
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5.3.5 Approve Accounting of Disclosures

A patient may ask for an Accounting of Disclosures at any time. PHIMT allows for a quick

reporting of this accounting.
To approve an accounting of a disclosure:
1. Select the User Tab.

2. Select the My Worklist hyperlink.

3. Select the Edit hyperlink for the disclosure accounting that you want to approve.

There are no activities for this quene

Thursdary, January 27, 2005 / Patiert Search  Logoff
Patient UJser Adrmin Reqguests Requester
Ty L= User Worklist
YWilzon, James
US Thaa
User Worklist
My Profile Activity  Reguest , : Creation
AN e Bl S asstan B Activity 1D Source Patient Reguester Statuz Date
[y Vo kli
85 308 Regquest Acceptance (Dizclosure Smith, Joe Stk Joe Action o1 F27 52005
Switch organizations Accounting) J J Pending
Haval Hospital Worklist
Activity Request . . .
Instance |G Session I Activity 1D Source Patient Reguester Status Creation Date

( Accept )

[ i it

e The Edit Activity Details screen will display.

4. Select Accepted from the Activity Status drop-down box.

5. Click on the Update button.
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Thursday, January 27, 2005

Current Request:
Disclosure Accourting

Summary
History
Documents
Reguest Details
Reguest Action

Create Mew Reguest
Search for a Reqguest

Patient User Admin

Edit Activity Details

Patient

Hame: Joe Smith

SSH# 121131414

Birth Date: 07-05-19G68

Address: 23 King 5t., Charleston, SC 54536

RequesterRecipient
Hame: Joe J Smith
Address: 23 King 5t., Charleston, SC 54536

Instructions

Requests

IRequest Acceptance (Disclosure Accounting)

Activity Status (rew activity status code )
IAccsmsd

scrifbe part of request that was approved)

Patient Search  Logotif

Requester

Route to Privacy Specialist
Route to Cther User

e e e o mmests, describe part of request that was denled)

Ll |

Comments (enter details abouwt this achivity]

(" Update 4

[KIET

b

4

The Disclosure Accounting Request screen will display with the approved accounting of

disclosures.

NOTE: The accounting disclosure (Activity Instance ID 85) is no longer shown in your User

Worklist.

Thursday, January 27, 2005

Current Request:
Dizclosure Accounting

SUImmary
Histary
Documents
Request Details
Reguest Action

Creste Mew Request
Search for & Reguest

Patient Search  Logoff

Patient User Admin Requests Requester
Disclosure Accounting Request
Reportable Disclosures checked disch as wilf be incladed in the discl ] ting report, ded
disclosures are highlighted in red)
Inziucle DISC:;SWB Diate Type Crriggin ReEc;!ﬂv;ng PHI Purpose Status
= 286 012702005 Lawe US TMA  Law Offices  Complete Heatth Lavw Enforcement Complete
Enforcement of Joe Gikks  Record(s)
Purposes
= 137 0702702004 Law 325th Joe J Smith Laboratory Test(s) Law Enforcement Complete
Enforcement  Medical
Purposes Froup
rd 100 07/20/2004 Research 325th Home of History and Physical  Medical Complete
Purposes Medical  Michele Examinstion, Progress
Group Motes
Disclosures Accounting Suspensions
Susplansmn Suzpended Disclosure lderdifist  Start Date  End Date Comments
28 The specific dizclosure of type Law 0702712004 072712004

Enforcement Purposes thet ocoured on
077272004 with a disclosure ID of 137

( Creste
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5.3.6 Generate an Accounting of Disclosures Report

An accounting of disclosures report is a summary of all of the disclosures made for a particular
patient. Once a request has been approved, an accounting of disclosures report can be generated.
Pending disclosures will not display in the report.

The Privacy Specialist has the option to route the report back to the originator.

To generate an Accounting of Disclosures Report:

1. From the Disclosure Accounting Request screen, click on the Create button to generate the

Thursday, January 27, 2005 Patiert Search  Logoff
Patient User Admin Requests Requester
Current Request:. Disclosure Accounting Request
Disclosure Accounting
Reportable Di: es witl ba i in the di ing report,
iu;nmarv disclosures are highlightod in rad)
istory
Docume: nts inciuge PISHIOSUE o Type Origin RS BHI Purpose Status
Request Details ¥
Request Action ~ 286 0172772005 Law Us Tro, Law Offices  Complete Health Law Enforcement Complete
Enforcemeant of Jos Gibbs  Record(s)

Purposes

Create Mew Request
Search for o Request = 137 325th Joe J Smith  Laboratory Testis) Lann Enforcemer it Complete
Medical

it
Purposes Group

= oo 072002004 Research F25th Home of Histary and Physical  Medical Complete
Purposes Medical  Michele Excamin ation, Progress
Group rates
i es
Sus palad Suspended Disclosurs ldertifiss  Start Date  End Dats Comments
28 The specific disclosurs of type Law O7/27/2004 072772004
Enforceme nt Purposes that occure o an

0772772004 with & disclosure ID of 137

——CrowE )

2. Select the “Protected Health Information Disclosure Report” hyperlink to create the report.

NOTE: If you want to route the completed request back to the originator, place a check in the
box and click on confirm.

Thursday, January 27, 2005 Patiert Search  Lodgaff

Patient User Adrmin Reqguests Reqguester

Current Request: Disclosure Accounting Request
Dizclosure Accounting

Disclos B . fazioi to view oF print the dociiment]

SLMImEFY Protected Health Information Disclosure Report
History — .
Documents o Originator (route to the request creator for acknowledgemeant & document preparation)

Reguest Details
Fequest Action
( Confirm )

Create Mewy Reguest
Search for a Request

¢ The Accounting of Disclosures Report will display.
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hnv@@§l0I|IHl< e s]oh -eDOBES-

T - |

Protected Health Information Disclosure Report
Prepared for: Joe I Smith
Reguested from: US TMA

innatures ﬁ' Thumkbnails Y Bookmark:

Generated on: 01-27-2005
Disclosure [D: 286
Date: 2005-01-27
Disclosure Type: Law Enforcement Purposes - Law Enlorcement Purposes
Disclosure Purpose: Law Enfurcement
Disclosed Health Information: Complete Health Record(s)
Disclosure Originated From: S TMA
Five Skyline Place. 5111 Leesburg Pike, Falls Church, VA 22041-3206
Disclosure Recipient: Law Oflices of Joe Gibbs
L4111 Jellerson Davis, Arlington, VA 20220
Disclosure Reguester: Smith, Joe J
23 King St Charleston, SC 84536

137

||.)inu|un‘urc 1D

5.3.7 Create a Suspension

The covered entity shall temporarily suspend an individual’s right to receive an accounting of
disclosures to a health oversight agency or law enforcement official...DoD 6025.18-R C13.1.2.1
Two types of disclosures can be suspended: Law enforcement purposes and Health oversight
activities. Privacy Specialists have the ability to enter an accounting suspension in two ways:
Specific disclosure and Type of disclosure. As a best practice, it is recommended that users enter
in an accounting suspension using the Specific disclosure hyperlink. Once a suspension has been
entered, all users can view it.

To create a suspension:
1. Search for and select a patient record.

2. Select the Accounting Suspensions hyperlink.

Sunday, January 30, 2005 Patient Search  Logoft

Patient y, User Adrmin Reguests Reguester

Current Patient:
Kramer, Peter
08M1M13970
FrP-SSSM3E0-

Summary

Summary kem Filters Display 3

™ an I pisclosures [ Suspensions [T Restrictions [ Reports [ Letters [ suthorizstions [ complaints
Summary
Requests

L _~.coounting Suspension:

Avthorization Copyright @ Mew Govemance..\’ér::i.oil?ﬂzﬂrzzfﬂm ALL RIGHTS REZERWVED
Patient Profile

Patient Search
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3. Select the Specific Disclosure hyperlink.

Sundsy, January 30, 2005 Patient Search  Logoff
Fatient User Adrmin Reguests Reguester
(T [P as Accounting Suspensions
Kramer, Peter
0514 M970
FMP-S55M: 30- . .
211126767 Accounting Suspensions
Suspension D Suspended Disclosure Identifier Start Date End Date Comments
SUmmary
Redquests Create Hew Accounting Suspension

Record Disclosure
Accounting Suspensions
Disclosure Restrictions
Aut.horlzatlo.n For the current Patient, suspend their disclozure accounting rights for a type of disclosure. Lse this to suspend more than one
Patiert Profile dizclosure of a particular type.

For the current Patient, suspend their disclozure accounting rights for a specific disclosure. Use this to suspend a single
disclosure.

Patient Search

Copyright @ Mew Gowemance, Inc. 2000-2004, ALL RIGHTS RESERWED
“warsion: .24

4. Click on the radio button for the disclosure you want to suspend.

5. Enter the suspension details: requesting statement and form, justification, and start and end
date.

NOTE: All required fields are marked with an asterisk.

Sunday, January 30, 2005 Patiert Search  Logoff
Patient User Adrin Requests Requester
G R E Accounting Suspension
Kramer, Peter
08111870
FMP-ZSEN:50-
M 1128767 Patient Di Bs P i es are highili in red)
Suspend PIEITEE Date Type Origin Rece!wng PHI Purpose Status
D ritity
SUMmEry
Requests = 268 0102502005 Law us  Peter Complete Health Record Law Enforcement Complete

Record Disclosure Enforcement Thid  Hramer (s)
Accounting Suspe; Purposes

Authoriz: * Requesting Statement [ 7he agency ar official the Patient . i the request is oral, this must
Patiert Profile Include the fdentity of the agency or afficial making the statement)
Patient Search a5 requested by attorney ;I
[
Form of Requesting Statement (The form of the state t i el ion)

wiritten % cral O

* Justification t it ining the justification for the Patient suspension)
directed by attorney :l
[

* Start Date (The start dale from which the disclosnre will not be reported to the Patient In MMWDLS Yy format)
|01 1112005 v|

*End Date (The end date after which time the Patient will be able to access the disciosure in MMWOLVYYYY format)

[ 2672005 vl

6. Scroll to the bottom of the screen and click on the Save button.
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Form of Requesting Statement [ 7he form of the statement requesting suspension)
wiitten ' oral ©
* Justification (mandatony comments explalining the fustification for the Patient shspension)

directed by attorney ;I
[ -
* Start Date [ The start date from which the disclosure will not be reported to the Patient In MM OO Y'Y format)

[o1 72072005 v|

*End Date (The end date after which time the Patient will be able to gaccess the disciosave In MMWOONYYY farmat)

|02r05r2005 v|

Identifier (The OPTIONAL identifier for the suspension, codld be & case namber, warrant niimbet, stbpoeng 10, ete.)

Comments (OFPTIONAL general comments about or for the Patient)

=
=

{ Save 4

7. Select the Summary hyperlink.

Sunday, January 30, 2005 Patiernt Search  Logoff

Dizclosure Restrictions
Avthorization
Patiert Profile

Fatient User Admin Reguests Reguester
CCLIE (P Accounting Suspension
Kramer, Peter
05111870
FMP-S55h: 30-
211128767 Patient Disclosures (Suspended disclosures are highlighted in red)
Suspend lsElEETE Crate Type Crigin Rece!wng FPHI Purpose Status
] Erttity
SUMIMary
Iy 265 0102572003 Law Uus  Peter Complete Health Record Lawy Enforcement Complete
Record Disclosure Enforcement T Kramer (=)
Accounting Suspensions Purposes

* Requesting Statement [ The agency or official statement requesting the Patient syspension. I the request §s oral, this mast
Include the Identity of the agency or official making the statement)

Patient Search as requested by attorney ;I

=
Form of Reques=sting Statement [ The form of the statement requesting suspension)
wiritten & oral

* Justification (mandatorny comments explaining the justification for the Patient shspension)

directed by attorney ;I

[ -

8. Check the Suspensions checkbox.
9. Click on the Display button.

¢ The Disclosure that you suspended will display in the Disclosure Accounting Suspensions
section.
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Sunday, January 30, 2005 Patiert Search  Logoff

Fatient User Adrmin Regquests Regquester

Current Patient: Summary

Kramer, Peter
05111970
FMP-S55M:30-
Summary kem Filters | Dizplay )

211128767
oo Disclosures I™ Restrictions I Reports [T Letters I Authorizations T Complaints
Summary
Reguests
Record Disclosure Digclosure Accounting Suspensions

Accounting Suspensions

Dizclosure Restrictions Susplgnsmn Suspended Dizclosure ldertifier  Start Date End Date Commernts
Avthorization
Patiert Profile G5 The specific disclosure of type Law 0143042005 020552005
Enforcement Purposes that occured on
Patiert Search 01/25:2005 WEh a dizclosure I0 of 268

Copyright @ Mew Govemance, Inc. 2000-2004, ALL RIGHTS RESERWED
warsion: I.24

5.3.8 Record a Simple Disclosure

A Simple Disclosure Request provides the ability for Multiple Disclosure Accounting. A
covered entity may account for multiple disclosures with a single entry if the MTF has made
multiple disclosures of PHI to the same person or entity for a single purpose. Some examples
include: a series of disclosures that occur on a periodic basis such as monthly medical readiness
status, dental class reports, or pre-deployment preparation reports to a commander or the
commander’s designee(s). Multiple disclosure is primarily used when the same disclosure
occurs in a specific time period. This will allow for better tracking of multiple disclosures and
users will not have to create separate single disclosures.

1. Click on the Requests Tab.
2. Click on the Simple Disclosure radio button.

3. Click on the Next button.

Monday, October 1, 2007
Patient User Admin \Requests Requester

ﬁ“"e"‘ LELLERE Create New Request
one

Patient Search  Logoff

Select Request Type
Create Mew Request
Search for a Request ¢ Complaint

( Disclosure
{~ Disclosure Accounting

Simple Dizclosure Request

Text b

4. Search for the Patient.
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Patient Search Lot

Menday, April 12, 2010

Patient User ./ Admin \/ Requests '/ Requester
Current Request: Select Patient
Disclosure Accounting \ \ \
o ® ® ®

Create New Request )
Search foraRequest  Patient Search

Sponsor SSN (in #-## ## format, enter D00-00-0000"if ot known)

_OR-

by Name/State fLast) (First)

(State) (Birth Date in MMDDAYYYY format)

_OR-
SSH (in #2222 format, enter '000-00-0000 if not known)
-OR-

EDIPN (DoD EDI Person Identifier)

_OR-

by System ID (the identifier created by this system for the person)

—

—
Search

5. Select patient from the Search Results screen.

Patient Search  Logoff

Monday, April 12, 2010

Patient \/ User Admin Requests / Requester
Current Request: Select Patient
Disclosure Accountin 5 - \
: ® ©) ® ®

Create New Reguest .
search foraRequest  Patient Search Results

Search Results - Click on the name to select a person
rame D SEN Sponsor SSN  Birth Date Address
Dunlap. Chad 756 263676761 2003-08-04 6573 Leading Tree Way Fairfax, VI 34568

Other options:

Adjust your search criteria and try again.
Create a new Patient record.

6. Click on the Multiple Disclosures for the same purpose radio button. (The disclosure
frequency was added to differentiate between single and multiple disclosures. It is
defaulted to single).
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Create New Request

search fora Request  Disclosure Details

Fields marked with an asterisk (*) are req

uired.

* Patient (the Patient fo whom the disclosure applies)

Name: Dhel Test
SSM #: 108693548
Birth Date: 10/28/1930

Address: Ahruntep1277 Vinton, VA 241751038

* Disclosure Frequency (the frequsncy, peri

odicy, or number of disclosures mads)

G Single Dizclosure r.1ulti|:Ie Disclosures for the same Purpose

* Requester (the arganization or person requesting the disclosure) | Change “J

Name:
Address:
Phone:

Contact Perzon:

0.

The Disclosure Frequency fields will appear.

Select the occurrence, start date, and end date. (Users can select from the drop-down,

which includes: weekly, monthly, or annual

ly, or they have the option to put how many

times the disclosure occurs in a specified time period.)

Click on the Requester Change button.

10. Search for the Requester.

Thursday, February 3, 2011

Patient User Admin Requests
Current Request: Select Patient Select Requester
Disclosure (1-"_‘ @ ‘faj I:_‘A

Create Meyw Reguest
Search for a Reguest

Requester Search

Choose one of the following options:

A. Select the Patient (the request is belny made by the Patient themselves)

Dunlag, Chead

B. Select a Third-Party Organization (2 thirckpanty requester, such a5 a law enfarceme,
Law Offices of Joe Gibls, 1411 Jefferson Davis, Arlington, VW& 20220 LI

Patiert Search  Logoff

Requester

@)

Select b

i QUENCY OF INSUranCE COMPINY

Select )

€. Search for a Person (search for anather person, of add a new one”)

Hame iLast]

System ID (the dentification number created by this system for the person)

. ——

EDIPH (an exiernal iventifier for the persan)

e

(First) An ™ may be nsed as 2 wildeardl

I¥ Include Patient Records
I Include Non-Patient Records

I( Search h

D. Search for an Organization (search for another orpamization, or add 8 new onet)

Wame (A1 or part of the name of the organization. An ™ may be used as 2 wilicard )

DMIS Code rihe external identifier far the arganization)

.o

Search )

11. Select the Requester from the Search Results screen.
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Monday, April 12, 2010 Patient Search  Logoff
Patient User Admin "/ Requests Requester

‘N’“"e"‘ Requester:  Requester Search Results

one

the name to select a requester
D Address
253 1456 Terry Ln., Warston, MT 12554

Requester Search

T8 13450, Bob Wilson, San Diego, CA 92134

Smith, John 2 T48 34800, Sutte 4, San Diego, CA 92134-9889

Other options:

Adiust vour search criteria and irv again.
Create a new reguester as a person
Create a new reguester as an organization

12. Select the Requester Identity Verified drop-down.
13. Select the Disclosure Type from the drop-down.

NOTE: The disclosure description will automatically be populated when the disclosure type is
selected.

* Requester (the orpanization or person requesting the disclosure)

Mame: Smith, John

Address: 1458 Terry Ln., Warston, MT 12554
Phene:

Contact Person:

* Requester ldentity Verified (was the reguester's identity verifisd?)

|Suc:ia| Security Number LI_

Description of Requester ldentity Verification (required if requester identity verification was defined s ‘other)

| =

* Request Date (the disclosure request date in MMDDYYYY format)

IUEH gizo07 | [
* Recipient (the crganization or person where the disclosurs went)

Mame: Smith, John

Address: 1455 Terry Ln., Warston, MT 12554
Phone:

Contact Person:

* Disclosure Type (ths fyps of disclosurs)

Specialized Government Functions {Active Duty Dizclosure) ;l_

Disclosure Description [z read-only description and exampls of the disclosure type selecied above)

Usze and dizclose the PHI of individuals who are Armed Ferces perzonnel for activities deemed necessary by ;l
appropriate military command authorities to azsure the preper execution of the military mizsion. The purposes for which

any and all of the PHI of an individual who iz a member of the Armed Forces may be used or disclezed are: 1) To

determine the member's fitness for duty 2) To determine the member's fitness to perform any particular migsion,
aszignment, order, or duty, including compliance with any actions required as a precondition to performance of =uch
miz=ion, assignment, order, or duty. 3) To carry out activities under the authority of DoD Directive 5450.2. 4) To report

on casualties in any military operatien or activity in accordance with applicable miltary regulations or procedures. 5) To
carry out any other activity necessary to the proper execution of the mission of the Armed Forces ot

14. Select the Disclosure Purpose from the drop-down.
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15. Complete the “Other/Details” text box. (For multiple disclosures, the purpose details box
must be filled in for the disclosure to be complete.)

16. Scroll down the screen and enter: PHI description and disclosure comments.

Disclosure Date (the dizsclosure date in MMDODAYYYY format)

|w1 gz007 | [

* Origin Organization (where the disclosure criginated)

[us THA =]

* Disclosure Purpose (the purposs of the disclosurs)

[ Wedical =]

Other/Detailz (*Required for all Multiple Dizclosurez):

To determine the member's fitness to perform any particular migsion, assignment, order, or duty, -
including compliance with any actions rquired as a precondition to performance of such miszion, =

* Protected Health Information Description (the description of the Protected Heslth Information disclosed)
Complete Health Record(z)

Consultation Reportis)

Dizcharge Summary

Higtery and Phygical Examinaticn

Laboratory Test(s)

Operative Report(s)

Pathology Report(s)

[ S (A B (R B Y

Progress Motes

If you need to attach a document to the disclosure request, follow these steps:

17. Type the document title. (If applicable)
18. Click on the browse button to attach the document. (It applicable)
19. Select Route to Privacy Specialist from the Action drop-down.

20. Click on the Save button.
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You may attach up to three documents, with file size not exceeding 2M

FILE 1: Document Title (enter this document’s title)

ITeE.t

Please select a file you wish to attach

IC:\Ducuments and Settings\s14708\Desktop\PHIMT TEST.doc Browse... |h

FILE 2: Document Title (enter this document’s titls)

Please select a file you wish to attach
I Browse... |

FILE 3: Document Title (enter this document's title)

Please select a file you wish to attach
I Browse... |

Action (action for thizs reguest)

I Route te Privacy Specialist P
(. Back ] ( Save )4

¢ The Request Summary screen will display.

Monday, May 14, 2007 Patient Search
Patient User Requests /" Requester
Current Request: Request Summary
Simple Disclosure
Request Patient
Hame: Dhel Test
Summary SS5N# 102593548
History Birth Date: 10-25-1930
Address:

Create New Request

Search for a Request
Requester/Recipient

Hame: John Smith
Address: 1438 Terry Ln., Warston, MT 12554

Request Status: Routed for Approval
Request Creation Date: 05/14/2007 at 03:51:4% PM EDT

Request Last Update Date: 05/14/2007 at 03:51:4% PM EDT

Other Request Details

Description Details.
Request Type Simple Dizclosure Request
Disclosure Type Type: Specialized Goevernment Functions (Active Duty Disclosure), ID: 676, Date:
0811472007
Route to Privacy Specialist es
Identity Verified Text Social Security Number

Logoff
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5.3.9 Record Complaints

NOTE: To document a complaint in the PHIMT, you must complete three steps: Record the
Complaint, Receive the Complaint, and Update the Complaint after the investigation.

To Record a Complaint:

1. Select the Requests Tab.
/

Monday, August 8, 2005 / Patient Search
Patient User Adrnin Requests Requester
EmETHE e User Worklist
Wilzon, Leah
Primary Training
Organization User Worklist
) Activity Request - . .
Wy Profile Instance I Session 1D Activity ID Source Patient Requester Status Creation Date
My Requests o :
Iy Worklist There are no activities an your worklist

Switch organizations

Logoff

e The Create New Request Screen will appear.
2. Click the Complaint radio button.

3. Click on the Next button.

Monday, October 1, 2007

Patient User Admin Requests Requester

Current Request:

Create New Request
None

Select Request Type

Create New Request
Search for a Regquest

Complaint
{~ Disclosure
 Dizclosure Accounting

{1 Simple Disclosure Request

P i )

Patient Search

Logoff

4. Search for the patient.

5. Click on the Search button.
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Wonday, April 12, 2010 Patient Search  Logoff
Patient YA User Vi Admin . Requests Requester

Current Request: Select

Complaint Complainant

©)]
=

® L

®)

Create New Request
Search for a Request i
Patient Search

Sponsor SSH (in #2552 format, enter 000-00-0000" if not known)
_OR-
by NameState (Last) (First)

(State) _(Birth Date in MM/DD/YYYY format)

_OR-
SSN (in #52-52-554 formal, enter '000-00-0000" if not known)
_OR-

EDIPN (DoD EDi Person Identifier)

_OR-

by System ID (the identifier created by this system for the person)

[t
P =

6. Select the Patient.

Monday, April 12, 2010 Patient Search  Logoff
Patient User Admin \ Requests / Requester
Current Request: Select
Complaint Complainant
® @ ® @
Create New Request
Search for a Request R
Patient Search Results
Search Results - Click on the name to select a person
Na D SSN Sponsor SSN Birth Date Address
Dunlap, Chad 756 263676761 2003-08-04 6573 Leading Tree Way Fairfax, VI 34568

Other options:
Adjust vour search criteria and trv again
Create a new Patient record

¢ The Complainant Details Screen will appear.

7. Complete the Complaint Details: complaint type, complaint date, subject and
description of the complaint.
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Monday, August 8, 2005

Create New Reguest i i
Search for a Request Complalnt Details

Complainant (the person who is making the complaint)

Name: Bﬁ Smith

Complaint Type (the typs of complaint to creats)

I Notice of Privacy Practices Complaint LI
Complaint Date (the date the complaint was received in MM/DDNYYYY format)
|uafu 212005 v|

Subject (the subjsct of the complaint)

IRequest for copy of medical record

Complaint Description (the description of the complaint - limited to 1020 characters)

The medical record contained information belenging to another beneficiary. Betsy Smith's ;[
information was in Betty Smith's record. Betty Smith iz concerned that her information could alzo
be mizplaced.

=

£ Patient b User M Admin Requests / Requester
Current Request: Select Complainant Complaint Details
Ci laint . " “
omplain '/I) @ l?) I?)

Patient Search

Logoff

8. Scroll to the bottom of the screen and click on the Next button.

Complaint Description (the description of the complaint - limited to 1020 characters)

The medical record contained information belonging te another beneficiary. Betzy Smith's ;I
information was in Betty Smith’s record. Betty Smith iz concerned that her information could alze
ke misplaced.

Outcome Type (the lyps of cutcomes after complaint investigation)
| Not Selected =

Outcome Date (the date of the complzaint outcome in MMDOYYYY format)
| E=

Outcome Description (the dezcription of the complaint outcome - limited to 1020 characters)

-

( Back ) Mext <

9. To attach any documents, type in the document title.
10. Click on the Browse button to attach the file.

11. Click on the Next button.
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Monday, August & 2005 Patient Search  Logoff]|
Patient User Admin Requests / Requester

Current Request: Select Complainant  Complaint Details Documents

Complaint

Create New Reguest
Search for a Reguest Documents

You may attach any document, with file size not exceeding 2M

FILE 1: Document Title (enter this document’s fitlz)

ICU mplaint Form

Please select a file you wish to attach
IC:\Ducu ments and Settings\514708\Desktop\Complaint form.deoc Browse €

FILE 2: Document Title (enter this document’s title)

Please select a file you wish to attach

I Browse... |

FILE 3: Document Title {enter this document’s title)

Please select a file you wish to attach

I Browse... |
( Back DI Next h

¢ The Request Action Screen will appear.
12. Select the appropriate action from the drop-down box.

13. Click on the Save button.

Monday, August 8, 2005 Patient Search  Logoff
Patient User Admin Requests / Requester

Current Request: Select Complainant  Complaint Detailz Documents Request Action

Complaint - —~ ~,

Create New Reguest
Search for a Request Request Action
Patient
Name: Betty Smith
58N # 222222222
Birth Date: 07-02-1975
Address: 1125 West Pleazant View Dr., Ogden, UT 88277

Details of the Request (requester's comments about the scope of this request)
The medical record contained information belenging to another beneficiary. Betzy Smith’s information was in Betty Smith's record.
Betty Smith is concerned that her information could al=o be misplaced.

Approved Part (for partially spproved requests, describe part of request that was approved)

Denied Part (for partially denied requests, describe part of request that was denied)

Action (action for this request)
[ Route to 1y Workiist

L |

12

4

¢ The Request Summary Screen will display.
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To Receive a Complaint:

1. Select the User Tab.
4

Monday, August 8, 2005 / Patient Search  Logoff
Patient User Admin Requests Requester

Current Request: Request Summary
Complaint

Patient
Summary Name: Betty Smith
History 58N # 222222222
Documents Birth Date: 07-03-1975

Complaint Details
P Address: 1125 West Pleazant View Dr., Ogden, UT 88277

Create New Reguest Request Status: Routed Complaint to be Received

Search for a Reguest .
Request Creation Date: 08/08/2005 at 01:29:18 PM EDT

Request Last Update Date: 038/08/2005 at 01:2%:1% PM EDT

Other Request Details
Description Details
Request Type Complaint

Details of the Request The medical record contained information belonging to another beneficiary. Betsy Smith's
information wag in Betty Smith’s record. Betty Smith iz concerned that her information could
also be misplaced

ComplaintiD 200
File1 Complaint form.doc
FileTitie1 Complaint Form

e The complaint will appear in the User Worklist.

2. Select the Edit hyperlink.

Monday, August 8, 2005

Patient User Adrnin Requests Requester
Current User: User Worklist
Wilzon, Leah
Primary Training

SEETELIET User Worklist

Activity Request

My Profile Instance I Sessicn ID Activity ID Source Patient Requester Status
My Requests
WMy Worklist edit §755 537 Complaint to be Received Smith, Betty Action Pending

Patient Search

Creation Date

02/08/2005

Switch organizations

Logoff

e The Edit Activity Details Screen will appear.
3. Select Received from the Activity Status drop-down box.

4. Click on the Update button.
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Monday, August 8, 2005

Current Request:
Complaint

Summary
Hiztory
Documents
Complaint Details

Create New Reguest
Search for a Reguest

Patient Search

Patient User Admin

Edit Activity Details

Patient

Name: Betty Smith

SSN# 222222222

Birth Date: 07-03-1975

Address: 1125 VWest Pleasant View Dr., Ogden, UT 98277

Requests Requester

Instructions

|Cum|:||aint to be Received

Activity Status (new sctivity status cods )

Comments (enter details about this activityl

I Received

T

Request Session Details
Dezcription Detailz

Reguest Type Complaint

Logoff

The Edit Request Screen will appear.

5. Select the Complaint-Received Letter hyperlink in the Letters and Attached Documents field.

Monday, August 8 2005

Current Request:
Complaint

Summary
History
Documents
Complaint Details.

Create New Request
Search for a Request

Patient Search
Patient User Admin Requests Requester
Edit Request
Request Activity History
Activity Request - . Creation
Instance ID S ion D Activity 1D Source Patient id Requester d User Status Date
756 537 Complaint Investigation Smith, Betty Leah Wileon Action Pending 08/08/2005
755 537 Complaint to be Received Smith, Betty Leah Wilson Received 08/08/2005
Request Session Details Edit
Description Details

Request Type Complaint

Details of the Request The medical record contained information belonging to another beneficiary. Betsy Smith’s
information was in Betty Smith’s record. Betty Smith is concerned that her information could

also be misplaced.

ComplaintiD 200
File1 Complaint form.doc
FileTitle1 Complaint Form

Logoff

Letters and Attached Documents (E

1] Date Title
753 08/08r2005 Complaint - Received Letter
752 08/08/2005 Complaint Form

The Complaint Received Letter is generated.

Last Edited: 3/3/2011

54



Protected Health Information Management Tool
User Manual

DEPARTMENT OF THE NAVY
Primary Training Organization
skyline PL
Falls Church, VA 20110

I Pages\l Layers\l Bookmarks

08 Aug 05

Betty Smith
1125 West Pleasant View Dr.
Ogden, UT 98277

Dear Betty Smith,

Your Health Information Complaint Form, dated 08/08/20035 has been received by the Privacy
Office. I will investigate your complaint and determine any further action.

During the investigation, you may be contacted for more information. You will be notified
within 30 days of the status of your complaint.

If you have any questions please contact the Primary Training Organization, Skyline Pl., Falls
Church, VA 20110, .

To Update the Complaint:
1. Select the User Tab.

2. Select the Edit hyperlink.

P

Monday, August 8, 2005 / Patient Search  Logoff
/ Patient % User Admin "/ Requests '/ Reguester
ErmrETifLEET User Worklist
Wilzon, Leah
Primary Training
0 izati
SR User Worklist
Wy Profile ,:3:’:;3 D Rsequﬁlt D Activity ID Source Patient Requester Status Creation Date
WMy Requesztz ‘
Wy Worklist edit §758 537 Complaint Investigation Smith, Betty Action Pending  08/08/2005

Switch organizations

[
fir]
n

3. Select Completed from the Activity Status drop-down box.

4. Click on the Update button.
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Monday, August 8, 2005 Patient Search  Logoff
/ Patient ./ User Vi Admin Requests '/ Requester

CurrentRequest:  Edijt Activity Details

Complaint
Patient

Summary Name: Betty Smith

Hiztory SSM# 222222222

Documents Birth Date: 07-03-1875

Complaint Detals
omelait betal Address: 1125 West Pleasant View Dr., Ogden, UT 98277

Create New Request Instructions
Search for a Request

ICU mplaint Investigation

Activity Status (new sctivity stafus code

I Completed LI

K

Update
Request Session Details
De=cription Detailz
Request Type Complaint
Details of the Request The medical record contained information belonging to another beneficiary. Betsy Smith’s

information was in Betty Smith'z record. Betty Smith iz concerned that her information could
alzo be misplaced.

¢ The Complaint Details Screen will appear.
5. Complete the Complaint Details: type, date and description.

6. Click on the Update button.

Complaint Description (the description of the complaint - limited fo 1020 characters)

The medical record contained information belonging to anether beneficiary. Betsy Smith's ;I
information was in Betty Smith’s record. Betty Smith is concerned that her information could also
be mizplaced.

~|

Qutcome Type (the type of outcome after complaint investigation)
I Substantiated LI

Qutcome Date (the date of the complaint cutcoms in MMWDOYYYY format)
FECE T =1

Outcome Description (the description of the complaint outcome - limited to 1020 characters)

The complaint was found to be validated. Information was misfiled by the personnel and medical ;I
records department. They have been retrained on HIPAA and counseled. Policies were reviewed
and strengthened.

Upiate

-

7. Select Completed from the Activity Status drop-down box.
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8. Click on the Update button.

Current Request:
Complaint

Summary
History
Documents
Complaint Details

Create New Reguest
Search for a Reguest

Monday, August 8, 2005

Patient

User

Edit Activity Details

Patient

Name: Betty Smith
SSN #: 222222222
Birth Date: 07-02-1575

Admin

Address: 1125 VWest Pleasant View DOr., Ogden, UT 88277

Instructions

Requests

Activity Status (new ac!

tivity status code )

| Completed

=l

Comments (sntsr details about this sctivity)

[ Upddate *

Request Session Details
Description

Request Tvpe

Complaint

L

Details

Requester

Patient Search

Logoff

¢ The Edit Request Screen will appear.

9. Select the Substantiated Complaint Letter hyperlink.

Menday, August 8, 2005

Current Request:
Complaint

Summary
History
Documents
Complaint Details

Create Mew Request
Search for a Request

Patient Search
Patient User Admin Requests Requester
Edit Request
Request Activity History
Activity Request
Instance D Seesion ID Activity ID Source  Patient id Requester id User Status  Creation Date
756 537 Complaint Investigation Smith, Betty Leah Wilkon Completed 08/08/2005
537 Complaint to be Received Smith, Betty Leah Wilkon Received 08/08/2005
Details | Eclit )
Description Details
Request Type Complaint

Detailz of the Reguest

The medical record contained informatien belonging to another beneficiary. Betsy Smith's
informatien was in Betty Smith’s record. Betty Smith iz concerned that her information could

alzo be misplaced.

Logoff

ComplaintiD 200
File1 Complaint form.doc
FileTitle1 Complaint Form
Letters and [ Aftach )
D Date Title
754 08/08/2005 Complaint Letter
753 08/08/2005 Complaint - Received Letter
752 08/08/2005 Complaint Form

e The Substantiated Complaint Letter is generated.
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Falls Church, VA 20110

Betty Smith
1125 West Pleasant View Dr.
Ogden, UT 98277

I Pages\l Layers\l Bookmarks

Dear Betty Smith,

medical record, is now complete.

following actions will take place:

reviewed and strengthened.

Church, VA 20110, .

The investigation of your Health Information Privacy Complaint, regarding Request for copy of
The allegations within your complaint are substantiated. As a result of your complaint. the

The complaint was found to be validated. Information was misfiled by the personnel and
medical records department. They have been retrained on HIPAA and counseled. Policies were

If you have any questions, please contact Primary Training Organization, Skyline PL., Falls

08 Aug 05

e The Complaint Activity will no longer appear in the User Worklist.

Monday, August 8, 2005

Patient User . Admin
Current User: User Worklist
Wilzon, Leah
Primary Training

0 izati
rganization User Worklist
Activity Reguest
Wy Profile Instance ID Session ID
Wy Requests
Wy Worklist

Activity 1D Source

I There are no activities on your wDrk.'EstI

Patient Search

Requests '/ Requester

Patient Requester Status Creation Date

Switch organizations

Logoff

5.3.10 Record a Disclosure Restriction

As a Privacy Specialist you are able to enter a Restriction of Disclosure or terminate a
Restriction of Disclosure. Restriction of Disclosures allows members to restrict uses and

disclosure of their PHI.

When selecting the Disclosure Type if you determine that you need a new type of disclosure,

contact the PHIMT help desk.

NOTE: Ensure that you enter specific details of what information is being restricted. It is
important to be specific in this entry because it will provide other staff members with the details
about the individual and organization, and about the restrictions on the disclosure.
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To record a disclosure restriction:
1. Search for and select a patient record.

2. Select the Disclosure Restrictions hyperlink.

Patient Search  Logoff

Sunday, January 30, 2005

Fatient User Admin Requests Requester
Current Patient:
Kramer, Peter
05111970
FMP-SSSM: 30-

211128767

Summary

Summary Hem Filters

&

i Display bl

I Suspensions | Complaints

I Disclosures I Restrictions [ Reports I Letters [ Authorizations

Summary
Reguests
Record Disclosure

A

Disclosure Restrictions
. . Copyright @ Mew Gowvemance, Inc. 2000-2004, &L RIGHTS RESERWED

Patient Profile “ersion: 2.24

Patient Search

3. Click on the New button in the Disclosures Restrictions box.

Patient Search  Logoff

Sunday, January 30, 2005

Record Disclosure
Accounting Suspensions
Disclosure Restriction=s
Authorization

Patient Profile

Patient Search

Copyright @ New Govemance, Inc. Z000-Z004, ALL RIGHTS RESERWED
Swersion: X249

Fatient User Addrmin Reguests Reguester

et entbaticats Disclosure Restrictions
Kramer, Peter
085111370
FMP-S=Sh50- - S
211128767 Disclosures Restrictions Mewy

() Type Start Date End Date Outcome Cestination Details
Summary
Requests

Enter the Disclosure Restriction details: disclosure type, start and end date, restriction

destination (to whom information is being restricted) and details.
Select Approved or Denied from the Outcome drop-down box.

Click on the Save button.
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Sunday, January 30, 2005

Current Patient:
Kramer, Peter
081111970
FMP-SSSN:30-
211128767

Sumimary

Requests

Record Disclosure
Accourting Suspensions
Disclosure Restrictions
Authorization

Patient Profils

Patiert Search

Patiert Search  Logoff

Patient User Admin Reguests Reguester

Disclosure Restriction

p—
* Disclosure Twpe (the fype of i to restrict)
[Medical Faciity Patient Directories =]

* Start Date (The start date from which US TIVA witf not share this information with identified party; in MMOLYyYYY format)

|n1 12612005 =05

End Date (The OPTIONAL erd date at which time US THA will begin to shave this infarmation again; in MWDLDAYYY'Y format)
=

* Restriction Ination (to whom I8 peing )

e

Details of Restriction (what information /s being restricted?)

all medical records =
Outcome (indicate whether request was approved or denied)
[=pproved =1

Save

The Patient Disclosure Restriction screen re-appears with your information. The Save button
has changed to an Update button.

Once you have approved or denied the disclosure restriction you have the ability to generate an
approval or denial letter. The letter will be pre-populated with the information that you entered
for that particular restriction.

To print the Approval or Denial Letter:

1.

Select the title of the letter in the Letters box on the Patient Disclosure Restriction screen.

Sunday, January 30, 2005

Current Patient:
Kratmetr, Peter
08M11970
FMP-SSSM:50-
211128767

Summary

Reguests

Record Disclosure
Accounting Suspensions
Disclosure Restrictions

Patient Search  Logofi
Patient User Admin Requests Requester

Disclosure Restriction

* Digclosure Type (the type of disclosure to restrict)
[Mestical Facilty Patient Directories =]

* Start Date [ The slart date from which US THMA will not share this information with identified parly, in MMWODYYYY farmat)
|m 12612005 =

End Date (The OPTIONAL end date at which time US TIA will begin to shave this information again; in MWODWEYY format)

Autharization I—
Patient Profile
Patiert Search * Restriction ination (o whom ion s being 7)
Ispouse

Details of Restriction (what information s being restricted?)
all medical records ;I

Outcome (indicate whether request was appraved ar denled)

IApprUved LI
( Update )
Letters (Click on the link to view and print the document)
] Title
401 Dizclosure Restriction - Approval Letter
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e The Approval/Denial letter is generated.

BE[no-[#s0oR[E]d 4 e[ -e0O0B] 6]
[ma- | T-BiE -7 L@

DEPARTMENT OF DEFENSE
US TMA
Five Skyline Place

5111 Leesburg Pike
Falls Church, VA 22041-3206

30 Jan 05

Signatures | Thumbnails aonkmarks@

Peter Kramer
211 River Rd
Alexandria, VA 22454

Dear Peter Kramer

This letter 1s to inform you that we are granting your request to restrict your Protected Health Information
with a specific person or a speeific business thal you identified in your Health Information Restriction
Form. Your request has been approved

Your information will not ke disclosed to the specified person or enuty. We will comply with this request
until you tell us to end this restriction unless the information 1s needed to provide emergency treatment to
vou

If you have questions please contact the US TMA_ Five Skyline Place. 5111 Leesburg Pike, Falls Church
VA 22041-3206,

Sincerely

M 4] 1cf1 b M B85xMin |00 = B 4]

5.3.11 Generate Authorizations

Privacy Specialist can record an Authorization by the patient when there is an exchange of PHI
that occurs outside of the treatment, payment, or healthcare options.

e Select Type of authorization. NOTE: Based on the Type selected, the following fields
are populated; however, that data can be changed.

e Enter PHI to be released as it was entered on the authorization form. NOTE: The greater
the detail that is provided by the patient, the easier it will be to respond to the request at
the time of disclosure.

NOTE: Enter either the Authorization Expiration or an Action Completed date; not both. If
there is no expiration date, then enter text in the Action Completed field (ex. Authorization to
remain in effect until revoked.)

NOTE: Once the authorization has been manually signed you can go back into the particular
authorization and select the Signed checkbox and enter the date of the signature using
MM/DD/YYYY format or the calendar icon to select a date.

To generate an authorization:

1. Select the Patient Tab.

2. Search for and select the patient record.
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3. Select the Authorization hyperlink.

2

Sunday, Janusry 30, 2005 / Patiert Search  Logoff
Patient User Adrmin Reguests % Reguester
Current Patient: Summary
Stnith, Jos J
07 M50 968 An atternate address exists for this patient.
FrP-SS5h: 20-
121131414
Summary tem Fiters | Display "J
gz:&zﬁ [T a1 [ pisclesures [ Suspensions || Restrictions | Reports= || Letters | aAuthorizations | Complaints

Record Disclosure
Accounting Suspensions

rictions
Luthorizstion
Copyright @ Mew Govemanse, Ine. 2000-2004, ALL RIGHTE RESERWED

“wirsion: 2.24
Patiert Search

4. Select the Authorization Type from the drop-down box.

5. Enter the Authorization Details: reason for request, releasing organization, and recipient.

Sundary, January 30, 2005 Patiert Search  Logoff
Patient User Adrmin Reguests Requester
Current Patient: Authorization
Smith, Joe J
07054 965
FhP-SZSh: 20- P~
191131414 Type (the hpe of authorization to create)
IStandard Authorization x
SUmHmEFY Protected Health Information to be Released the part of the medical recard to be released, such as “camplete medical
Requests recard®, “pathology repart’, etc.)
Record Disclosure
Accounting Suspensions [l |entire medical record —
Disclosure Restrictions K
Authorization
Patient Profile for Ase of i Information {a ription of each pgn of the ¢ HEE OF il )
Patiert Search [ Continued Medical Care
[T insurancs
|l Legal
¥ Personal Use
- Retiremert!Separation
™ =chool
Other:
patient autharizes his brather to have a copy of entire medical recard. ﬂ
-

Releasing Organization (Organization that released the authorization)

| USADC-Haspital =l
Recipient (the name, complete mailing address, phone and fax of the Indivi or class aof Indivi to recelve the PHI)
1100 Main Street a

6. Scroll down the screen and enter: authorization start and expiration date, treatment type, and
treatment start and end date.

7. Place a check in the Generate Authorization checkbox.

8. Click on the Save button.
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Authorization Start Date (ithe effective date of the authorization in MW DO Y format)

|05r08r2004 v|

Authorization Expiration (the expiration daite of the guthorization In MMWOOWYY format, an Action Completed may He Dsed
instegd of @ daite)

|05r08r2005 v|

Action Completed (the expiration event for the authorization, sach a5 “Upon completion of the investioation”, an Authorization
Expiration may be dsed instead of an action iF Known)

| =

Treatment Type (the bpe of Treatment)
| Outpatient and Inpatient -|

Treatment Start Date (the dreatment or sendce start date in MWOOSYY Y'Y format)

|03r01 2004 v|

Treatment End Date (the treatment or sendee end date In MDD format)

—

Generate Authorization (gererate Authorization for Disclosare form for printing purposes)

(T)—

The Signed Status and Revoked Status boxes on this screen indicate if the DD Form 2870 is

signed or revoked.

( Update )

Signed Status
0 5 2 I the guthorization is sighed)

-

Signed Date (the date that the authorization is signped in MWEODSYYY format)
|c|1 3042005 v|
Signed By Person (the individual who sigred the authorization)

| Joe J Smith =l

Revoked Status

RevEireus eof If the guthorization is revoked)

r

Revoked Date (the date that the suthorization was vevaled in MWEODSEY forimat)

|m 30/2005 ==l

Revoked By Person (ithe /ndividual who revoked the authorization)

| Joe ) Smith =l

( Update )

A note appears at the top of the screen indicating the authorization is saved and that only the

“Signed” or “Revoked” status fields may be changed at this point.

9. Select the Summary hyperlink.
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Sunday, January 30, 2005 Patiert Search Logoff

Fatient User Admin Requests Requester

GG (RS Authorization
Smith, Joe J
07 mMsM 98s
FhP-S=SM:20- - " - — . u .

This authorization has been saved. Only the "signed® andior ‘revoked” status fields (at the bottomn of the page) can
121131414 b

e updated.
< SLIMIMEry > Authorization Document (the physical authorzation dackment generated by the application)
Standard Authorization (Document 10 #4027

Record Disclosure
Accounting Suspensions  Type the e of duthorization to create)
Disclosure Restrictions - -

Athorization ISlandard Authorization ;I
Patiert Profile

Protected Health Information to be Released (the part of the medical record to e reledsed, such as “cormplete medical
record”, “pathalogy repont”, ete.)

Patiert Search
ertire medical record Al

Reason for Request/Use of Medical Information (& descriplion of each purpase of the reqguested nse ar disciosare)

™ cortinued Medical Care

10. Place a check in the Authorizations checkbox.

11. Click on the Display button.

Sunday, January 30, 2005 Patient Search  Logoff
Fatient User Admin Requests Requester
Current Patient: Summary
Stnith, Joe J
07 /051 968 An atternate address exists for this patient.
FMP-SSSM:20-
121131414
Summary kem Filters | Display y
=
Rzgii;i " an T piscloswes [ Suspensions I™ Restrictionz [ Reports I Letters §¥ autharizations | T Complairts

Record Disclosure

Accounting Suspensions

Disclozure Restrictions

Authorization

Patient Profile Copyright & Hew Gowemance, Inc. 2000-2004, ALL RIGHTS RESERWED
“wiarsion: 2.4

Patient Search

e The new authorization will appear on the Summary screen.
To generate the DD Form 2870 (Adobe Acrobat format):

1. Select the Authorization title hyperlink.
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Sunday, January 30, 2005 Patiert Search  Logoff
Fatient y User Admin Requests Requester
Current Patient: Summary
Stnith, Joe J
0705/ 968 An atternate address exists for this patient.
FrP-SSSR:20-
121131414
Summary hem Filters | Dizplay 3
=
RE;T:;[Z |_ Al |_ Disclosures |_ Suspensions |_ Restrictions |_ Reports |_ Letters |7 Athorizations: |_ Complairts

Record Disclosure

Accounting Suspensions
Disclosure Restrictions Authorizations (Revoked authorizations are highlighted in red)

Avthorization (] i Dre=scription Signed Expiration  Revoked

Patient Profils angl Standard Autharization For disclasures of ‘entire medical recard' to *1100 Main 020352006
Strest Woodbricdges, WA 22321

Patient Search

124 Stancard Authorization For disclosures of 'medical record' to Jenny Smith 152 072002004 07272005 07202004
Brook Land Charleston SC 29404

2. You may print the form and request the patient’s signature.

B&En s -6 s B0RE[K <> v« [efox - o0 OMHE]S-
G- 7 -z ®-

||

AUTHORIZATION FOR DISCLOSURE OF MEDICAL OR DENTAL INFORMATION

The purpose of this form is to provice the MTFIDTF/TRICARE Hesith Plan with 3 means to request the use andfor disclosure of an individual's protectsd health informaton. Guidslines reparaing
use of this form are contsined in DOD Regulation 8025 18-R.

This form will not be used for suthorizstion to disclose aicohol or drug souse patient information from medical records or for authorization o disclose Information from records of an akcohel or
drug sbuse treatment program. In sddition, Bry use B8 an sirthorization 10 use or disclase pyEhotharapy notes may not be combined with anethar suthorization except one to Use or declbse
peychatherapy notes,

Privacy Act of 1574 applies

ipnatures 'ﬁ’ Thumbnails W Bookmarks

PATIENT DATA

Mame {Last, First, MI) Dale of Birlh Pallent SSN
Smith, Joe, J 07-05-1968 121131414
Period of Treatment Type of Trealment:
01-11-2005- 01-11-2005 Outpatient
DISCLOSURE
| authorize USADC-Hospilal Reason for RequestiUse of Medical Information
(Name of MTF/DTF) 1o release my patient information ta recipient: Persanal Use, patient authorizes his brather to have a copy of entire medical
1100 Main Street record.
Woodbridge, VA 22321

Information 1o be Released:
entire medical record

5.3.12 Sign an Authorization

Once an authorization has been entered, it needs to be signed by the patient for validation. After
the authorization is signed by the patient, a user has the ability to document the signature within
the PHIMT.

To sign an authorization:

1. Select the authorization ID hyperlink to return to the detailed authorization record.
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Sunday, January 30, 2005 Patient Search
Patient Lser Adrnin Reguests Reguester
Current Patient: Sum mary
Stmith, Joe J
07051 968 An aternate address exists for this patient.
FMP-SS3h: 20-
121131414
Summary kem Fiters | Dizplay 3
=
R;:L:I;as;i T an I Disclosures I Suspensions I Restrictions [ Reports I Letters M autharizations [ Complaints
Record Disclosure
Accounting Suspensions
Dizclosure Restrictions Authorizations (Revoked authorizations are highlighted in red)
Authorization [n} Title Description Signed Expiration Revoked
Patient Profile 402 Standard Authorization Far dizclosures of ‘entire medical record’ to 1100 kain 02M372008
Pationt Search Strest Woodbridge, w0 22321
124 Standard Suthorization For dizclosures of 'medical record’ to Jenny Smith 152 OF 2002004 07272005 0772002004
Brook Land Charleston SC 20404

Logoff

3. Place a check in the Signed Status checkbox.

5. Click on the Update button.

Scroll to the bottom of the page to the Signed Status box.

Select the date and the authorizing person’s identity from the drop-down box.

Signed Status
Signed (checked iFthe authorization s sighed)
=
Signed Date (the date that the authorization Is sighed in MWOLS VY ¥y format)

|c|1 £30/2005 =

Signed By Person (the individuai who sighed the authorization)
| e J Smith x|

Revoked Status

Revoked (checked if the swthorization is revaked)

r

|c|1 $30/2005 =

Revoked By Person (the individual who revaked the authorization)
|Joe J Smith =]

(_ Upcate <

Revoked Date (the dzte that the authorization was revoked In MWODSYYY format)

6. Select the Summary hyperlink.
7. Place a check in the Authorizations checkbox.

8. Click on the Display button.
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Sunday, January 30, 2005 Patient Search  Logoff
Fatient User Admin Requests Requester
Current Patient: Summary
Smith, Joe J
0705968 20 alternste address exists for this patient.
FRP-SSSM: 20-
121131414
Summary hem Filters Dizplay ¥
Surmmary — & T Dpisclosures — Suspensions I Restrictions — Reports I Letters - Complairts
Record Disclosure
Accounting Suspensions
Disclosure Restrictions
Authorization
Patiert Profile Copyright @ Hew Gowemanse, Ine. Z000-2004, ALL RIGHTS RESERWED
wersion: .34
Patient Search
® You will now see that the authorization indicates that it has been signed.
Sundary, January 30, 2005 Patient Search  Logoff
Patient User Admin Requests Reguester
Current Patient: Summary
Smith, Joe J
0705/ 985 An alternate address exists for this patient.
FhiP-SSEh:20-
121131414
Summary tem Filters | Display )
gzrqng;as;\;’ I e [T Disclosures T Suspensions [T Restrictions [ Reports I™ Letters W aithorizations [ Complaints
Record Disclosure
Accounting Suspenzions —— —— = = =
Disclosure Restrictions Authorizations (Revoked authorizations are highlighted in red)
Athorization | n] Title Description Signed wpiration Fewoked
Patient Profile 402 Standard Authorizstion For disclosures of 'sntire medical record to 1100 hisin 0352006
Patient Search Street Woodbridge, WA, 22521
124 Standard Authorization For dizclosures of 'medical recard’ to 'Jenny Smith 152 OF 20,2004 OF 2702005 OF 2052004
Brook Land Charleston SC 20404"
. .
5.3.13 Revoke an Authorization
Previously generated authorizations may need to be revoked as a result of legal issues, new
information, or for other reasons.
To revoke an authorization:
1. Select the Patient Tab.
2. Select the Authorization ID hyperlink.
P
Sunday, January 30, 2005 Patient Search  Logoff
Patient User Admin Reguests Reguester
Current Patient: Summary
Stmith, Joes 0
0705 968 An alternate address exists for this patient.
FhP-ZSSh: 20-
121131414
Summary tem Filters | Dizplay \
2;2&:‘2 [T an I Disclosures [ Suspensions I Restrictions [ Reports I Letters W authorizations [ Complaints

Fecord Disclosure
Accounting Suspensions
Dizclosure Restrictions
Authorization

Patiert Profile

Patient Search

Authorizations (Revoked authorizations are highlighted in red)

T Title Description Signed Expiration  Rewoked
402 Standard Authorization For dizclosures of 'entire medical record' to 1100 Main 01 430/2005 02032006

Street Woodbridge, WA 22321
124 Standard Authorization For dizclosures of 'medical record' to "Jenny Smith 152 O720/2004 07272005 072002004

Brook Land Charleston SC 28404
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3. Scroll to the bottom of the screen to the Revoked Status box.
4. Place a check in the Revoked check box.
5. Select the date and the revoking person’s identity in the drop-down box.

6. Click on the Update button.

Signed Status
Signed (checked ifthe authorization Is sighed)
v

Signed Date (the date that the authorization is signed in MMWOODOYY format)

|m 13002005 B

Signed By Person (the individoal who signed the authorization)
| Joe J Smith =l

Revoked Status
Revoked (checked if the authorization Is revoked)
v

Revoked Date (the date that the authorization was revoked in MMWDDNYYY format)

[o1 012005 =

Revoked By Person (ihe /ndividoal who revoked the authorization)
| Joe J Smith =l

7. Select the Summary hyperlink to view the authorization.
8. Place a check in the Authorizations checkbox.

9. Click on the Display button.

Sunday, January 30, 2005

Fatient User Admin Reguests Reguester
Current Patient: Summary
Smith, Joe J
0705 965 An alternate address exists for this patient.
FriP-S55k: 20-
121131414
Summary kem Filters | Display P
5
UImmary [T an I pisclosures [ Suspensions [ Restrictions [ Repotts [ Letters | v avthorizations

Record Disclosure
Accourting Suspensions
Dizclosure Restrictions
Authorization
Patient Profile Copyright @ New Gowemance, Inc. Z000-2004, ALL RIGHTS RESERWED
hrsion: .24
Patiert Search

Patient Search  Logoff

r Complaints

¢ The revoked authorization is highlighted in red.
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Record Disclosure
Accourting Suspensions

Dizclosure Restrictions Authorizations {(Revoked authorizations are highlighted in red)

Authorization IC: Title: Description Signed Expiration  Revoked
Fatiert Profils 402 Standard Authorization For disclosures of 'erfire medical record to 1100 Main  01/30/2005 02032006 01/30/2005
. Street Wioodbridge, VA 22321
Patient Search

124 Standard Authorization For disclozures of 'medical record' to 'Jenny Smith 152 072002004 0702702005 072002004
Brook Land Charleston SC 29404

Sunday, January 30, 2005 Patiert Search  Logaff
Patient User Admin Reqguests Reguester
Current Patient: Summary
Stmith, Joe J
07 051 968 An atternate address exists for this patient.
FRP-SSSh: 20-
121131414
Summary ltemn Filters EW}
S
R::l:gi?; [T an I Discloswes [ Suspensions [ Restrictions I Repatts [ Letters W asuthorizations [ Complaints

5.3.14 Administrative Summary Reports

The PHIMT is capable of running several reports, which are called Administrative Summaries.

Administrative Summaries provide a visual representation or snapshot view of your facilities
disclosure activities.

The Administrative Summary Reports are performed by Privacy Specialists.
To create an Administrative Summary Report:
1. Select the Admin Tab.

2. Select the Administrative Summary hyperlink.

Sunday, January 30, 2005 / Patiert Search  Loooft
Patient User Adrrin Reguests Reguester

Current Admin: Administrative Summary
Wilson, James

LS T

Origin Organizations I-— Select -- ;I
Acdminiztrative Summaty

Crganizations

Guieus Users

Dizclosure Imports
Disclozure Imports Histary

Copyright @ Mew Govemance, Inc. Z000-2004, ALL RIGHTS RESERWED
“ersion: 2.24

3. Select your Organization from the drop-down box.
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Sunday, January 30, 2005

Y

y/ Patient b User v Admin V)  Reguests
Current Admin; Administrative Summary
Wilzon, James
US Thia

Origin Organizations I Select --
Administrative Summary
Administrative Statistics
Organizations
Gueue Users
Dizclosure Imports
Dizclosure Imports History

All
10th MED GROUP-USAF ACADEMY CO
10th Med GROUP- PETERSOMN AFB
11TH MED GRP-BOLLIMG

11th Wing

15T GEM HOSP SEQUL

12th MED GRP-RARMDOLPH

14th MED GRP-COLUMBUS

15th MED GRP-HICK.AR

16th MED GRP-HURLBURT FIELD

Reguester

TS RESERWED

N

Patient Search

Logoff

The Administrative Summary reports will display.
Request Metrics
Toetal Dizclozure Reguests 244 Total Pending Disclosure Requests 50
Tetal Complaint Reguests 156 Total Pending Complaint Reguests 40
Tetal Accounting Requests 193 Total Pending Accounting Requests 128
Total PHI Access with Dizclosure Requests 0 Total Pending PHI Accezs with Dizclosure Reguests 0
Tetal PHI Access Reguests 0 Total Pending PHI Access Reguests 0
Disclosure Metrics (Including Disclosure Requests)
Total Disclosures 538 Total Pending Disclosures 164
Total Multiple Disclosures 2
Total Single Disclosures 535

Disclosures By Type

0O 5 10 15 20 25 20 25 40 45 S0 S5 @0 65 VO VS 20 26 o0

About Decedents

As Required by Law

Awert Serious Threats to Health ..
Cadawer Organ, Eye, or Tiss...
Health Owersight Activities
Inappropriate or Erraneous

Inmates in Canectional Institutions ...
Judicial and Administrati...

Law Enforcement Purposes
Medical Facility Patient Directories
Other

Fubslic Health Activities

Rezearch Purposes

Specialized Government Functio...
TRO

Wictims of Abuse, Meglect, ...
Wotiman's Compensation

M Single ® Multiple
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6.0 REGULAR USER FUNCTIONALITY

The following information will provide you with step-by-step instructions for recording requests
and routing them to your Privacy Specialist for approval.

Your role as Regular User requires you to perform various PHIMT activities. The steps for
performing these activities will be presented here and include the following:

e Record Disclosure Requests
e Record an Accounting of Disclosure Request
e Record Simple Disclosure Requests

6.1 USER TAB ACTIVITIES

The User tab provides you with various hyperlinks that allow you to perform “desk duties” such
as accessing PHIMT User-related information, switching organizations, viewing past requests,
and tracking tasks assigned to you. These hyperlinks include:

My Profile

My Requests

My Worklist

Switch organizations

NOTE: For more information about the above functionality, please refer to Section 6.1.

6.2 PATIENT TAB ACTIVITIES

The Patient tab contains hyperlinks that allow you to perform patient-specific activities. These
hyperlinks include:

e Patient Profile
e Patient search

NOTE: For more information about the above functionality, please refer to Section 6.2.

6.3 REQUESTS TAB ACTIVITIES

The Requests tab allows you to access information about the activities requested by an individual
or an organization. Requests tab activities include:

¢ Record Disclosure Requests
e Record an Accounting of Disclosure Request

Last Edited: 3/3/2011 71



Protected Health Information Management Tool
User Manual

e Record Simple Disclosure Requests

6.3.1 Record a Disclosure Request

NOTE: The Record Disclosure hyperlink allows you to record or document the release of PHI
This activity consists of five disclosure phases: patient selection, requester selection, detailed
request, disclosure details, and request action.

Disclosure requests allow you to forward it to a Privacy Specialist for approval or denial.
Disclosure status will be set to Pending because as a Regular User, you are not authorized to
approve disclosures. Entering the requested action allows you to route the disclosure request to
your own worklist for further research or route to a Privacy Specialist.

To record a request for disclosure:

1. Select the Requests Tab.

2. Click on the Disclosure radio button.

3. Click on the Next button.

Thursday, September 27, 2007 Patient Search  Logoff

Patient User Requests Requester

ﬁ“"e"‘ LEn e Create New Request
one

Select Request Type
Create New Request

Search for a Request Disclosure
n Disciosure Accounting

{~ Simple Dizclosure Request

Hext b

ﬁ

4. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

5. Click on the Search button.
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Monday, April 12, 2010 Patient Search ~ Logoff

Patient  \, User Requests Requester

Current Request: Select Patient

Disclosure @
(

Create New Reques!

Search for a Requeg B e

®)
©
®
0)

Sponsor SSH (in #. &2 222 format, enter 000-00-0000' if not known)

-OR-

by Hame/State (Last) (First)

(State) (Birth Date in MM/DDAYYYY format)

_OR-
SSN (in #5222 format, enter 000-00-0000" if not known)
_OR-

EDIPN (DoD EDi Person Identifier)

|

_OR-

by System ID (the identifier created by this system for the person

#( Search )

NOTE: If there were no results that matched your search criteria, you may select from two
options: Adjust your search criteria and try again OR Create a new Patient record.

6. Select the correct patient by clicking on the name hyperlink.

Monday, April 12, 2010 Patient Search ~ Logoff

Patient ", User Requests Requester
Current Request: Select Patient
Discl \ \ \ \
Create New Request X
search foraRequest  Patient Search Results
Search Results - Click on the name to select a person
SSN Sponsor SSN  Birth Date Address
I ili ii iﬁii l& 263676761 2003-09-04 8573 Leading Tree Way Fairfax, VI
34568
Dunlap, Noelle Kristing 1189 182483847 2002-09-04 6308 Betsy Ross Ct Fairfax, AL 09129

Other options:
Adjust your search criteria and try again
Create a new Patient record.

¢ The Requester Search screen will appear.
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Current Request: Select Patient  Select Requester

Discl — \
isclosure @ @ @)

\
(w

—~
(=)
(=)

Create New Reguest
Search foraRequest  Requester Search

Choose one of the fallowing options:

A. Select the Patient (the request is being made by the Patient themseives)

[Duniap, chad (_Sekct )

8. Selecta Third-Party Organization (a third-party requester, such &5 2 law enforcement sgency or insurance company)

[Law Offices of Joe Gibbs, 1411 Jeffersan Davis, Arington, VA 20220 | (St )

C. Search for a Person (serch for another person, or 2dd 2 new one’)

Hame (Last) (First) An '~ may be used a5 & wildcard,

System ID (the identification number crested by this system for the person)

I include Patient Records

[ include Non-Patient Records
EDIPN (sn extermal identifier for the person)

( Search )

D. Search for an Organization (search for sncther crganization, or 500 & new one’)

Hame (All or part of the name of the organization. An ** may be used &s & wildcard )

DMIS Code (the external identifier for the organization)

( Search )

person, or organization. (Complete only one field).

8. Click Select or Search (for that field).

Enter the data into the information fields to search by patient, third party organization,

Example: If the request is being made by the patient themselves, click on the Search button

next to the patient’s name.

fields.

10. Click on the Next button.

Confirm Requester and Recipient Details. Verify and/or enter the data into the information

Tuesday, January 25, 2005

Creste Mew Reqguest L. ;
Search for aRequest  Confirm Requester and Recipient Details

Patient: Peter Kramer

Date of Birth: 1970-05-11

S5H: 234125689

Address: 211 River Rd.| Alexandria, W
22454

Requester: Peter Kramer change

Address: | 211 River R, Alexandria, va 22454 | sdd mew

Recipient: Same as requester
zet @ different recipient

( Back ) nexdt <

FPatient User Requests Requester
Current Request: Zelect Patient Select Requester
Ciscl
FEelosure (1) @ (3) (a) (s)

Patient Search

Logott
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11. Enter the Request Details: details of the request, identity verification, and authority

verification.

NOTE: All required fields are marked with an asterisk.

Tuesday, January 25, 2005

Create Mew Request

Patient 4 Uger \ Requests / Reguaster
Current Request: Select Patiert Select Requester  Request Details
Disclosure \ \ \ \
©) @ ® @ ®

Patiert Search  Lagaft

Search for a Request

Request Details

Details of the Request (requesters comments, or instuctions about this request)

* Requester ldentity Verified (was the requester's identity verified?)
|Patient Idertifier =l

Description of Requester ldentity Verification (i the requester's [dentity was verifed, how was it verified?)

license —
>

* Requester Authority Verified (was the requester's anthorlly to access infarmation verfied?)

IPat\ent iz Reguester j
Description of Requester Authority Verification (if the requester's authorty was verified, how was it verified?)
IPat\ant i requester ﬂ
— I
Information Start Date (the start dale for the In MWD YWY farmat)

Y

12. Scroll down the screen and enter: Information start and end date, request format, and request
classification.

13. Click on the Next button.

* Requester Identity Yerified (was the reqguester's identiy verified?)
| Patient Identifier =1

Description of Requester ldentity Werification [ the requester's fdentiy was verified, how was i verified?)

license —
=

* Requester Authority Yerified (was the requester’s authorily to access information verified?)
IPatierrt iz Regquester LI

Description of Requester Authority Verification ¢ the requester's authority was verified, how was i verified?)

IPatient is requester ﬂ
-

Information Start Date (the sigrt date for the Information In MWOOYE Y format)
[o1:25:2005 v|
Information End Date (the end date for the Infarmation In MIWFOOO Y format)

|02J25r2005 v|

Request Format (the format in which this request has been received)

IReceived Recguest in Wiriting ;I

Request Classification (ar oplional classification for this requesi)

| Medical =

( Beck P Mext <
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14. Enter the Disclosure Details: Request date, disclosure type, origin organization and
disclosure purpose.

NOTE: The Disclosure description will be automatically populated once a disclosure type is
selected.

Monday, October 8, 2007 Patient Search  Logoff
Patient User Requests / Requester

Disclosure
Details

Current Request: Select Patient  Select Requester  Request Details
Disclosure

(1

Create New Reguest
Search for a Request
Disclosure Details

* Request Date (the disciosure request date in MMWDLD/YYYY format)

10/08/2007 v|

* Disclosure Type (the type of disclosure)

[inmates in Correctional Institutions or in Custody =1

Disclosure Description (2 read-only description and example of the disclosure type selected above)

|4 correctional institution or a law enforcement official having law ful custody of an inmate or other ;I
individual PHI about such inmate or individual, if the correctional institution or such law
enforcement official represents that such protected health information is necessary LI

Disclosure Date the disclosure date in MMWDO/YYYY format)

1omezoer | [EE

Origin Organization (whers the disclosure originated)

IPrimaryTraimng Organization ;I

* Disclosure Purpose (the purpose of the disclosars)

I Regulatory LI

15. Scroll down the screen and enter: PHI description and disclosure comments.

16. Click on the Next button.

Disclosure Purpose (the purpose of the disciosure)

| Law Enfarcement ;I

Cther:
E

Protected Health Information Description (the description of the Protected Health information disciosed)

Complete Heslth Recordi(s)
Consultation Report(=)
Discharge Summaty

History and Physical Examination
Laboratory Test(s)

Operative Report(s)

Pathology Report(=s)

i [ I e A e B

Progress Motes
Cithuer:

-
=
Disclosure Comments (the INTERNAL comments for this disclosure - these do NOT show up in the Protected Health

infarmation disclosure report)

[ Back ] [ Mext 4
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17. Enter the Request Action Details.

18. From the Action drop-down menu, select the appropriate routing option (Privacy Specialist).

19. Click on the Save button.

Patient User Reguests Requester

Dizclasure - —
(1) (2)

®

Create New Request
Search for aRequest  Request Action
Patient
Hame: Peter Kramer
SSH # 234125680
Birth Date: 08-11-1970
Address: 211 River Rd., Alexandria, VA 22454

RequesterRecipient
Hame: Peter Kramer
Address: 211 River Rd., Alexandria, VA 22454

Details of the Request (requester's comments about the scape of this request)

Approved Part [for partially approved requests, describe part of request that was approved)

Current Request: Select Patiert Select Requester Request Details Disclosure Detals  Request Action

Denied Part (for partially denied requests, describe part of request that was denied)

3

Action (action for this request)
IRDLﬂs to Privacy Specialist LI

e ) (e

¥

4

¢ The Disclosure Request Summary will display.

Tuesday, January 25, 2005

Recuest Details
Disclosure Details
Request Action

Address: 211 River Rd., Alexandriz, WA 22454

RequesterRecipient
Hame: Peter Kramer

Create New Reguest Address: 211 River Rd,, Alexandria, A, 22454
Search for & Reguest

Request Status: Routed for Spproval
Request Creation Date: 01/25/2005 at 04:06:035 PM EST

Request Last Update Date: 01,/25/2005 ot 04:06:05 PM EST

Other Request Details

Patient User Reguests Reguester
Current Request: Request Summary
Disclosure
Patient
Summery Hame: Peter Kramer
Histary S5H & 234123689
Documents Birth Date: 05-11-1970

Patient Search  Logoff

Deszcription

Reguest Type

Details

Dizclozure

Details of the Reguest

Disclosure Type

Type: Law Enforcement Purposes, ID0 268, Date: 01/25/2005

Start Date 01 /2572005
Endl Date 022512005
PHI tems Complete Health Record(s)

Authority Verified

Patiert is Reguester

Last Edited: 3/3/2011
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6.3.2 Update Patient Address

For a disclosure to be valid, a patient’s address must be entered. The Regular User can update

the patient’s address in the middle of a disclosure request.

To update the patient’s address:
1. Select the Request Tab.
2. Click the Disclosure radio button.

3. Click on the Next button.

Monday, September 24, 2007

Patient User Requests

ﬁ“"e"‘ LELLESE Create New Request
one

Select Request Type
Create Mew Request
Search for a Request Disclosure

(" Disclosure Accounting

{~ Simple Disclosure Request

P et )

Requester

Patient Search

Logoff

4. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

5. Click on the Search button.

Monday, April 12, 2010

Patient ", User Requests Requester
Current Request: Select Patient
Discl -~ - P
isciosure @ (z) 3) (4

Create New Regquest
Search foraRequest  Patient Search

Sponsor SSH (in #. &2 222 format, enter 000-00-0000' if not known)
-OR-

by Hame/State (Last) (First)

(State) (Birth Date in MM/DDAYYYY format)

_OR-

SSN (in #5222 format, enter 000-00-0000" if not known)

_OR-

EDIPN (DoD EDi Person Identifier)

[
“oR-

by System ID (the identifier created by this system for the person

—

#( Search )

Patient Search  Logoff

Last Edited: 3/3/2011
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e [f the patient does not have an address entered in the tool, “Primary Address not selected”
will be listed next to the patient’s name.

6. Select the patient.

S (R Patient Search Results
None
Patient Profile Search Results - Click on the name to select a person
Name D SSN Sponszor SSN  Birth Date Address

Patient Search Fsmith Joe I

Other options:
Adijust vour search criteria and try again.
Create a new Patient record.

7. Enter the patient’s address.

8. Click on the Save button.

Monday, January 24, 2005 Patiert Search  Loooft
FPatient User Reguests Reguester

Current Request: Select Patient Select Requester

Disclosure — .
€D @ (3D

()

@ q

@

Create Mew Recuest ~
Search for & Request Address Details
Error(s) have occurred:
= Patient's primany address is missing. You must enter an address to continue.

Address Format @420 grd SO0 gddress showld nse USA format)
use & nternstional O

* Address Line 1 the primarny address fine)

[1234 wain Street

Address Line 2 (normalily @ swite or apariment)

* City coity name, or APO or FPO)

[e1exanaria

* State ((Wo chIracter state identitier: 1L, MM, TO, ste., or AA,ASAR for APTYFEO)
B -

= Postal Code ({154 SR HEEE)

Comments (general comments about or for the address)

r Save bl

£ B

e After saving the address, you can continue with the Disclosure Request where you left off.
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Mondsay, January 24, 2005 Patiert Search  Logoff
Patient User Requests Regquester

Current Request: Select Patient Select Requester

Disclosure D @ 3 N o)

Create New Regquest
Search for a Request Requester Search

Choose one of the following options:

A. Select the Patient (ihe request is being made by the Patient themselies)

|Jordan, Jetfrey (_ Select )
B. Select a Third-Party Organization (a2 thirdtparty requester, sich as a2 faw SYERGE OF el
ILaW Offices of Joe Gibbs, 1411 Jefferson Davis, Arlington, A 20220 LI [( Select ﬁ

C. Search for a Person (search for another persor, or add @ new ahe®)

Hame (Lasi) (First) An * may be nsed as g wildcard.

System ID (the fdentification number created by this system for the person)

l— ¥ Include Patient Records

¥ Include Mon-Ptient Records

FMP-SSH (an external identifier for the person)

I ( Search )

¢ The Request Summary for that person will be displayed.

6.3.3 Record a Simple Disclosure Request

A Simple Disclosure Request provides the ability for Multiple Disclosure Accounting. A
covered entity may account for multiple disclosures with a single entry if the MTF has made
multiple disclosures of PHI to the same person or entity for a single purpose. Some examples
include: a series of disclosures that occur on a periodic basis such as monthly medical readiness
status, dental class reports, or pre-deployment preparation reports to a commander or the
commander’s designee(s). Multiple disclosure is primarily used when the same disclosure
occurs in a specific time period. This will allow for better tracking of multiple disclosures and
Users will not have to create separate single disclosures.

1. Click on the Requests Tab.

2. Click on the Simple Disclosure Request radio button.

3. Click the Next button.

Monday, May 14, 2007 Patient Search  Logoff
Patient User Requests Requester
ﬁ“"e”‘ SELLESE Create New Request
one

Select Request Type
Create New Reguest

Search for a Request ¢ Disclosure

¢~ Dizclosure Accounting

Simple Dizclozure Request

P et )
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4. Enter the patient search criteria. (You can search for a patient by the Sponsor’s SSN, by the
patient’s name/state, SSN, EDIPN or System ID).

5. Click on the Search button.

Monday, April 12, 2010

Patient Search  Logoff

Patient User Requests Requester

Current Request: Select Patient
Discl - o~ —~ P
isclosure ® @ o) @ @

Create New Request
Search for a Request

Patient Search

Sponsor SSH (in a5 format, enter 000-00-0000" if not known)

I I B

-0R-
by NameiState (Last) (First)
(State) _ (Birth Date in MM/DDAYYYY format)

OR-

SSH (in -2 #52 format, enter 000-00-0000" if not known)

_OR-

EDIPN (DoD EDI Ferson Identifier)

[
“oR-

by System ID (ihe identifier crested by this system for the person)

—
# (S )

6. Select patient from the Patient Search Results screen.

Monday, April 12, 2010

Current Request:
Disclosure

Create New Request
Search for a Request

Patient Search  Logoff

Patient User Requests Requester
Select Patient
0]

Patient Search Results

Search Results - Click on the name to select a person

D SSN Sponsor SSN  Birth Date Address

Dunlap, Chad

756 263676761

2003-09-04 6573 Leading Tree Way Fairfax, VI

Dunlap, Nloelle Rristine.

1189 182483847

2002-09-04 65308 Betsy Ross Ct Fairfax, AL 09129

Other options:

Adiust vour search criteria and try again.
Create a new Patient record.

Click on the Multiple Disclosures for the same Purpose radio button. (The disclosure
frequency was added to differentiate between single and multiple disclosures. It is
defaulted to single).
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Create New Request
Search for a Request

Disclosure Details

Fields marked with an asterisk (*) are required.

* Patient (the FPatient to whom the disclozsure applies)

Mame: Dhel Test

SSN #: 108693548

Birth Date: 10/28/1930

Address: Ahruntep1277 Vinton, VA& 24179-1038

* Disclosure Frequency (the frequency, periodicy, or number of disclosures mads)

Lo Single Dizclosure 1u|ti|:|e Disclosures for the 2ame Purpose

* Requester (the organization or person requesting the disclosure) | Change )|

Name:
Address:
Phone:

Contact Perzon:

8. Select the occurrence, start date, and end date. (Users can select from the drop-down

The Disclosure Frequency fields will appear.

menu, which includes: weekly, monthly, or annually, or they have the option to put how
many times the disclosure occurs in a specified time period.)

Click on the Change button.

Create New Reguest
Search for a Reguest

Disclosure Details

Fields marked with an asterisk (*) are required.

* Patient (the Patient to whom the disclosure applies)

Name: Dhel Test

SSN # 108693548

Birth Date: 1028/ 930

Address: Ahruntep1277 Vinton, WA 24179-1038

* Disclosure Frequency (the frequency, pericdicy, or number of disclosures made)

& Single Dizclosure o Kultiple Dizclegures for the =ame Purpose

Occurs once IWEEH}‘ x| oor IC times from IUE"'I 412007 vI to IUall1 42007 =
* Requester (the crganization or person requesting the disclosurs) ( Change )

Name:

Address:

Phone:

Contact Person:

10. Select the Requester: either a) select by the default patient or third party

organization or b) enter the information into the data entry fields, to search by person or

organization. Complete only one field.
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Create New Request
Search for a Reguest Requester Search

Choose one of the following options:

A. Select the Patient (the request iz being made by the Patient themselves)

[Test, Dhel (et )

B. Selecta Third-Party Organization (z third-parly reguester, such &z & law enforcement agency or insurance company)

ILﬁw Offices of Jog Gibbs, 1411 Jefferson Davis, Arlington, VA 20220 ;I (: Select b

C. Search for a Person (search for another person, or sdd & new ong®)

Name (Last) (First) An "™ may be used a5 & wildcard.

|smith . |1ohn

I— ¥ Include Patient Recards

. . ¥ Include Non-Patient Records
FMP-85N (an sxtemal identifisr for the person)
I Search

11. Confirm the requester details. Click the Search button and/or Select the Requester.

Monday, April 12, 2010 Patient Search  Logoff
Patient User "/ Requests '/ Requester

Current Requester: | Requester Search Results

Test, Ahebao

Reguester Summary Search Results - Click on the name to select a requester

Requester Requests D Address

Requester Profie

Smith, John

Smith, John I T4% 13450, Bob Wilzon, San Diego, CA 92134
Smith, John 2 I 743 34800, Suite 4, San Diego, CA 92134-5559

253 1456 Terry Ln., Warston, MT 12554

Requester Search

Other options:

Adjust vour search criteria and trv again.
Create a new reguester as a person.
Create a new requester as an organization.

12. Select the Requester Identity Verified and Disclosure Type from their respective drop-
down menus.

NOTE: The Disclosure description will be automatically populated once a disclosure type is
selected.
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* Requester (the orpanization or person requesting the disclosurs)

Name: Smith, John

Address: 1458 Terry Ln., Warsten, MT 12554
Phone:

Contact Person:

* Requester ldentity Verified (wss the requester's identity verified?
I Social 3ecurity Number

Description of Requester ldentity Verification (required if requester identity verification was defined &z ‘other’)

| 3

* Request Date (the disclosure reguest dats in MMDOYYYY format)

[ositerzoor | EElw
* Recipient (the organizstion or person where the disclosurs went)

Name: Smith, John

Address: 1458 Terry Ln., Warsten, MT 12554
Phone:

Contact Person:

* Disclosure Type (the tyos of disclosurs)

Specialized Government Functiens (Active Duty Disclosure)

Disclosure Description (& resd-only description and sxampls of the disclosurs type selected sbove)

Uze and dizcloze the PHI of individualz who are Armed Forcez perzonnel for activities deemed necessary by ;I
appropriate military cemmand authorities to assure the proper execution of the miltary mizzion. The purposes for which

any and all of the PHI of an individual whe iz a member of the Armed Forces may be used or dizclosed are: 1) To

determine the member's fitness for duty 2) To determine the member's fitness to perform any particular mizgion,
assignment, order, or duty, including compliance with any actions required as a precondition to performance of such
mizzion, assignment, order, or duty. 3) To carry out activities under the authority of DoD Directive 6450.2. 4) To report

on casualties in any miltary operation or activity in accordance with applicable military regulations or procedures. 5) To
carry out any other activity neceszary to the proper execution of the mizzion of the Armed Forcez LI

13. Select the Disclosure Purpose from the drop-down menu.

14. Enter the data into the “Other/Details” text box. (For multiple disclosures, the purpose
details box must be filled in for the disclosure to be complete.)

15. Scroll down the screen and enter: Protected Health Information Description and
Disclosure Comments.
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Disclosure Date (the disclosure date in MMDDYYYY format)

IU&H az007 | [EEle

* Origin Organization (whers the disclosurs originated)

Jus Tma =] /

* Disclosure Purpose (the purposs of the disclosurs) /

| Medical =l

Other/Detailz (*Required for all Mukiple Dizclosures):

To determine the member's fitness to perform any particular mizzion, assignment, order, or duty, -
including compliance with any actions rquired as a precondition to performance of such mission, =

* Protected Health Information Description (the description of the Protected Heslth Information disclossd)
I Complete Health Record(s)

/ [T Consultation Report(z)

Dizcharge Summary

History and Physical Examination

Laboratory Test(s)

Operative Reportis)

Pathology Reportis)

[ I B (R B B

Progresz Notez

If you need to attach a document to the disclosure request, follow these steps:
16. Enter the document title. (If applicable)

17. Click on the browse button to attach the document. (If applicable)

18. Select Route to Privacy Specialist from the Action drop-down menu.

19. Click on the Save button.

You may attach up to three documents, with file size not exceeding 2M

FILE 1: Document Title (sntsr this documsnt's titls)
ITest

Please select a file you wish to attach

|C:\Ducuments and Settings\s14708\0esktop\PHIMT TEST.doc Browse... Ih

FILE 2: Document Title (enter this document’s title)

Please select a file you wish to attach
I Browse... I

FILE 3: Document Title {enter this document’s titls)

Please select a file you wish to attach
I Browse. .. I

Action (sction for this request)

| Route to Privacy Specialist x| /
( Back ) Save ) ‘7

LasStU LCUItCU. J/07ZUTI1
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¢ The Request Summary screen will display.

Monday, May 14, 2007

Patient User Requests Requester
Current Request: Request summary
Simple Disclosure
Request Patient
Hame: Dhel Test
Summary S5N # 108883548
History Birth Date: 10-28-1530

Create New Request Address:

Search for a Request
Requester/Recipient

Hame: John Smith
Address: 1458 Terry Ln., Warston, MT 12554

Request Status: Routed for Approval
Request Creation Date: 05/14/2007 at 03:51:49 PM EOT

Request Last Update Date: 05/14/2007 at 03:51:49 PM EDT

Other Request Details

Patient Search

Description Details.
Reguest Type Simple Dizclosure Reguest
Disclosure Type Type: Specialized Government Functions (Active Duty Disclosure), ID: 676, Date:
081472007
Route to Privacy Specialist es
Identity Verified Text Social Security Number

Logoff

6.3.4 Record an Accounting of Disclosures Request

NOTE: The Disclosure Accounting hyperlink allows you to process a request for a report of all

disclosures that have been made for a particular patient. This activity consists of four
accounting of disclosure phases: Patient Selection, Requester Selection, Request Details, and

Request Action.

A patient may ask for an accounting of disclosures at any time. PHIMT allows for a quick

reporting of this information.

NOTE: Request Action allows you to route the request to your Privacy Specialist for approval
or denial or to your own worklist if you need to research it further.

To record a request for an accounting of disclosures:

1. Select the Requests Tab.

2. Select the Create New Request hyperlink.

3. Click on the radio button for Disclosure Accounting.

4. Click on the Next button.
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Patient User Requests /' Requester

ﬁ“"e"‘ LELLERE Create New Request
one

Select Request Type

(" Disclosure

Digclosure Accounting

¢ Simple Disclosure Request

Monday, September 24, 2007 \ Patient Search

Logoff

5. Search for the patient (You can search for a patient by the Sponsor’s SSN, by the patient’s

name/state, SSN, EDIPN or System ID).

6. Click on the Search button.

Monday, April 12, 2010 Eatient Search ~ Logoff

Patient \ User Requests /_ Requester

Current Request: Select Patient

Disclosure @
(

Create New Request _
Search for aRequest  Patient Search

()
®
@

Sponsor SSN (in #2484 format, enter 000-00-0000" if not known)

| I

_OR-
by Name/State (Last) (First)
(State) _(Birth Date in MW/DD/YYYY format)

_OR-

SSN (in #2222 format, enter 000-00-0000" if not known)
-OR-

EDIPH (Dol ED Person Identifier)

_OR-

by System ID (the identifier crested by this system for the person)

B

7. Select the patient from the Patient Search Results screen.

Monday, April 12, 2010 Patient Search  Logoff
Patient User %/ Requests '/ Requester
Current Request: Select Patient
Disclosure \ \ \ \
® @ @ @ ®
Create New Request
Search foraRequest  Patient Search Results
Search Results - Click on the name to select a person
qang D SSN Sponsor SSN Birth Date Address
Dunlap. Chad 756 263676761 2003-09-04 &573 Leading Tree Way Fairfax, VI
Dunlap. Noelle Kristine 1189 182483847 2002-09-04 £308 Betsy Ross Ci Fairfax, AL 09129

Other options:
Adiust vour search criteria and try again
Create a new Patient record
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8. Select the Requester: either a) select by the default patient or organization displayed, or b)

enter the information into the data entry fields, to search by patient, third party organization,

person, or organization. Complete only one field. (For this User Manual, the patient is

selected).

9. Click Select, or Search (for that field).

Thursciay, February 3, 2011
Patient User Requests Requester

Current Request: SelectFatisnt  Select Requester
Disclosure Accourtin
;] (O] @ O] (a)

Create New Request
Searchior aRequest  Requester Search

Choose one of the following options:
e

Patient Search  Logoff

A. Select the Patient {ihe request s being made by the Patient themselses)

[Duniap, Chad

B. Select a Third-Party Organization (a thirLparty requester, such 3 a law enforcd
Law Offices of Jos Gibbs, 1411 Jefferson Davis, Arfington, A 20220 |

€. Search for a Person (seavch for another person, or ackd 2 new one?)

Hame (Last) (First) An * may be used as g wild

System ID (the identitication number created by this system for the person)

e

EDIPN {21 external identifier for the person)

[

D. Search for an Organization fsearch for anather viganization, or 244 2 new one?)

Hame (Alf ar part af the name of the organization. An ® may be used as 8 wildoard,

DMIS Code (the external identifier for the oroamization)

e

(__Select )

hent agency or insurance company)

( select )

¥ Include Patiert Records
¥ Include Nan-Ptiert Records

Search D]

(_ Search )

10. Confirm the requester and recipient details. Verify that the information is correct and/or
enter the data into the information fields. (If changes are necessary, select Back, and make

the changes).

11. Click on the Next button.

Friday, Felbruary 11, 2005
Fatient User Requests Requester
Current Request: Select Patient Select Requester
Disclosure Accounting — — —
9 (1) @ (3 (a)
Create MNew Regquest . R
Search far a Request Confirm Requester and Recipient Details
Patient: Joe J Smith
Date of Birth: 1965-07-05
SSH: 121131414
Address: 23 King St., Charleston, SC
54536
Requester: .oe J Smith change
Address: [23 King St., Charleston, SC 34536 =] dd Mew
Recipient: Same a5 requester
set a different recipient
[ Back ] [ Mext /

Patient Search

Logoff
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12. Enter the Request Details: details of the request, identity verification (with description), and

authority verification (with description).

Friday, February 11, 2005

Patient User Requests Reguester
Current Request: Select Patient Select Requester  Request Details
Dizclosure Accounting T (7 @ )
1 ) 1 ) I_‘._'Jl

Create New Recuest ;
Search for @ Request Request Details

Patiert Search

Details of the Request (requester's comments, or instructions abant this request)

L

Patient iz requesting an accourting of disclosures.

Requester ldentity Verified (was the requester's identity verified?)
I Social Security Mumber ;I

ilitary 1T -
-

Requester Authority Verified was the requester's authorily to access information verified?)

Description of Requester Identity Verification (¥ the requester's identity was verified, how was it verified?)

|Patient iz Requester

[

|Patient is recuester |

2

Description of Requester Authority Verification (if the requester's authority was verified, how was it ven'ﬁea‘?l

Logoff

13. Scroll down the screen and enter: Information start and end date, request format, and request

classification.

14. Click on the Next button.

Requester Authority Verified (wzs the requester's anthority to access information verified?)

|Pa1ierrt iz Reqguester ;I

Patient iz requester. ﬂ
w

Information Start Date (ihe start date for the information In MW DDA format)

[12r1512004 v|

Information End Date (the end date for the Information In OO format)
[01 2012005 v|

Request Format (the format In which this request has been received)
I Received Reguest inWWriting LI

Request Classification (arn aptional classification for this request)

I Attarney LI
)—

(. Black VI Mext

Description of Requester Authority Verification (7 the requester's auihorily was verified, how was it verified?)

15. Enter the Request Action details.
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16. From the Action drop-down menu, select the appropriate person to route the request to. (The

Regular User would route the request to the Privacy Specialist or to their worklist).

17. Click on

the Save button.

Current Request:
Disclosure Accounting

Create Meww Reguest

Fridzy, February 11, 2005 Patiert Search  Logoff

Search for a Request Request Action

Patient User Requests Requester
Select Patient Select Requester Request Details Request Action

®

(O]

Patient

Hame: Joe Smith

SSH# 121131414

Birth Date: 07-05-1963

Address: 23 King 5t., Charleston, SC 84536

Requester Recipient
Hame: Joe J Smith
Address: 23 King St., Charleston, SC 54536

Details of the Request (requesters comments aboot the scope of this request)
Patiert iz requesting an accourting of disclosures

Approved Part (for partiatly approved requests, describe part of request that was approved)

| 3

Denied Part (for parially denied requests, describe part of request that was denled)

Action (gction for this request)
IRDuta to Privacy Specialist j

( Back 3 ( Save 47

»

4

¢ The Request Summary screen will display.

NOTE: The current disclosure accounting appears in the status box.

Fridlay, February 11, 2005

Current Request:
Dizclosure Accounting

Summary
Hiztary
Daocuments
Request Details
Request &otion

Creste Mew Reguest
Search for a Request

Pstiert Search  Logoff

Patient User Requests Requester

Request Summary

Patient

Hame: Joe J Smith

SSH#® 121131414

Birth Date: 07-05-1965

Address: 23 King St., Charleston, SC 54536

Requester Recipient
Hame: Joe J Smith
Address: 23 Hing St., Charleston, SC 84536

Request Status: Routed Reguest For Acceptance
Request Creation Date: 02/11/2005 at 01:05:04 PM EST

Request Last Update Date: 024112005 at 01:05:06 PM EST

Other Request Details

Description Details
Recuest Type Disclosure Accounting
Details of the Reguest Patient is requesting an accounting of disclosures
Start Date 121552004
End Date 012052005
Authority Yerified Patient is Reguester
Serify Authority Test Patient is requester.

Last Ed

ited: 3/3/2011
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6.4 REQUESTER TAB ACTIVITIES

The Requester tab (shown below) provides access to all PHIMT Requester data and allows you
to access information about the individual or organization making the disclosure request. You
must first identify an organization or individual as the requester. This can be accomplished on
the Requester Search screen. The hyperlinks become active on the Requester Summary screen
once a requester has been designated. Access to requester data is provided by these hyperlinks:

Requester Summary
Requester Requests
Requester Profile
Requester Search

Mone

Friday, February 11, 2005 Patient Search  Logoff
Patient User Requests
L [ s Requester Search

Redguester Summary
Fequester Reqguests
Reguester Profile

Beguester Search

Choose one of the following options:

A. Select the Patient (the request Is belng made by the Patient themseles)

|smith, Joe J

B. Select a Third-Party Organization 'z thircdparty requester, such a5 & law enforcement S0ency of INSIFance cokmpanyl

ILaW Offices of Joe Gibbs, 1411 Jefferson Davis, Arlington, WA 20220 vI

C. Search for a Person (search for apother person, oF 3dd 3 new one®)

Hame (Last) (First) An ™ may be Lsed 25 3 Wildcard.

System 1D (the identification number created by this system for the person)

I— ¥ Include Patient Records

. . ¥ Include Mon-Patient Recards
FMP-SSH (an external identifier for the person)

I

D. Search for an Organization (segrch for gnrother organization, oF gadd @ new opet)

6.4.1 Requester Search

NOTE: The Requester Search hyperlink allows you to search for a particular requester. (You
are searching for a patient in the database).

To search for a particular requester:

p—

N

bt

>

Select the Requester Tab.
Select the Requester Search hyperlink.
Enter the person’s name for the search.

Click on the Search button.
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Thursday, February 3, 2011 Patient Search  Logoft

Patient ) User y Requests Reguester

Current Request: Select Paient  Select Requester

Disclosure @ p
(

()

Create Mew Reguest
Search for aResuest  Requester Search

Choose one of the following options:

A. Selectthe Patient (the request is being made by the Fatient themselves)

[Guniap, Chad  Seed ) 4

B. Select a Third-Party Organization (2 thircbpanly requester, such as & law enfdrcement agency or Insurance company)

Law Otfices of Joe Gibbs, 1411 Jetferson Davis, Arlington, Y& 20220 = ( Selest )

€. Searchfor a Person (search for another persan, or add a new ane’)

Hame (tast) (First) An ™ may be wsed as a wikicard.

System ID the dentification mumber created by this system for the persan)
—— [ Include Patient Records

¥ Inciude por-Patiert Records
EDIPH (an sxternal idsniiier far the person)

Search b

D. Search for an Organization (Search for anather DIGanzation, or 34 2 pew one™)

Hame ¢4/ or part of the name of the organization. An * may be used as @ wildeard )

DMIS Cocde (the sxternal identifier far the organization)

( Search )

5. Select the patient from the Requester Search Results screen.

Monday, April 12, 2010 Patient Search  Logoff

Patient ) User Requests Requester

Current Requester: Requester Search Results

Test, Ahebac
Requester Summary Search Results - Click on the name to select a requester
Reguester Requests D Address
Reguester Profile -
Smith, Jehn 253 1455 Terry Ln., Warston, MT 12554
B Search I Smith, John I 748 13450, Bob Wikkon, San Diego, CA 82134

743 34800, Suite 4, San Diego, CA 92134-5999

Other options:

Adjust vour search criteria and trv again
Create a new reguester as a person
Create a new reguester as an organization

¢ The Requester Summary screen will display. The Regular User can display reports and/or
letters by clicking the Display button or accessing another hyperlink.

Friday, February 11, 2005 Patient Search  Logoff

FPatient User Regquests Requester

Current Requester: Requester Summary
Thomas, Fred Sr

Requester Summary Summary kem Filters ( Dizplay 3
Requester Requests
Requester Profile I ' Reports W Letters I

Eeqguester Search
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6.4.2 Requester Requests

NOTE: The Requester Requests screen displays the status of all requests that were generated by
a particular patient or organization.

To view the status of requests:
1. Select the Requester Tab.
2. Select the Requester Search hyperlink.
3. Enter the person’s name for the search.
4. Click on the Search button.
5. Select the patient from the Requester Search Results screen.
6. Click on the Select button.
¢ The Requester Summary screen will display.

NOTE: Steps 1-6 for Requester Requests are the same as those for Requester Search,6.4.1.
Refer to steps 1-6 in 6.4.1 for screen display information.

7. Select the Requester Requests hyperlink.

Friday, February 11, 2005 Patient Search  Logoff

Patient User Reguests Requester

Current Requester: Requester Summary
Thomas, Fred Sr

Summary lkem Filters | Display )
Requester Requests
i Reports ¥ Letters

Requester Search

¢ The Requester Requests screen will display. All requests for that particular patient or
organization and the status of those requests will be displayed. (Regular Users can view the
status of a disclosure; however, they cannot view the details of the disclosure. They do not
have access to the Request Session ID).
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Friday, February 11, 2005

Current Requester:
Thomas, Fred Sr

Requester Summary
Requester Requests
Reguester Profile

Requester Search

Patiert Search
Patient User Reguests Reguester
Requester Requests
Total Reguests: 19
ests
. Creation
Reqguest Type Patient Requester User Status Cd Date
Disclosure Thomas, Fred Thomas, Fred Pradeep Reguest was Accepted 0142552005
Accounting Sr Sr Thaivalappil
Disclosure Thomas, Fred Thomas, Fred  Pradeep Reguest was Accepted 01,25/2005
Accounting Sr Sr Thaivalagpil
Disclosure Thomas, Fred  Thomas, Fred  Pradeep Reguest was Accepted 01/25/2005
Accounting Sr Sr Thaivalagppil
Disclosure Thomas, Fred Thomas, Fred Pradeep Reguest was Accepted 104202004
Accounting Sr =r Thaivalappil
Disclosure Test, Pradeep  Thomas, Fred  Pradeep Completed 1072002004
Accounting Sr Thaivalappil
Dizclosure Thomas, Fred Thomas, Fred  Pradeep Completed 10/20/2004
Accounting Sr Sr Thaivalappil
Dizclosure Thomas, Fred Thomas, Fred  Pradeep Routed Request For 101972004
Accounting =14 Sr Thaivalagppil Acceptance

Logoft

6.4.3 Requester Profile

NOTE: The Requester Profile hyperlink allows you to view information about the individual or
organization making the request.

To edit the requester’s profile:

1. Select the Requester Tab.

2. Select the Requester Search hyperlink.

3. Enter the person’s name for the search.

4. Click on the Search button.

5. Select the patient from the Requester Search Results screen.

6. Click on the Select button.

¢ The Requester Summary screen will display.

NOTE: Steps 1-6 for Requester Profile are the same as those for Requester Search, 6.4.1. Refer
to steps 1-6 in 6.4.1 for screen display information.

7. Select the Requester Profile hyperlink.

Last Edited: 3/3/2011
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Friday, February 11, 2005

Current Requester:
Thomas, Fred Sr

Reguester Summary
Reguester Profile

Reguester Search

Patient User Requests

Requester Summary

Summary lkemn Filters | Dizplay 3

| Reports [ Letters

Reguester

Patient Search

Logott

8. Enter the required information: name, requester type, EDIPN, SSN, Sponsor SSN, birth date
of the requester. Use drop-down menus where applicable.

NOTE: The required fields are marked with an asterisk.

9. Click on the Update button.

Current Requester:
Test, Ahebao

Requester Summary
Requester Requests
Requester Profie

Reguester Search

miScussieLEiafii A Larsannaalls

* Hame iLast) (First) (Middle) (Srir)

[rest [anebao [ [

*Type
Patient -

EDIPN (DeD £D] Person identifier)

0204634497

* SSH (in ###-54-#552 format, enter 000-00-0000" if not known}

sar | [;o | -[ees0

* Sponsor $SN (in #5554 format, enter 000-00-0000" f not known)

System ID (the ientifier crested by this system for the person)
1298

* Birth Date (birth date in MM/DD/YYYY format)
o7 |/Ji3_|/[rse2

Email (sxample: johnf@yahoo.com)

Comments (genzral comments about or for the person)

=
=

q( Tposte )

6.4.4 Requester Summary

NOTE: The Requester Summary hyperlink allows you to display all the letters and reports that

were requested.

To view a summary of all disclosure letters and reports:

1. Select the Requester Tab.

2. Select the Requester Search hyperlink.

3. Enter the person’s name for the search.
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4. Click on the Search button.
5. Select the patient from the Requester Search Results screen.
6. Click on the Select button.

e The Requester Summary screen will display.

NOTE: Steps 1-6 for Requester Profile are the same as those for Requester Search, 6.4.1. Refer

to steps 1-6 in 6.4.1 for screen display information.
7. Select Letters or Reports (or both) by placing a check in the checkboxes.

8. Click on the Display button.

Friclay, Februsry 11, 2005

Patient Lser Requests Requester
Current Requester:  Requester Summary
Thomas, Fred Sr /
Reguester Summary Summary tem Filters | Display )

Reguester Requests

Reguester Profile Reports - Letters

Reauester Search

Patient Search

Logaft

e A summary of all letters and reports of disclosures made by that requester will be displayed.

Friday, February 11, 2005 Patient Search  Logoff
Patient User Reqguests Reqguester

Current Requester: Requester Summary

Thomas, Fred Sr

Recuester Summary Summary Item Fiters | Digplay \

Requester Requests

Recuester Profile M Reports [V Letters

Requester Search
Reports
D Date Perzon Title
366 01 /25720035 Fred Thomas Sr Protected Heatth Information Disclosure Report
364 01 /25720035 Fred Thomas Sr Protected Heatth Information Disclosure Report
363 01 /2572003 Fred Thomas Sr Protected Health Information Disclosure Report
303 10/20/2004 Pradeep Test Protected Health Information Disclosure Report
301 10/2052004 Fred Thomas Sr Protected Healtth Information Disclosure Report
270 09/2172004 Fred Thomas Sr Protected Health Information Disclosure Repart
16 07 0Er2004 Fred Thomas Sr Protected Heatth Information Disclosure Repart
Letters
D Date Person Title

307 111652004 Fred Thomas Sr Digclosure Report - Denial-Before Letter
304 1072052004 Pradesp Test Dizclosure Report - Approval Letter
302 1072072004 Fred Thomas Sr Dizclosure Report - Approval Letter
283 0972172004 Fred Thomas Sr Disclosure Restriction - Approval Letter
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7.0 USER ADMIN FUNCTIONALITY

The following information will provide you with step-by-step instructions for adding
organizations, and establishing User-to-User Relationships (establishing office workflow).

Your role as User Admin requires you to perform various PHIMT activities to establish and
maintain user information. The steps for performing these activities will be presented here and
include the following:

e Establish workflow
Setup a queue
e (reate a requester favorites

7.1 ESTABLISH WORKFLOW

User-to-User relationships affect how requests are routed within PHIMT. These relationships
need to be constructed in a manner that allows them the most use of all available Action Types
shown on Request Action and Edit Activity screens. A typical request may be routed to a User
Worklist, Privacy Specialist, or Other User. The User-to-User Relationships screen defines
specific users who would be fulfilling these roles. This table shows the definitions of available
user relationships.

User Relationship Definitions

User Role Description
Privacy e Privacy Specialist is a user who is responsible for accepting and approving
Specialist disclosure and disclosure accounting requests.

e A Privacy Specialist for a Regular User is usually someone from the same
organization who is working in the Privacy Office.
e A Privacy Specialist for a Privacy Specialist is a person at the high level
who is working in the Central Privacy Office.
NOTE: The person selected as a Privacy Specialist should also have Privacy
Specialist permission assigned to them by the User Admin.

Backup e Backup Person is a user who acts in your place whenever you are not able to
Person attend to your requests due to being out of the office for business or
pleasure, changing work priorities, or other reasons.
¢ All outstanding requests assigned to you will be reassigned to your Backup
Person at the time when the Backup Person relationship is assigned.
* Any new requests will be routed to your Backup Person instead of you.
You can assign a date when the Backup Person relationship should end or
leave it open ended.
NOTE: End the Backup Person relationship as soon as you can resume working on
your own requests.
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To set up a Workflow:

1. Scroll to the bottom of the User Profile screen (Regular User).

2. Click on the New button next to Privacy Specialists.

Thete are ho Aliowe

Backup Persons

Information Office

There are no Reqgue.

Allowed Worklist Viewers | hleas b

b )
hame Start Date End Date

o Waorkiist Viewers configived. Click new to add ahe.

[ Mew )

Iame Start Date End Date

There are ho Backap Persons configived. Click new to add ane.

re [ hlew )

Iame Start Date Endl Date

There are no information Officers configived. Click new to add one.

Privacy Specialis‘t
e Start Date End Diate

Theve are ho Privacy Specialists configived. Click new to add ane.

Request Routing Contacts | ey )]

b P
Iame Start Date End Date

st Rowting Contacts configived. Click new to add one.

3. Enter Search Criteria for the Privacy Specialist that you want to add.

4. Click on the Search button.

Monday, January 24, 2005 Logoft
Uszer Adrnin
Current Admin: User Profile | User Search
Scovel, Matalie
LIS Tha&,
Hame fLast) (Firsi)
Organizations IV\nlson James
Application Users !
QuELE Lsers System 1D (the identiiier created by this systemn far the person)
Uszer Search I
Add User
ﬁu’ Search )
5. Select the appropriate Privacy Specialist from the search results and click on the Select
button.
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Monday, January 24, 2005 Logoff
User Admin
ol TGO User Profile \ User Search
Scovel, Matalie
LIS This, Search Results
(=] Mame SEM Birth Date Address
Qraanizations m—} = 504 \ilsan, James
Gueue Users
User Search € Select “
Add User Other options:
Adiust vour search criteria and try again.
Copyright @ Mew Gowemanece, Ine. Z000-2004, ALL RIGHTS RESERWED
“wersion: .24
6. Set the Relationship Start Date/End Date. (The end date is optional).
7. Click on the Save button.
Logotft

Monday, January 24 2005
User

Current Admin:
Scovel, Matalie
LIS Th,

Crganizations
Application Users
Queue Users

User Search
Acid User

=M

Admin

User Profile | Privacy Specialist Details

04 TOR Y the date when the relationship Degan or will begin)

Relationship End Date [O0270ONAL the date when the refationship snded or will endl

( Save  ——

¢ The Privacy Specialist is added to the User Profile screen.

i ey )

Mame

d Worklist

There are no Allowed Workiist Wewers configured.

K e a

Mame

Backup Persons

I Mewne b

Mame

Information Officers

[ P )

Mame

Privacy Specialists

‘ James Wilzon

There are ho Backuw Persons cobfigured. Click new to add one.

There are no Information Offfcers configured. Click new to add ane.

Start Date End Cate

Click new to add one.

Start Date End Date

Start Date End Cate

Start Date End Date

01 j24520035

—

i Mesne i)

Mame

Request Routing Contacts

There are no Request Rowting Contacts conffgured. Click new to add ane.

Start Date End Date
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7.2 QUEUE SETUP

A queue is a distribution list for a specific organization that is comprised of two or more Privacy
Specialists. The User Admin at the local command is responsible for setting up a queue. Queues
are created to expedite the process of approving/denying a disclosure. Only users affiliated with
a given organization will see that organization’s routing options.

To setup a queue:

1. Select the Admin Tab.

2. Select the Queue Users hyperlink.

Current Admin:
Scovel, Matalis
LIS This

Crganizations

Maonday, Janusry 24

2005

/

User Adrmin

Organizations

Origin Organizations

I Mame Parent Mame

Aodress

Logaff

Cortact  Contact

Persan Phaone
Geue Users . 3
1008 10th MED GROUP-USAF USAFL 4102 Pinion Drive Ste 4000
LUser Search ACADEMY CO USAF Academy, CO 80840
Ludd User 1109 10th Med GROUP- PETERSON AFB  HQ AIR FORCE SPACE
COMAND
957  11TH MED GRP-BOLLING HG Air Force (Direct reporting 235 Brookley Awenue RM 125
unit) Buolling &4FB, DC 20032
1070 11tk VWing LS &ir Force 11 MDGISGHE 238 238 Brookley
Ave
Buolling &F8, DC 20032
§33  1215T GEM HOSP SEOUL 18th MEDCOM - KOREA Uinit # 15244
AP0 AP
, Q6205
3. Click on the Modify button to add a new queue.
Tuesday, January 25, 2005 Locoft

Current Admin:
Scovel, Natalie
LS Thia,

Crganizations
Application Users
Gueue Users

User Search
Add User

User Adrmin

Queue Users

User Queue ITMA Medical Clinic

Queue Members All Other Users

;IM

Joe Jones

Joe Miller

Joe Smith

Pradeep Thaivalappil

Admin 53

Aclmin Acmin

User Admin

hiike Beedle
Christophet Brown
Ted Brown

“ince Carter

Andy Cirillo

Amanda Colantuoni
Lawverneus Coles
Liza Dorsey
Amanda Dunlap
Chad Michael Dunlap
Chad Michsel Dunlap
Chad Michael Dunlap
Chriz Foster

Sarkiz H Jalkian
Sarkiz Jalkian

Joe Johnson

First Middle Lazt

4 Enable
» Disable

4. Click on the New button.
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Tuesday, Januaty 25, 2005
User Admin

Current Admin: User Queues

Scovel, Matalie
S Thia,
User Queues ey )

Organizations
Application Users
Gweue Users

D Cueue Mame

1 [iMa Medical Clinic

User Search
&dd User

i Save )]

“arsion: .24

Copyright @ Mew Gowvermanee, Inc. 2000-2004, ALL RIGHTS RESERVED

Logaff

5. Enter the description of the Queue in the text box.
6. Click on the Save button.

7. Once saved, select the Queue Users hyperlink.

Tuesday, January 25, 2005 Locoff
User Admin

Current Admin: User Queues

Scovel, Matalie

LS Thia,

User Queues | Mewne >
organizations
s [e] Ciueue MName
‘ Bucus Users 1 Th2 Medical Clinic
mer Search 4 [faeresl Hospital > )
[T 34
Copwyright @ Mew Gowvemance, Inc. 2000-2004, ALL RIGHTS RESERWED
ersion: 2.4
8. Select the Queue you created from the drop-down box.
Logoft

Tuesday, January 25, 2005
User Admin

Current Admin:
Scovel, Natalie
LIS Thils

Queue Users

;/%)

User Queue | TMA Medical Clinic
T2, Medical Clinic

Organizations
Application Users
Qusus Users

Queus Mem

Joe Jones
User Search Joe Miller
Add User Joe =mith

Pradesp Thaivalappil

4 Enable ]
»Disable ]

All Other Users

Acdmin 53

Admin Admin

Us=ser Admin

Mike Beedls
Christopher Brovwn
Ted Brown

wince Carter

Andy Cirillo

Amanda Colantuoni
Lavernsus Coles
Liza Dorsey
Amanda Dunlap
Chad Michae Dunlap
Chad Michae Dunlsgp
Chad Michael Dunlap
Chris Foster

Sarkis H Jalkian
Sarkiz Jalkian

Joe Johnson

9. Select the users that you want to add to the queue and click on Enable.
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10. Click on the Save button.

Current Admin: Queue Users
Scovel, Natalls
US This
User Queue [Maval Hospital =1 ¢ Moty )]
Organizations
Application Users

Queue Members All Other Users
Gueue Lsers

Admin 53 =~
User Search Erin Miller dmin &.dmin =
Add User James Wilson Adming Admin3

Clirton Portis Adming Adming

Addming Admins
Addming Adming

Adming Admin?

Acdming Adming

Amanda Colantuoni
Duniap

Aman
@Enable | |4ndy cirilo
Chad i unlsp

ichael Dunilap
Chris Foster
Christopher Brown

First Midle Last

Frea Thoms |
Igar Mameshin

Jos Johnson

Jos Jones

o Miller

Joe Smith

Kevin York

Laverneus Coles

Lize Dorsey

Mike Besdle

Mause Mickey

Hatalie Soovel

Matalie Scovel il

¢ The queue that you added will show up in the user’s worklist.

Tuesday, January 25, 2005

User A Admin

Current User: User Worklist
Scovel, Matalie
LIS ThaA,

User Worklist
by Profile A ctivity Request o .
My Requests ke S i Activity 1D Source Patiert Requester Status
Pty Worklist

There are na activities an yaur warkiist

Logoff

Creation Date

Switch organizations

Haval Hospital Worklist
'Y Requsst A ctivity 1D Source Patisrt Redquestsr Status

There are no activities for this gquenls

Creation Date

7.3 REQUESTER FAVORITES

An organization can create a list of requester favorites that show up in the requester drop-down
list. User Admins can set up the list of favorites per organization. If an organization name is not
in the favorites list, the user will be allowed to search for it manually. A given “requester” can

appear in multiple “favorites” lists.

To set up an organization’s requester favorites:
1. Select the Admin Tab.

2. Select the Organization’s hyperlink.

3. Select the ID hyperlink for your Origin Organization.
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Monday, January 24, 2005 /
Admin

ser
(CTUTTEE S48 TTE Organizations
Scowvel, Matalie
LS This,

Origin Organizations

Organizations
M D Mame Parent MName Address wontsct
Ferzon

Gueue Users

Contact
Fhone

1006 10th MED GROUP-USAF USaFA, 4102 Pinion Drive Ste 4000
User Search : ACADEMY CO USAF Academy, O S0840
fld User 1009 10th Med GROUP- PETERSOMN AFB  HQ AR FORCE SPACE
COMMAND
a7  11TH MED GRP-BOLLIMNG HZ Ajr Force (Direct reporting 235 Brookley Avenue R 125
unit) Balling &AFB, DC 20032
1070 11th wying US Ajr Force 11 MDG/SGHS 238 238 Brookley
Ane

Baolling AFB, DT 20032

Logoff

4. Scroll down to Favored Requesters and click on the Add button.

( Update )]
Contact People | ey ¥
[m} Mame Phone Address Primary

There are currentiv no contact people associated with this organization. Click new to add one.

Child Organizations [ [ )l
[n] Plame Acdress Contact Person Contact Phone Active

There gre currently po child organizations associgted with this organization. Click pew to add one.

Favored Requeste @

ICx 1= Acdress

There are currentiy po favored requesters associgted with this organization. Click new to gdd ope.

Associated Addresses [ Mewr D]
[n] Street City State Zip Afternate Primary
709 4102 Pinion Drive Ste 4000 USAF Academy [sle] S0g40 ko =

5. Enter organization search criteria.

6. Click on the Search button.
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Current Admin:
Dunlap, Jackson
LS ThA

Invoice Defaults
Organizations
Application Users
Queue Users

User Search
Add User

Wednesday, January 26, 2011

User \ Admin

Requester Search

Choose one of the following options:

Loaff

A. Select a Third-Party Organization (2 thirdbparty requester, sich as 2 law
Law Offices of Joe Gibbs, 1411 Jefferson Davis, &rlington, V& 20220 ;I

B. Search for a Person (search for anather persan, or add & new ane*)

Hame (Last) (Firstl An ™ may be nsed as 2 wildca

System 1D (the identification number created by this system for the persan)

[

EDIPN (an external ientifier far the person)

[

C. Search for an Organization (search for another organization, or add @ new one®)

Hame (A4 ar part of the name of the orgamization. An *' may be used 25 a wikicard.)

ILaW Offices of M. Mccarran

DMIS Code (the external identifier for the oeganization)

[

agency ar

Select )]

[ Include Patiert Records
[ Include Non-Patient Records

(__Search _

(_ Search 34

* Vou must search for an existing requester or requesting orgarization before adding & new one.

FOR OFFICIAL USE OMLY

7. If the requester is not found, click on the “Create a new requester as an Organization’

hyperlink.

2

Monday, January 24

Current Admin:
Scovel, Matalie
Us T

Organizations
Application Users
Queus Users

User Search
@l Liser

. 2005

User M Admin

Requester Search Results

Search Results
| Rame

Therse were no resulits that matched yvour search criteria.

Other options:
Adiust vour search criteria and try acgain.

Create & new reguester as & person

/Create & new requester ss an organization

Address

Copyright @ Mew Gowemance, Inc. Z000-2004, ALL RIGHTS RESERWED

nAersion: .24

Logoff

8. Enter the name of the Organization.

9. Select the organization type from the drop-down box.
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Monday, January 24, 2005
User Admin

Current Admin:
Scovel, Matalie
LIS Thi2,

Organization Details

* Hame (Js 3 subsidiary, start the organization name with its parent's hame)

Organizations
Application Users
Gueue Users

ILaW Offices of M. Mccarron

Type
User Search I Aftarney LI

Ao User —

DMIS Code (an aptionar alternative Jdentifier for the arganization)

[

Parent Organization
UZ Thia,

Alternate Communication Instructions (special instructions to send correspondence to the organization)

Logotf

10. Scroll down to the bottom of the screen and click on the Save button.

Parent Organization
LS Thae,

Ahlternate Communication Instructions (special instructions to send corvespondence o the organization)

Comments (gereral cormments about or for the organization)

KD

Primary (checked iF the arganization Is primans)

-

Active [checked i the arganization can be selected for authorizations, disclasures, etc.)

~

KD

Origin (checked iF the organiration can be selected a5 an origin for disciosares)

-

RequesterRecipient (checked If the arganization can be selected 85 a requester or reciplent far disciosires or reqllests)

=

tT—

11. Enter the Organization Address Details and click on the Save button.

Monday, January 24, 2005

User \ Admin
Sl Adining Address Details

Scovel, Matalis

US ThA, Address Format (4720 and FRO address showid use USA format)

use & irternationsl
Oroanizations
Application Users * Mddress Line 1 (the primany acaress ine)
Queue Users

[12= Deer Lane

User Search
Add User Address Line 2 (narmally a suite ar apartment)

* City (oity name, or APQ ar FRO)
[rtingtar

Ve =
* Postal Code (USA. frant )

Comments (generai comments about or for the address)

* State (e character state identiier: 1L, MN, GO, stc., or AAAEAP for APCGYFPO)

W)

Logoft

If you are entering an International Address, click on the International radio button.
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pnday, January 24, 2005 Logotff
User Admin
preent Admin: Address Details
ovel, Matalie
This, Address Format (AP0 and FPO address showld wse USA format)

usa 0 irternational (%

anizations

plication Users Country (colstry rame)

Lk
eue Users |Antigua LI

L=er Search - N
lacid User International Address Line 1

International Address Line 2
International Address Line 3

Comments (general comments about oF for the address)

KIS 1

( Save P

¢ The organization that you added now appears in your requester favorites.

( Update D

Contact People | e bl
T Mame Phone Address Primary

There are currentiy no contact people associated with this organization. Click new o add ane.

Child Organizations ey 3
I hame Address Contact Perzon Contact Phone Active
There gare cureently no child organiz ations associated with this orgamization. Chick new to add one.

Favored Requesters | Add D)
Address
< 1220 Lawy Offices of M. Mccarron 123 Deer L., &rlington, WA 22345 rEmove
—

Asz=zociated Addresses | (RN ¥
[|n] Strest City State Zip Alternate Primary
Tog 4102 Pinion Drive Ste 4000 USAF Acadermy [a(a] 80540 Mo [l

Phone Humbers | [ )

IC Phone Comment Active Primary

There gre currently no phone puombers on record for this orgamization. Chick new to gdd one.
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® When logging in as a Regular User, the organization that you added will appear in the
requester favorites drop-down box for your organization
Tuesday, January 25, 2005 Patiert Search  Logoff|

Patient User Requests Requester

ﬁ"”"“‘ Requester:  Requester Search
one

Choose one of the following options:

Requester Summary

Requester Regquest A. Select a Third-Party Organization (2 thirdparly requester, such as o t agency or Insura )
Requester Profile Laww Offices of M. Mooarron, 123 Deer Ln., Arlington, YA 22345 j  select )
Reouester Search
B. Search for a Person (search for another person, or add a8 new one*)
Hame fLast) (First) An * may be nsed a5 a wildcard,

System 1D (the identification number created by this syster for the person)

l— ¥ Include Patient Recards

— I/ Include Mon-Patient Records
FMP-SSH (an external identifier for the person)

I ( Search )

C. Search for an Organization (search for another organization, or add 8 new ane*)

Hame (A)f ar part of the name of the organization. An *' may be nsed as 2 wildeard.)

DMIS Code (the external identifier for the crganization)

I ( Search )
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8.0 GLOSSARY

To facilitate clarity the following terms will be used throughout the document and are defined as

follows:

TERM DEFINITION
An action that results in the temporary postponement of a previously
approved disclosure. The suspension can be either specific (referring to a

Accounting Suspension | particular disclosure) or type (referring to a disclosure of a particular type).
Suspensions can be oral, lasting for up to thirty days, or written, lasting up
to six months.

Action A specific activity that requires a response to a request.

Add Organization A hyper.li.n.k on the Admin Tz.ab ‘that allows the User Admin to enter new
user facilities to the current listing

Add User A hyperlink on the Admin tab that allows the User Admin to enter a new
user into the database.
One of two label tags that provide access to a set of User Admin activities

. that regulate administrative functions of the PHIMT database. These

Admin Tab Lo A ! .
activities include: maintaining disclosure types and organizations, and
creating/modifying users.

All User’s List A hyperlink on the Admin tab that provides a listing of all users in the
database. This hyperlink makes user management available.
An option that allows the User to send documentation or files with a

Attach )
disclosure.

Authorization A hype.:rlink on the Patient tab that allows the User to process an approval
for a disclosure.

Back A navigation button that allows the Regular User to return to the previous
screen.

Complaint Activi.ty that allows a user to file a HIPAA grievance against a person or
organization.

Create An option that allows the Regular User to initiate a new activity.

Create New Request A hyperlink on the Requests tab that allows the Regular User to initiate a
request for a new disclosure activity.

Disclosure A hyperlink on the Requests tab that allows the Regular User to forward a
release of protected health information to the Privacy Specialist.

Disclosure Accounting A h.yperl?nk on the .Requests tab that allows the Regular User to process a
justification for a disclosure.

Disclosure Details Refers to information about a specific release that the Regular User can

Disclosure Restriction Placing constraints on either the information being released or its recipient.
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DEFINITION

Display

An option that allows the Regular User to view various types of
information about a particular patient or disclosure activity.

Generate Form

A hyperlink on the Patient tab that allows the Regular User to create
forms and letters for various disclosure activities and situations.

Login The opening screen that requires a User ID and Password.

Logoff A hyperlink that allows the Regular User to exit PHIMT.

MDR Data Data that has been imported from the MHS Data Repository.

MTF Military treatment facility.

My Profile A hyperlink on the User tab that allows the Regular User to enter/update
personal information and preference data.

My Requests A hyperlink on tl.l? User tab that allows Regular Users to view the status
of all requests initiated by them.

) A hyperlink on the User tab that serves as an electronic inbox. It allows

My Worklist Regular Users perform desktop duties such as viewing all tasks currently
assigned to them.

New An action button that allows the Regular User to develop a new item,
patient, or organization.

New Patient Record A hyperlink on the Patienl.; Search Results screen that allows Regular
Users to provide information about a new patient.

Next A navigation button that allows the Regular User to proceed to the next
step in an activity.

Organization A Military Service or MTF.

Organization A hyperlink on the.: Admiq ta}) that allows the Uger Admin to create

Management and/or modify facilities within the database. This term refers to the
process of maintaining a user’s organization profile and status.

Patient Profile A hyperlink on the Patient tab that allows the Regular User to create or

edit patient information.

Patient Search

A hyperlink on the Patient tab and main screen that allows the Regular
User to look for a particular patient in the database.

Patient Tab A tag or label that provides the User with patient-specific activities.
PHI Protected Health Information.
PHIMT Protected Health Information Management Tool.

Privacy Specialist

The Privacy Officer or designee at an MTF or Service level. This role
allows the user to maintain disclosure reporting, approve/deny disclosure
requests, amend requests, and to restrict and suspend disclosures.

Record Disclosure

Documention and confirmation of the release of PHI.

Regular User

A general role with basic functionality. This role can create disclosures
and authorization requests that can be routed to a Privacy Specialist.
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Request The first step in initiating a disclosure activity.

Request Action A prompt for a specific performance? (route to Privacy Specialist or route
to your Worklist) to be taken on a disclosure.

Request Details Allqwing the Regular User to view relevant information about a
particular disclosure.

Requester The individual or agency asking for the disclosure.

Requester Profile

A hyperlink on the Requester tab that allows the user to view information
about the individual or organization making the request.

Requester Requests

A hyperlink on the Requester tab that allows Regular Users to view a
listing of all requests that were made by an individual or an organization.

Requester Summary

A hyperlink on the Requester tab that allows the Regular User to view a
brief of all requests initiated by an individual or organization.

A tag or label that allows the Regular User to access information about

Requester Tab =Tl . )
the individual or agency making a request for a disclosure.
Requests Tab A tgg or label that allows the regular Use‘r to' access mformat.lon‘ about the
activities that have been requested by an individual or organization.
A constraint put upon a particular disclosure activity. The constraint
Restriction could refer to denying access to a particular individual or a particular

time frame.

Revoke Authorization

A user rescinding a previous approval for a particular disclosure

A named collection of permissions. A role allows users with the same

Role permissions to be grouped under a unique name such as: Regular User,
User Admin, or Privacy Specialist.
Forwarding an approval request for disclosure to your worklist for later

Routing action, or to another individual. For example, a Regular User may
forward the approval request to a Privacy Specialist.

Save An action button that allows Regular Users to save data entries,
information, and procedures.

Search An action button that allows Regular Users to search for a particular

individual or activity.

Search for a Request

A hyperlink on the Requests tab that allows the Regular User to look for
a particular request made by that person.

An action button that allows Regular Users to select a particular patient

Select .

or activity.

Avgray box in the upper left corner of all screens. This box displays the
Status Box current information for a patient or activity; depending on actions being

performed.
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A hyperlink on the Phone Number Details screen of the Patient tab that
Summary allows Regular Users to view a brief of all disclosure activities for a

particular patient.

Summary Item Filter

A feature accessed on the Patient Summary screen. It allows the user to
display a synopsis on disclosures, suspensions, restrictions, reports, letters,
and complaints.

Suspension

The act of delaying a disclosure or putting it on hold temporarily.

Switch Organizations

A hyperlink on the User tab that allows Regular Users assigned to more
than one organization to switch between their organizations. This allows
them to change their primary status in an organization.

TCL The table where the MDR data is stored.

TMA TRICARE Management Activity.

Update An action button that allows Regular Users to update information or
perform additional activities.
A role that allows the user to set up all accounts for users within their
facilities as directed by the MTF Privacy Officer. The User Admin
creates and assigns user names and passwords, adds/modifies users from

. within their Service, assigns roles, creates user-to-user relationships,
User Admin

verifies the identity of individuals who access PHIMT, and provides login
information to users. The User Admin also creates workflows by routing
the requests of a Regular User to a Privacy Specialist and from a Privacy
Specialist to another Privacy Specialist, if necessary.

User Profile

Used when referring to the Add User activity. This profile screen allows
the User Admin to enter personal information and preference data about a
new user

User Role

A named collection of permissions. A role allows Users with the same
permissions to be grouped under a unique name such as Regular User,
User Admin, or Privacy Specialist. Each role has varying degrees of
permissions. Roles allow users with the same permissions to be grouped
under a unique name (ex. Regular User, User Admin, and Privacy
Specialist). The MTF Privacy Officer usually determines the appropriate
role.

User Search

A hyperlink on the Admin tab that allows the User Admin to search for a
particular user.

User Tab

A tag or label that allows the Regular User to access all PHIMT User-
related information. This tab is designed to track all tasks assigned to a
user
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User-to-User
Relationship

The different user types and how they work with one another. The User
Admin creates this relationship as directed by the MTF Privacy Officer.
The Privacy Officer understands how the MTF manages disclosures. The
User Admin understands how to create a workflow by routing requests of
a Regular User to a Privacy Specialist and from a Privacy Specialist to
another Privacy Specialist, thereby creating the working relationships
between the different users. Multiple user relationships can be established
throughout the facility.

9.0 USER ROLE PERMISSIONS

PHIMT PRIVACY SPECIALIST PERMISSIONS

PHIMT Privacy Specialist Enabled Permissions
Tab
Logon/Logoff Both
User Tab Change password

Switch to other organizations
Update address

User profile

User workflow

Workflow activity
Workflow request
Workflows tab

Admin Tab

Administrative workflow
Attach file

Backup person relationship
Organization management

Patient Tab

Create patient

New request: deny request now
Patient accounting request
Patient accounting suspensions
Patient alternate communication
Patient authorization

Patient disclosure restrictions
Patient profile

Patient search

Patient summary

Patient workflow

Record disclosure

View disclosure

Requests Tab

Complaint workflow
Disclosure accounting
Disclosure request
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Simple disclosure request

Disclosure imports

Edit request: accept request

Edit request: approve request

Edit request: complete PHI retrieval

Edit request: process complaint

Edit request: route to another Privacy Specialist
Edit request: route to other user

New request: process request now

New request: route to another Privacy Specialist
New request: route to other user

New request: route to My Worklist

Requester Tab

Requester summary
Requester workflow

PHIMT Regular User Tab

PHIMT User Admin Tab Enabled Permissions
Logon/Logoff Both
User Tab Switch to other organizations
Update address
User profile
User workflow
User worklist
Workflow request
Admin Tab All users list
Attach file
Organization management
User management
Patient Tab None (can perform patient profile and patient relationship
activities.)
Requests Tab None (perform new request: route to my worklist activity.)
Requester Tab None

Enabled Permissions

Logon/Logoff

Both

Patient Tab

Create patient
Generate form
Generate letter
Patient authorization
Patient profile
Patient search
Patient summary
Patient workflow
View disclosure

User Tab

Change password
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Switch to other organizations
Update address

User profile

User workflow

User worklist

Workflow activity
Workflow request
Workflows tab

Admin Tab

None (can attach file as part of another activity)
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