Instruction for completing Lost, Stolen, or Compromised Personally Identifiable information 
TMA BREACH Report

Use this template to report and provide updates on the occurrence of lost, stolen, or compromised personally identifiable information (PII) and/or protected health information (PHI).
· Do not use acronyms when completing this template.
· Please note that you must double click on the box and select “Checked” to select all that apply.  

· When events require an update to the original report due to significant changes, provide previous dates the report was submitted, any revisions, or additions to the original report in red text and note it as an updated report in item #3 of the revised report. 

· Submit this template and subsequent updates to PrivacyOfficerMail@tma.osd.mil  

1-8.  Self explanatory. 

9.  Describe the breach. Summarize the facts of the breach, with clarity, in 150 words or fewer as you currently know them, including:

· facts and circumstances surrounding the loss, theft, or compromise; 

· if the breach was internal, external, accidental, or intentional; 

· type of incident and if the data was in a secure location (e.g., locked room, cabinet, etc.); 

· if any documents were posted to a public web site or an Intranet;

· if any documents were faxed inside or outside of DoD
· whether the breach was investigated if so, who conducted the investigation and if any preliminary results are available; 

· if the breach is isolated or a systematic problem, 
· level of risk of harm to the affected individuals to include whether the impacted individuals were or will be notified within 10 working days of the identities being ascertained; or

· any other pertinent  information that you believe is relevant and pertinent.

10.  Describe actions relevant to the incident.  For example, actions taken to mitigate any harm that could result from the loss; remedial actions that have been, or will be taken to prevent similar incidents in the future, if the data was recovered, additional training conducted, policy or guidance issued.

11.  Self explanatory

12.  Self explanatory

13.  Self explanatory
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