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Documentation of
Security Actions

Standard  Requ irement
The  S e c u r i t y  R u l e  r e q u i r e s  c o v e r e d  e n t i t i e s  t o  “ m a i n t a i n  t h e  p o l i c i e s
and  p rocedu re s  imp lemen ted  t o  comp ly  w i th  t he  [Secu r i t y  Ru l e ]  i n
w r i t t e n  ( w h i c h  m a y  b e  e l e c t r o n i c )  f o r m ”  a n d  m a i n t a i n  a  “ w r i t t e n
( w h i c h  m a y  b e  e l e c t r o n i c )  r e c o r d ”  o f  a n y  “ a c t i o n ,  a c t i v i t y  o r
a s s e s s m e n t ”  t h a t  i s  r e q u i r e d  b y  t h e  s t anda rds  and  imp lemen ta t i on
s p e c i f i c a t i o n s  o f  t h e  R u l e .

T h i s  s t a n d a r d  i n c l u d e s  t w o  p a r t s .   T h e  f i r s t  p a r t  r e q u i r e s  c o v e r e d
e n t i t i e s  t o  d o c u m e n t  i n  w r i t t e n  f o r m a t  ( p a p e r  o r  e l e c t r o n i c )  p o l i c i e s
a n d  p r o c e d u r e s  p e r t a i n i n g  t o  t h e  p r o t e c t i o n  o f  e l e c t r o n i c  p r o t e c t e d
h e a l t h  i n f o r m a t i o n .   W h e n  o rg a n i z a t i o n s  d e v e l o p  a n d  m a i n t a i n  t h e i r
p o l i c i e s  a n d  p r o c e d u r e s  a s  p a r t  o f  a n  “ o r a l  t r a d i t i o n ”  o n l y,  t h e y
b e c o m e  v u l n e r a b l e  t o  s e v e r a l  t h r e a t s .   O r a l l y  d e v e l o p e d  a n d
t r a n s m i t t e d  p o l i c i e s  t e n d  t o  d r i f t  i n  r e s p o n s e  t o  l o c a l  c i r c u m s t a n c e s
t h u s  h e l p i n g  p r o d u c e  v a r y i n g  p r a c t i c e  a c r o s s  t h e  o rg a n i z a t i o n .   I n  t h e
a b s e n c e  o f  w r i t t e n  r u l e s ,  o rg a n i z a t i o n s  i n c o n s i s t e n t l y  a n d
i n c o m p l e t e l y  t r a i n  p e r s o n n e l  a n d  f i n d  c o n s i s t e n t  e n f o r c e m e n t  d i f f i c u l t
o r  i m p o s s i b l e .   M a i n t a i n i n g  p o l i c i e s  a n d  p r o c e d u r e s  i n  w r i t t e n  f o r m a t
s a f e g u a r d s  a g a i n s t  t h e s e  t h r e a t s .   T h e  s e c o n d  p a r t  r e q u i r e s  c o v e r e d
en t i t i e s  t o  documen t  t he  r e su l t s  o f  imp lemen t ing  t he  po l i c i e s  and
p r o c e d u r e s  w h e n  r e q u i r e d  b y  a  s t a n d a r d  o r  i m p l e m e n t a t i o n
s p e c i f i c a t i o n .   T h a t  w o u l d  i n c l u d e  r i s k  a n a l y s e s  a n d  r i s k  m a n a g e m e n t
r e p o r t s  c o n d u c t e d  a s  p a r t  o f  t h e  s ecu r i t y  managemen t  p roce s s ,  s e c u r i t y
i n c i d e n t  r e p o r t s ,  a l l  b u s i n e s s  a s s o c i a t e  c o n t r a c t s ,  d e s i g n a t i o n s  o f
s e c u r i t y  o f f i c e r s ,  a n d  s o  o n .   T h i s  s e r v e s  s e v e r a l  p u r p o s e s .
E x a m i n a t i o n  o f  t h e  r e c o r d s  f o r  p a t t e r n s  o f  a c t i v i t y  c a n  r e v e a l  t h r e a t s
a n d  v u l n e r a b i l i t i e s ,  a l l o w i n g  t h e  c o v e r e d  e n t i t y  t o  t a k e  a c t i o n  t o
i m p r o v e  t h e  s e c u r i t y  o f  p r o t e c t e d  h e a l t h  i n f o r m a t i o n .   B e c a u s e  w r i t t e n
r e c o r d s  d e m o n s t r a t e  c o m p l i a n c e  w i t h  p o l i c i e s  a n d  p r o c e d u r e s ,
a u d i t o r s  a n d  o t h e r  s u r v e y o r s  o f t e n  r e q u e s t  t o  r e v i e w  t h e m  d u r i n g
i n s p e c t i o n s .   A n d  f i n a l l y  w r i t t e n  r e c o r d s  c a n  d e m o n s t r a t e  d u e
d i l i gence .   Documen ta t i on  mus t  be  “de t a i l ed  enough  t o  commun ica t e
t h e  s e c u r i t y  m e a s u r e s  t a k e n  a n d  t o  f a c i l i t a t e  [ t h e ]  p e r i o d i c
e v a l u a t i o n s ”  r e q u i r e d  b y  t h e  s e c u r i t y  e v a l u a t i o n  s t a n d a r d  o f  t h e
a d m i n i s t r a t i v e  s a f e g u a r d s .  ( F i n a l  R u l e ,  p . 8361 )

I m p l e m e n t a t i o n  S p e c i f i c a t i o n s
T h e r e  a r e  t h r e e  r e q u i r e d  i m p l e m e n t a t i o n  s p e c i f i c a t i o n s  a s s o c i a t e d
w i t h  t h e  d o c u m e n t a t i o n  s t a n d a r d :

http://www.cms.hhs.gov/SecurityStandard/Downloads/securityfinalrule.pdf
http://www.tricare.osd.mil/tmaprivacy/hipaa/hipaasecurity/images/pdf/WhoWhatHSIP2.pdf
http://www.tricare.osd.mil/tmaprivacy/hipaa/hipaasecurity/images/pdf/links-Standards2.pdf
http://www.tricare.osd.mil/tmaprivacy/hipaa/hipaasecurity/images/pdf/links-Standards2.pdf
http://www.tricare.osd.mil/tmaprivacy/hipaa/hipaasecurity/images/pdf/Sec%20Mgmt%20Process%20HSIP7.pdf
http://www.tricare.osd.mil/tmaprivacy/hipaa/hipaasecurity/images/pdf/SecIncident%20Proc%20HSIP12.pdf
http://www.tricare.osd.mil/tmaprivacy/hipaa/hipaasecurity/images/pdf/SecIncident%20Proc%20HSIP12.pdf
http://www.tricare.osd.mil/tmaprivacy/hipaa/hipaasecurity/images/pdf/BA%20Contracts%20HSIP15.pdf
http://www.tricare.osd.mil/tmaprivacy/hipaa/hipaasecurity/images/pdf/Evaluation%20HSIP14.pdf
http://www.tricare.osd.mil/tmaprivacy/hipaa/hipaasecurity/images/pdf/Admin%20Safeguards%20HSIP6.pdf
http://www.cms.hhs.gov/SecurityStandard/Downloads/securityfinalrule.pdf#page=29
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Security Actions

· Time  l im i t
· Av a i l a b i l i t y
· U p d a t e s


