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Protecting Privacy in a Web 2.0 World 
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Protecting Privacy in a Web 2.0 World 
Purpose 

 

The purpose of this presentation is to provide a brief overview of 
what social media is and show how DoD is using social media to 
serve the public while protecting their privacy at the same time. 
This presentation will also introduce social media best practices 
that you can adopt to help safeguard your information. 
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Protecting Privacy in a Web 2.0 World 
Objectives 

 Upon completion of this presentation, you should be able to: 
− Define social media 

− Understand DoD’s social media policy 

− Describe how TRICARE Management Activity’s (TMA) social 
media program educates beneficiaries while at the same time 
protects their identity and health information 

− Apply social media best practices in your life 
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Protecting Privacy in a Web 2.0 World 
Social Media Defined 

 What is social media? 
− Forms of electronic communication through which users create 

online communities to share information, ideas, messages, and 
other content  (Ex: Blogs, Facebook, Twitter, YouTube) 

− Empowers the public to develop, publish, and share their 
content with the world 

− It’s a fundamental shift in the way we communicate with 
governments, businesses, and ourselves 
 http://www.youtube.com/watch?v=0eUeL3n7fDs 

 

 

http://www.youtube.com/watch?v=0eUeL3n7fDs
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Protecting Privacy in a Web 2.0 World 
DoD Social Media Policy 

 Directive Type Memorandum (DTM) 09-026 – Responsible 
and Effective Use of Internet-based Capabilities 
− Memorandum establishes DoD policy and assigns 

responsibilities for responsible and effective use of Internet-
based capabilities, including social networking services 

− Agencies are required to develop their own social media 
policies and explain that the website or application is not a 
government Web site or application, that it is controlled or 
operated by a third party, and that the agency’s privacy policy 
does not apply to the third party 

− Indicate whether and how the agency will maintain, use, or 
share personally identifiable information (PII) that becomes 
available through the use of the third-party Web site or 
application 
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Protecting Privacy in a Web 2.0 World 
TMA Social Media Program 

 Mission of Beneficiary Education and Support Division 
(BE&S) 
− Provide beneficiaries with the information they need to get the 

health care they deserve 

 How social media helps reach the mission 
− Enable beneficiaries to access information in ways that are 

most convenient to them 

− Ability to reach at-risk populations and receive feedback in real-
time  

− Improve interagency communication and collaboration 
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Protecting Privacy in a Web 2.0 World 
TMA Social Media Program 

 TMA’s social media policy 
− Informs beneficiaries of the risks of using third-party sites 

− Will remove content containing PII or protected health 
information (PHI) immediately from its official external 
presences  

− Does not share or release content containing PII and PHI to 
other organizations or individuals 
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Protecting Privacy in a Web 2.0 World 
Social Media Best Practices 

 How to protect yourself online 
− Do not share any PII in your social networking profiles (Ex: Full 

birthday, home address, social security number, bank account 
information) 

− Get familiar with your privacy settings and adjust them to your 
preference 

− Do not add individuals to your network that you do not know 

− Do not download applications or open e-mails that seem 
“phishy” 
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 You should now be able to: 
− Define social media 

− Understand DoD’s social media policy 

− Describe how TMA’s social media program educates 
beneficiaries while at the same time protects their identity and 
health information 

− Apply social media best practices in your life 

Protecting Privacy in a Web 2.0 World 
Summary 
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Protecting Privacy in a Web 2.0 World 
Resources 

 Defense Information Systems Agency social network training:  
http://iase.disa.mil/eta/ 

 http://www.youtube.com/watch?v=0eUeL3n7fDs  

 www.OnGuardOnline.gov campaign 

 http://www.tricare.osd.mil/tmaprivacy/Mailing-List.cfm to 
subscribe to the TMA Privacy Office E-News 

 

http://iase.disa.mil/eta/
http://www.youtube.com/watch?v=0eUeL3n7fDs
http://www.onguardonline.gov/
http://www.tricare.osd.mil/tmaprivacy/Mailing-List.cfm
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