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N.Y. Worker Accuses State of Illegal GPS Spying - Wired, 09/16 – A New York state worker has accused government officials of violating the state constitution after they installed a GPS tracker on his private car and recorded its whereabouts for a month.  The state Department of Labor placed the device secretly on the worker’s car without a warrant and tracked the vehicle 24 hours a day, including on weekends and during a weeklong family vacation, in order to find evidence of time-sheet violations.
U.S. Companies Playing by Chinese Cyber-Rules - WaPo, 09/20 - U.S.-based tech firms seeking access to China’s exploding population of computer users bend too easily to China’s rules of censorship and surveillance, according to a new report by SecDev Group, a think tank focused on regions at risk from violence and insecurity.
Hackers Break SSL Encryption Used by Millions of Sites - Register (UK), 09/19 – Researchers have discovered a serious weakness in virtually all websites protected by the secure sockets layer protocol that allows attackers to silently decrypt data that’s passing between a webserver and an end-user browser.
Japan Defence Firm Mitsubishi Heavy in Cyber Attack - BBC, 09/20 - Japan’s top weapons maker has confirmed it was the victim of a cyber attack reportedly targeting data on missiles, submarines and nuclear power plants.  Mitsubishi Heavy Industries (MHI) said viruses were found on more than 80 of its servers and computers last month.
Study: Surveillance Cams Worth the Money, Don't Always Reduce Urban Crime - Gov Tech, 09/19 - More big cities are turning to surveillance video cameras as a means to fight crime, especially as police departments face the grim prospect of budget cuts and reduced manpower.  But do surveillance cameras actually have the power to reduce crime, and furthermore, are they worth the money?
New Law Bans Warrantless Cell Phone Searches - CNN, 09/20 – If you get arrested in California for any reason, the photos, e-mails and other personal data on your cell phone are now a bit safer from prying police eyes.  A new law now requires law-enforcement officers in that state to obtain a warrant before searching the cell phone of a person placed under arrest.
'Stingray' Phone Tracker Fuels Constitutional Clash – WSJ, 09/22 – For more than a year, federal authorities pursued a man they called simply “The Hacker.”  Only after using a little known cellphone-tracking device – a stingray – were they able to zero in on a California home and make the arrest.  Stingrays are designed to locate a mobile phone even when it’s not being used to make a call.
OnStar May Start Selling Data Collected From Cars - LA Times, 09/21 - OnStar Corp., the General Motors communication service for drivers, may soon start selling customer data to other companies.  In emails sent to customers, OnStar detailed changes to its privacy statement that go into effect in December.  Under the revised policy, the company may start collecting data from any vehicle equipped with an OnStar device and could share that information with credit card processors, law enforcement and others.
