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New Data Spill Shows Risk of Online Health Records – AP, 08/21 – Until recently, medical files belonging to nearly 300,000 Californians sat unsecured on the Internet for the entire world to see.  There were insurance forms, Social Security numbers and doctors’ notes.  Among the files were summaries that spelled out, in painstaking detail, a trucker’s crushed fingers, a maintenance worker’s broken ribs and one man’s bout with sexual dysfunction.
Federal Push for 'Cloud' Technology Faces Skepticism - NYT, 08/21 - Before cost-cutting became fashionable in Washington, Vivek Kundra, the White House’s chief information officer, was working to shrink the federal government’s enormous budget for information technology.  
SpyEye Hacker Toolkit to Lead to Surge in Cyberattacks - USA Today, 08/21 - The odds that a cybergang will stealthily turn your PC into a bot this summer and use it to carry out all manner of cyberattacks just notched notably higher.  That’s the upshot of a premier hacker’s toolkit, called SpyEye, recently being made accessible to cybercriminals of all stripes.
Privacy Lawsuit Targets comScore - Reuters, 08/23 - Online data tracking service comScore Inc siphons confidential information including passwords, credit card numbers and Social Security numbers from unsuspecting users, according to a lawsuit filed on Tuesday.  
Facebook and Twitter to Oppose Calls for Social Media Blocks During Riots - Guardian (UK), 08/24 - Facebook and Twitter are preparing to face down government ministers over calls to ban people from social networks or shut their websites down in times of civil unrest.  The major social networks are expected to offer no concessions when they meet the home secretary, Theresa May, at a Home Office summit on Thursday lunchtime.
Feds Ask Supreme court to Validate Stolen Valor Act - Wired, 08/22 – The Justice Department is asking the Supreme Court to uphold a 2006 law making it a criminal offense to lie about being decorated for military service.  
Judge: Indiana Teens' Racy social Media Photos are Protected Speech – CNN, 08/24 – An Indiana school district might appeal a summary judgment that said it violated two students’ First Amendment rights by punishing them for posting racy photos to social networking sites, the district’s lawyer said.
With CIA Help, NYPD Moves Covertly in Muslim Areas – AP, 08/24 – Since the Sept. 11 terrorist attacks, the New York Police Department has become one of the nation’s most aggressive domestic intelligence agencies, targeting ethnic communities in ways that would run afoul of civil liberties rules if practiced by the federal government, an Associated Press investigation has found.
Judge Calls Location-Tracking Orwellian, While congress Moves to Legalize It - Wired, 08/24 – A federal judge’s decision requiring the government to get a court warrant before obtaining mobile-phone location data is one of a string of conflicting opinions on the topic.  If comes as lawmakers and the Supreme Court weigh in on the hot-button issue of locational privacy.
Advertisers Start Using Facial Recognition to Tailor Pitches – LA Times, 08/21 – Once the stuff of science fiction and high-tech crime fighting, facial recognition technology has become one of the newest tools in marketing, even though privacy concerns abound.
