Privacy and Civil Liberties Bulletins – 07/28/2011
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NIST Proposes Privacy Safeguards for Federal IT – Fed Computer Week, 07/22 – The privacy of personal information will be a routine part of the catalog of security controls used to protect federal information and information systems if a draft version of such controls that the National Institute of Standards and Technology released on July 20 is adopted.
Establishing Rules in the Videocam Age - Wired, 07/2011 – When Mans Adler founded Bambuser - a Sweden-based service that lets people broadcast live video from their cell phones to the Internet – his idea was simply to help users share their lives with friends in real time.  Early this year, however, Adler saw an explosion of use from a political powder keg: Egypt.
Facebook Tackles Face-Recognition Privacy Concern - Reuters, 07/27 - Facebook has made it easier for users to ppt out of its controversial facial-recognition technology for photographs, an effort to address concerns that it had violated consumers’ privacy.
NSA Lawyer Questioned Over Cellphone Location Tracking of Americans – WSJ, 07/26 – Is the government using cellular data to track Americans as they move around the U.S.?  According to the general counsel of the National Security Agency, it may have that authority.
The Cyber Mafia has Already Hacked You – CNN – Just how pervasive is cybercrime?  “There are probably some corporation and credit cards that haven’t been hacked,” said Kim Peretti, director in PricewaterhouseCoopers’ forensic services practice.  “But you have to assume you’ve been compromised.”
Facebook Director Calls for an End to Internet Anonymity – Daily Mail (UK), 07/28 – Facebook’s marketing director has called for an end to on-line anonymity, saying internet users would ‘behave a lot better’ if everyone had to use real names when surfing or posting on the internet.  Randi Zuckerberg, Facebook’s marketing director and sister of multi-millionaire founder Mark, made the comments during a round table discussion on cyber bullying.
Group Wants Military Recruiters to Target Gays After Repeal of Ban - Wash Times, 07/28 – An underground military gay group wants military recruiters to reach out to the homosexual community in the same way they target blacks, Latinos and women.  The Pentagon’s ban on open gays is due to be lifted Sept. 20, meaning avowed gay people can sign up, those in the ranks can come out of the closet and the military will no longer discharge personnel because of sexual preference.
Document: FBI Surveillance Geeks Fear, Love New Gadgets - Wired, 07/28 – Can’t wait for 4G to become the ubiquitous standard from mobile communication?  On the edge of your seat for the unveiling of Microsoft’s secret Menlo Project and Greenfield application?  You’re not the only one watching the growth of these and other new technologies with rapt attention.
