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Utilities and Industries Face Rising Number of Cyber Break-Ins, DHS Says – FOXNews, 09/30 – U.S. utilities and industr5ies face a rising number of cyber break-ins by attackers using more sophisticated methods, a senior Homeland Security Department official said during the government’s first media tour of secretive defense labs intended to protect the U.S. power grid, water systems and other vulnerable infrastructure.
Cloud-Powered Facial Recognition is Terrifying - The Atlantic, 09/29 – “I never forget a face,” goes the Marx Brothers one-liner, “but in your case, I’ll be glad to make an exception.”  Unlike Groucho Marx, unfortunately, the cloud never forgets.  That the logic behind a new application developed by Carnegie Mellon University’s Heinz College and Google that’s designed to take a photograph of a total stranger and, using the facial recognition software PittPatt, track down their real identity in a matter of minutes.
Was Killing Al-Qaida's YouTube Preacher Illegal? - Wired, 09/30 – It’s still not confirmed that the U.S. killed Anwar al-Awlaki, the American citizen who spread al-Qaida’s message on YouTube and who bit the dust on Friday in Yemen.  But it’s more likely than not.  And that raises the question of whether the Obama administration illegally assassinated an American citizen, taking his life without due process of law.  Short answer, according to the nation’s leading experts on the law of war: It’s complicated.
Congressman Lambastes Chinese Cyber-Espionage - WaPo, 10/04 - The chairman of the House Intelligence Committee on Tuesday launched a broadside against the Chinese government and its efforts to steal commercial data and other intellectual property online, saying that Beijing’s cyber-espionage campaign has “reached an intolerable level” and that the United States and its allies have an “obligation to confront Beijing and demand that they put a stop to this piracy.”
Internet Firms Co-Opted for Surveillance: Experts - Reuters, 09/30 - Internet companies such as Google, Twitter and Facebook are increasingly co-opted for surveillance work as the information they gather proves irresistible to law enforcement agencies, Web experts said this week.  Although such companies try to keep their users; information private, their business modle3s depend on exploiting it to sell targeted advertising, and when government demand they hand it over, they have little choice but to comply.
Hayden Urges Congress to Let NSA Monitor Public Networks for Threats - Wired, 10/04 – Former NSA and CIA director Michael Hayden revived a controversial meme on Tuesday when he urged Congress to allow his former agency to monitor public networks in order to defend against malicious activity coming from nation states and others.
