Privacy and Civil Liberties Bulletins – 04/28/2011
These articles are intended for informational purposes only.  The opinions expressed in each article belong solely to the article’s author(s) and do not reflect any opinion, policy statement, recommendation or position, express or implied, of the Defense Privacy and Civil Liberties Office or of the U.S. Department of Defense.
NY Case Underscores Wi-Fi Privacy Dangers - AP, 04/24 - Lying on his family room floor with assault weapons trained on him, shouts of “pedophile!” and “pornographer!” stinging like his fresh cuts and bruises, the Buffalo homeowner didn’t need long to figure out the reason for the early morning wake-up call from a swarm of federal agents.  That new wireless router.
Feds Mine Facebook for Info - Detroit News, 04/24 - Federal investigators in Detroit have taken the rare step of obtaining search warrants that give them access to Facebook accounts of suspected criminals.  The warrants let investigators view photographs, email addresses, cell phone numbers, lists of friends who might double as partners in crime, and see GPS locations that could help disprove alibis. 

Researcher: iPhone Location Data Already Used By Cops - Bloomberg, 04/21 - When British programmers Alasdair Allan and Pete Warden took the stage at the Where 2.0 conference to unveil their work on iPhone location tracking, it was clear they had some big news on their hands.  The duo outlined what they called “the discovery that your iPhone and 3G iPad [are] regularly recording the position of your device into a hidden file.”  Their findings started a firestorm of media coverage.
Exclusive Kings Point Plans Extensive Surveillance Network - CBSNY, 04/26 – If you visit Kings Point, big brother will be watching.  The wealthy Long Island village is planning an extensive network of security cameras that scan license plates to help reduce the number of property and home invasion crimes.
Neo-Nazi Freed, Online Speech Protected – Wired, 04/21 – a neo-Nazi found guilty of jury intimidation over a web post was released from custody this week after a federal judge reversed his conviction, a ruling his attorney said Thursday buttresses online free speech “no matter who says it.”
Hacker Raids Sony Videogame Network – WSJ, 04/27 – A hacker stole the names, birth dates and possibly credit-card numbers for 77 million people who play online videogames through Sony Corp.’s Playstation console, in what could rank among the biggest data breaches in history.

Supreme Court Weighs Whether to Limit Data Mining - NPR, 04/27 - At the U.S. Supreme Court on Tuesday, the justices for the first time will hear a case that tests what limits the government may put on data mining for commercial purposes.  At issue is whether a state may bar the buying, selling and profiling of doctors’ prescription records for use by pharmaceutical sales representatives.

Want a U.S. Passport?  Were You Circumcised? - MSNBC, 04/26 – Were you baptized or circumcised?  Who was present when you were born?  Where did your mother work?  These are sample questions that applicants may be asked to answer on the proposed biographical questionnaire for a U.S. passport.

Yankees Employee Accidentally reveals Private Info About Season-Ticket Holders - NYDN, 04/28 - Now that’s an error.  A boneheaded Yankees employee accidentally e-mailed the sensitive, private information of about 17,000 season-ticket holders to hundreds of people, the team admitted last night.
