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NSA Allies with Internet Carriers to Thwart Cyber Attacks Against Defense Firms - WaPo, 06/16 - The National Security Agency is working with Internet service providers to deploy a new generation of 6tools to scan e-mail and other digital traffic with the goal of thwarting cyberattacks against defense firms by foreign adversaries, senior defense and industry officials say.
High Court: Age Must be Considered in Interrogation - NPR, 06/16 - The U.S. Supreme Court has broadened the use of the Miranda warning for suspects, extending it to children questioned by police in school.  By a 5-to-4 vote, the court said for the first time on Thursday that age must be considered in determining whether a suspect is aware of his or her rights
Digital Sleuths Probe Deleted Data for Cops, Corporations – Orlando Sentinel, 06/18 – These days, you can use the Web to teach yourself just about anything – including how to burn down your house, brew poison, pick a lock or plot a murder.  But if you think you’re covering your tracks by deleting your search history, think again.  Enter the digital-forensics technician, specially trained to extract the incriminating evidence contained in hard drives, cellphones and search histories – including the data you thought was deleted long ago.
Hackers 'Steal Entire 2011 Census' - Telegraph (UK), 06/21 - the entire 2011 UK census database has been stolen by hackers and will be published online, it has been claimed.  Ryan Cleary, an alleged member of the hacking group behind the claim, LulzSec, was arrested in Essex this morning by specialist crime officers from Scotland Yard.
Pulling Plug on Privacy - The Daily, 06/22 – “We are gathered here today to mourn the loss of a dear fr4iend, the Fourth Amendment.  Born on the freedom-loving soil of early America, the Fourth Amendment will be remembered as the bulwark of the liberty we once called privacy.  For ye, we mourn.”  As you can see, we’re working on a eulogy for the Fourth Amendment, the part of the Constitution guarding against “unreasonable searches and seizures” – in effect, a privacy provision.
Pentagon Gets Cyberwar Guidelines - AP, 06/22 - President Barack Obama has signed executive orders that lay out how far military commanders around the globe can go in using cyberattacks and other computer-based operations against enemies and as part of routine espionage in other countries.  The orders detail when the military must seek presidential approval for a specific cyber assault on an enemy and weave cyber capabilities into U.S. war fighting strategy, defense officials and cyber security experts told The Associated Press.
Cyberwarfare Finds a Captive Audience – CNN, 06/23 – From scanning news headlines over the last couple of months, you might think the walls around Internet strongholds are made of rotting wood.  Yet the frequency of data breaches actually hasn’t increased dramatically, according to security experts and reports compiled by nonprofit advocacy group Privacy Rights Clearinghouse.
