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SECTION I: GENERAL ENTRY REQUIREMENTS 

A. IDENTIFICATION CREDENTIALS REQUIRED FOR OFFICIAL TRAVEL 

1. US Military. 

a. No-fee passport required. (In an emergency, travelers may use a tourist (blue) passport.) 

	
	(1) Passport must be valid for at least six (6) months beyond date of planned departure from Malaysia.


b. Visa not required for stays of less than 90 days. A visa is required for stays of 90 days or more and for PCS personnel. 

	
	(1) Visas are valid for 90 days and extensions are available.


	
	(2) Malaysian immigration authorities routinely detain foreigners who overstay their social visit passes (visas). In light of the arrests of several American citizens in connection with immigration sweeps conducted by Malaysian police and immigration authorities, American citizens should carry their passports (containing the Malaysian entry stamp) with them at all times. Depending upon the nature of the violation, detentions may last from a few hours to several weeks, pending a formal hearing. American citizens are urged to check their visa status periodically while in Malaysia and strictly follow immigration laws and regulations.


2. US Government civilians. 

a. See I.A.1, above. 

3. Eligible family members. 

a. See I.A.1, above. 

b. Dependent Entry Approval (DEA) is a Navy process to obtain permission from an area commander to bring dependents into a specific area. Information on how to obtain DEA and points of contact are available at http://www.npc.navy.mil/CommandSupport/DistributionManagement/Procedures/Dependent+Entry+Approval.htm. 

4. Aircrew. 

a. No-fee passport required for all aircrew wishing to exit the airport. (In an emergency, aircrew may use a tourist (blue) passport.) 

	
	(1) Passport must be valid for at least six (6) months beyond date of planned departure from Malaysia.


b. Passport not required for transiting aircrew not leaving the airport. However, transiting aircrew are strongly encouraged to obtain passports in case unforeseen aircraft maintenance requires the crew to remain overnight (RON). 

5. Non-US citizens and dual nationals with non-US passports. 

a. Passport and visa requirements may vary for non-US citizens and for dual nationals traveling on non-US passports. Such travelers should check with a Malaysian embassy or consulate to determine what credentials they require for entry. 

6. Travelers are required to carry their passports for travel from peninsular Malaysia to eastern Malaysia (on the island of Borneo) and between the provinces of Sabah and Sarawak, both of which are on Borneo. Social visit passes (visas) issued at immigration points such as KLIA airport, Johor Bahru, and Kota Kinabalu (Sabah) for entry into peninsular Malaysia are not valid for entry into the state of Sarawak and usually have three months’ validity. New social visit passes must be obtained upon arrival at Kuching or Miri airports in Sarawak. In most cases, social visit passes issued by Sarawak immigration officials are valid for any part of Malaysia and usually have one (1) month’s validity. 

7. Consult Section III, below, to ensure compliance with requirements for Country Clearance and Theater Clearance. 

8. Information on obtaining official "no-fee" passports and visas is available at http://dodpassportmatters.hqda.pentagon.mil (.mil/.gov domain restricted). 


B. LEAVE REQUIREMENTS 

1. Passport valid for at least six (6) months beyond date of planned departure from Malaysia required. 

a. Travelers are required to carry their passports for travel from peninsular Malaysia to eastern Malaysia (on the island of Borneo) and between the provinces of Sabah and Sarawak, both of which are on Borneo. Entry stamps issued at immigration points such as KLIA airport, Johor Bahru, and Kota Kinabalu (Sabah) for entry into peninsular Malaysia are not valid for entry into the state of Sarawak and usually have three (3) months’ validity. New entry stamps must be obtained upon arrival at Kuching or Miri airports in Sarawak. In most cases, entry stamps issued by Sarawak immigration officials are valid for any part of Malaysia and usually have one (1) month’s validity. 

b. All DoD personnel are strongly advised to defer all non-essential travel (leave) to the northeastern, eastern, and southeastern portions of Sabah state. These areas include the east coast from Sandakan, in the northeast, to Tawau, in the southeast. Additionally, all the outer islands between Sanadakan and Tawau, including those islands adjacent to Malaysia’s international border with the Philippines, should be avoided. 

2. Visa not required for stays of less than 90 days. A visa is required for stays of 90 days or more. 

a. Prior to entry, travelers are given a Malaysian Disembarkation Card to complete and present to Malaysian immigration upon arrival. Immigration officials then issue the traveler a social visit pass (i.e., visa) in the traveler’s passport. The social visit pass is normally issued for three months (90 days). 

b. Malaysian immigration authorities routinely detain foreigners who overstay their social visit passes (visas). In light of the arrests of several American citizens in connection with immigration sweeps conducted by Malaysian police and immigration authorities, American citizens should carry their passports (containing the Malaysian entry stamp) with them at all times. Depending upon the nature of the violation, detentions may last from a few hours to several weeks, pending a formal hearing. American citizens are urged to check their visa status periodically while in Malaysia and strictly follow immigration laws and regulations. 

c. Travelers with Israeli entry or exit stamps in their US passports do not encounter difficulty at Malaysian Immigration. However, US-Israeli dual nationals have been denied entry after presenting their Israeli passports to show exit stamps. It is therefore important that US-Israeli dual nationals use their US passports to depart the last country on their itinerary prior to arriving in Malaysia. 

3. Non-US citizens and dual nationals with non-US passports. 

a. Passport and visa requirements may vary for non-US citizens and for dual nationals traveling on non-US passports. Such travelers should check with a Malaysian embassy or consulate to determine what credentials they require for entry. 

4. Personnel Clearances required for leave travel. 

a. Country Clearance is required for all leave travel to Malaysia by DoD personnel. 

	
	(1) Request Country Clearance from USDAO KUALA LUMPUR MY.


	
	(2) Do not assume Country Clearance. DoD personnel may not visit Malaysia without written approval in advance from USDAO Kuala Lumpur.


b. Lead-time: 15 days prior to the intended travel date. 

c. APACS (the Aircraft and Personnel Automated Clearance System) is mandatory for submitting leave clearance requests and receiving approvals. Log onto the website at https://apacs.dtic.mil to create an account, and then create and submit a clearance request. Training materials, documentation, and contact information are available on the website. 

d. Leave travelers preparing a Travel Clearance Request in APACS should follow the same APACS procedures as official travelers, with the following exceptions: 

	
	(1) On the “Main” tab: 

a. (a) For type of travel, select "Leave Travel". Examples of acceptable travel purposes for leave travel: death or illness in family (state relationship), marriage, adoption, visit to relative (state relationship), and vacation. (If traveling with a tour, provide name of tour group. If not, write "Individual travel.") Purpose of travel should be entered into the Notes field. 

b. (b) If emergency leave, so state in the field labeled “If Lead-Time Requirement is not met…” 


	
	(2) On the “Traveler” tab, in the “Notes” field: 

(a) Enter the traveler’s passport number, and if not a US passport, the country that issued it.
(b) If the traveler is an eligible family member, state that person’s relationship to the primary traveler/sponsor.



	
	(3) On the “Itinerary Tab” where Theater Clearance is shown as required, deselect it.


	
	(4) On the “Itinerary” tab, under “Details,” enter the following information in the “Notes” field: 

(a) Flight information.
(b) Locations to be visited within country.
(c) Mode(s) of travel between locations to be visited.



	
	(5) On the “Itinerary” tab, under “Leave Destination,” enter the following information for each location to be visited in country: 

(a) In the “Lodging Name/Description” field, enter the words “Leave Travel.”
(b) In the “Lodging Address” field, enter the address of the person to be visited. If staying in a hotel, enter the hotel address.
(c) In the “POC Name” field, enter the name of the person to be visited and that person’s relationship to the primary traveler. If staying in a hotel, enter the hotel name.
(d) In the “COMM Phone” field, enter the phone number of the person to be visited. If staying in a hotel, enter the hotel phone number.



	
	(6) On the "Traveler POC" tab, enter information for a POC at the requestor's unit. That person must be someone other than the requestor.


5. Requirements to register with the US Embassy. 

a. Personnel are not required to register with the US Embassy. However, USDAO requests that personnel provide the US Embassy with a point of contact where they can be reached during their stay in Malaysia. 

b. For information on registration, see IV.B.1, below. 


C. IMMUNIZATIONS AND OTHER MEDICAL REQUIREMENTS 

1. For DoD immunization requirements and sources of additional information on immunization, see the Foreign Clearance Manual, C3.1.3 and C3.2.3. 

2. Travelers over one year of age arriving from or transiting areas of infection or endemic zones must provide proof of yellow fever vaccination. 

3. Malaria, including a severe form resistant to the anti-malaria drug Chloroquine, poses a risk in rural areas, particularly in the forested, hilly, and underdeveloped interior. No risk in urban and coastal areas. For travel to risk areas, the CDC recommends the use of malaria prophylaxis and protective measures to avoid mosquito bites, such as clothing that covers most of the body, insect repellents, and mosquito nets. Consult a physician about malaria prophylaxis before traveling to Malaysia. 


D. IMMIGRATION, CUSTOMS, OR QUARANTINE INSPECTIONS 

1. Customs inspection required for all except transiting personnel. 

2. Provide customs and immigration officials with copies of travel orders, a passenger manifest, and a general declaration on entry and departure. 

3. All animals, including pets, are subject to a 30-day quarantine. 


E. UNIFORM REQUIREMENTS 

1. There are no uniform restrictions; however, personnel should wear civilian clothing for travel. 

2. Military visitors to the Ministry of Defense must wear the Class B uniform (short sleeve is acceptable). Civilians should wear a shirt and tie. 


F. OTHER GENERAL ENTRY REQUIREMENTS 

1. Malaysia does not recognize or permit dual nationality. If Malaysian authorities learn that a traveler is a citizen of both Malaysia and the United States, they may require that travelers either renounce their United States citizenship immediately or forfeit their Malaysian citizenship. Dual American-Malaysian citizens should consider this issue seriously before traveling to Malaysia. 

2. Personnel security advisers (PSAs) tasked to provide armed security for VIPs must contact the USDAO in advance to coordinate requirements. Personnel who are tasked to import and carry firearms must obtain a permit from police and clearance from customs. 

3. Travelers must refer to the traveler sections of the following web sites for updated threat information and travel advisories:
Classified: http://psp-usa.hq.pacom.smil.mil/orgareas/J3/J34/J343/Country%20Requirements/Pages/default.aspx.
Unclassified: http://www.pacom.mil/web/Site_Pages/Staff%20Directory/J3/J34%20-%20ATCIP.shtml. 



SECTION II: AIRCRAFT ENTRANCE REQUIREMENTS 

A. CLEARANCE REQUIREMENTS 

1. Blanket Clearances. 

a. Rescue missions are exempt from diplomatic clearance; proceed after sending a message notice to USDAO Kuala Lumpur. For overflights involving emergency medical evacuation, contact the USDAO to coordinate and obtain clearance. For medical evacuation flights involving “life-threatening” situations, attempt to contact the USDAO first, if at all possible, but proceed as required to the closest Malaysian airport or intended destination. The USDAO will obtain clearance in the process, coordinate ground requirements, and request assistance from support mechanisms at the arriving airfield. The requesting unit should provide an emergency contact number for coordinating requirements. 

b. Transit passage over water through the Strait of Malacca is exempt from diplomatic clearance requirements. See the Foreign Clearance Manual, C2.1.1 and C.2.2.1, for more information on transit rights in international straits. 

2. One-Time Clearances. 

a. Diplomatic clearance is required for all non-emergency overflights and landings. 

b. All in-country flights require clearance. 

c. Aircraft operating from military surface vessels (i.e., aircraft carriers, cruisers, amphibious ships, etc.) must submit an appropriate overflight clearance request meeting the lead-time requirement. 

d. Do not submit Aircraft Clearance requests by e-mail or fax unless the APACS system is unavailable. Contact the USDAO for further instructions regarding submissions. 

e. Submit changes to clearance requests as soon as possible within the 16-day lead-time. If the original request was by message, reference the DTG of the original message, but only enter required changes on the new message. Report last-minute changes to the USDAO by any means possible, and follow up with an official message or a phone call to verify that the USDAO has received the changes. 

f. Malaysia usually grants diplomatic clearance 24-48 hours prior to the intended overflight or landing. Requesting units should contact the USDAO for a clearance approval number. If landing, contact the USDAO to confirm arrival coordination and obtain field or ground restrictions not covered in the FCG. 


B. AIRCRAFT CLEARANCE LEAD-TIME AND VALIDITY 

1. Lead-time: 16 days. 

a. Ramp space in peninsular Malaysia is at a premium: units must comply with the 20 day lead-time notification. Short notice clearance requests or changes to approved clearances may result in clearance denials or cancellations. 

2. Clearance valid for: Most clearances are valid for 72 hours. For additional information, contact the USDAO. 


C. ADDRESSES FOR AIRCRAFT CLEARANCE REQUESTS 

1. APACS (the Aircraft and Personnel Automated Clearance System) is now available to prepare and submit clearance requests and receive approvals within the PACOM AOR. Use this secure, automated, web-based system, and eliminate the need for message traffic to request clearance. 

a. APACS requests are routed to the appropriate DoD approving official assigned to the US Embassy or other designated US organization located in the foreign country. The approver’s organization receiving the APACS request appears at the bottom of the APACS request when it is submitted. 

b. Log onto the website at https://apacs.dtic.mil to create an account, and then create and submit a clearance request. Training materials, documentation, and contact information are available on the website. 

c. If the clearance requestor needs to send a copy of the original APACS request to additional organizations outside the required APACS approvers, they may do so by exporting the request to a file and saving it as plain text or html format. The request then may be sent to the additional organizations not listed in the DoD Foreign Clearance Guide. Please note that the APACS request may contain Privacy Act information and should be handled accordingly. 

2. The following is a list of clearance request recipients, with clearance approvers listed under Action: 


Action: 
USDAO KUALA LUMPUR MY  

Info: 

D. CONTENT OF AIRCRAFT CLEARANCE REQUEST 

1. Prepare and submit the clearance request automatically with APACS, the new web-based clearance system, at https://apacs.dtic.mil. Details at II.C.1, above. 

2. The required format and content for all Aircraft Clearance Requests appears in the Foreign Clearance Manual, Figure C2.F1. (A downloadable version of this form is available here: aircraft_clearance.doc.) 

3. Country-specific information for inclusion in paragraph 6 of the Aircraft Clearance Request (or, if using APACS, in the “Country Specific Information” field on the “Itinerary” tab). 

a. When a flight is comprised of single and twin-seater trainers of the same type of aircraft, include the number of twin seater training aircraft and "T" proceeding the type of aircraft. 

4. If the Aircraft Clearance Request is classified, include paragraph markings and downgrade instructions to ensure timely processing. See the Foreign Clearance Manual, Figure C2.F1. 


E. ROUTE, FLIGHT, AND OTHER OPERATIONAL INFORMATION 

1. Direct flights to Israel require prior approval from the Israeli Ministry of Transportation through the USDAO Tel Aviv. Provide USDAO Tel Aviv as much advance notification as possible. Be prepared for possible technical stop (i.e., Amman, Jordan; Nicosia, Cyprus, etc.). 

2. All military aircraft destined for Kuala Lumpur should plan to arrive and depart from TUDM Subang (Royal Malaysian AFB) unless mission dictates otherwise. This airport has one (1) runway, one (1) side of which is the old Kuala Lumpur International Airport. The other side of the runway is Tudm Subang RMAF base, where military planes proceed after touchdown. 

3. Except as provided in II.A.1.b, above, Malaysian diplomatic clearance is required for all US Government aircraft overflying Malaysian airspace and/or landing at any Malaysian airport. Expect diplomatic clearance to be issued anywhere between 24 and 72 hours prior to the requested overflight. It is advisable for the requesting unit to contact USDAO Kuala Lumpur to check on status of their clearance request no later than 24 hours prior to flight time. Aircraft arriving/departing Singapore without Malaysian overflight clearance must not overfly Malaysia. If entry into Malaysian airspace is required for maneuvering purposes during approach for landing into Singapore or takeoff for departure from Singapore, then diplomatic clearance is required to enter Malaysian airspace. Recommend all heavy aircraft intending to land at Paya Lebar Air Base have diplomatic clearance to enter Malaysian airspace upon arrival and for departure. 

4. Aircraft equipped with or carrying photographic equipment (excluding personal cameras) are prohibited. 

5. All aircraft must strictly adhere the arrival date, time, and route submitted in their original clearance request. Early arrival within the FIR or for landings will not be approved and must be coordinated in advance. 

6. Do not schedule routine arrivals or departures into Malaysia on local holidays. Air missions should not be scheduled for landings during Christmas, Chinese New Year, or Hari Raya Puasa because local support will be unavailable. 

7. Submit a complete air route of travel, including FIR exit and entry points and times, for all aircraft missions transiting, arriving in, or departing Malaysia. This is a strict requirement in order to process an overflight or landing clearance or to obtain a clearance number for the mission. All air routes submitted except during a bilateral exercise with the Malaysian Armed Forces require approval prior to the mission. Deviation from the approved air route is not authorized. 


F. AIRPORTS 
1. Enter and depart. 

Butterworth, West Malaysia/Butterworth RMAF (WMKB) 
Kuala Lumpur, West Malaysia/Kuala Lumpur Intl Airport (WMKK) 
Penang, West Malaysia/Penang Intl (WMKP) (Bayan Lepas)
Simpang, West Malaysia/Simpang (WMKF) (RMAF Kuala Lumpur)
Subang, West Malaysia/Sultan Abdul Aziz Shah Intl Airport (WMSA) (RMAF side is TUDM Subang)
Kota Kinabalu, East Malaysia/Kota Kinabalu (WBKK) 
Kuching, East Malaysia/Kuching (WBGG) 
Labuan, East Malaysia/Labuan RMAL (WBKL) 

2. Additional airport information. 

a. For WMKB: Immigration and quarantine facilities are only available on request. 

b. For WMKB: Immigration and quarantine facilities are only available on request. 

c. For WMKP and WMSA/TUDM: All military aircraft destined for Kuala Lumpur should plan to arrive and depart from TUDM Subang unless mission dictates otherwise. 

d. For WMKF: Customs facilities are only available for scheduled flights and on request. 

e. For WBKK: Customs and immigration facilities are available during daylight hours of operation. 

f. For WBGG and WBKL: Customs, immigration, and quarantine facilities are available during daylight hours of operation and at other times on request. 

g. Pay for all aircraft fuel, ground support, and aircrew services with the US Government AIR Card. This includes all ground support such as a ground power unit (GPU) or aircraft start unit (ASU), stairs, potable water, toilet service, etc. It also includes aircrew requirements such as transportation, cell phones, and contracted security for the aircraft. Units without a US Government AIR Card must provide a fund citation or line of accounting to the USDAO in advance of their mission to Malaysia. Malaysia does not accept SF 44s for fuel purchases. Baggage fees will be charged if contracted handlers are used. The following information is required, as a minimum, when certifying a vendor’s invoice for submission for payment and should be sent to the following office: 

	
	(1) For all related services, the aircraft commander or his representative should sign each aircraft handling invoice (AHAN) acknowledging receipt of goods or services. Include all pertinent information regarding aircraft mission (type, tail number, call sign, unit designation, etc.), and also include the 16-digit AIR Card number.


	
	(2) Instruct the vendor to send the original copy of bills to:
USDAO – Attn: Air Ops/AIRA
US Embassy Kuala Lumpur
376 Jalan Tun Razak
50400 Kuala Lumpur


	
	(3) The US Embassy’s Financial Management Office (FMO) will pay the vendor in Malaysian currency and forward a copy of the voucher to the accountable AFO through cross-disbursing channels.


h. If the airfield requested is operated by the RMAF, no additional security services or guards will be provided. Additional US military personnel or RAVENs who are tasked to provide security for an aircraft must contact the USDAO no later than 16 days prior to the arrival of the aircraft in country to pre-coordinate security requirements. Request Country Clearance for any personnel arriving separately (i.e., not with the aircraft). 

i. Aircraft commanders must provide three (3) copies each of the general declaration, passenger manifest, and crew manifest to Malaysian officials. 

j. Thru-flight services from the Malaysian Airline Berhad for weekday arrivals and departures may be delayed due to the volume of commercial operations. 



SECTION III: PERSONNEL ENTRANCE REQUIREMENTS FOR OFFICIAL TRAVEL 

A. CLEARANCE REQUIREMENTS 

1. Country Clearance. 

a. Country Clearance is required. 

	
	(1) Submit all clearance requests (classified and unclassified) via the Aircraft and Personnel Automated Clearance System (APACS). See III.C.1, below, for APACS information.


	
	(2) Do not assume Country Clearance.


b. Blanket clearances are not granted for Malaysia. 

c. International Conferences. 

	
	(1) DoD and DoD-sponsored travelers entering the country exclusively to attend an international conference require Country Clearance.


	
	(2) Do not assume clearance.


d. DoD personnel on official business must register with USDAO, either in person or by phone. 

e. Do not schedule routine arrivals or departures on holidays. Air missions should not be scheduled for landings during Christmas, Chinese New Year and Hari Raya Puasa because local support will be unavailable. 

2. Theater Clearance. 

a. Theater Clearance is required. 

	
	(1) Submit all clearance requests via APACS. See III.C.1, below, for APACS information.


	
	(2) Exception: Personnel permanently assigned to USPACOM headquarters do not require Theater Clearance.


	
	(3) Travelers may assume Theater Clearance to enter the country ten (10) days after submitting a clearance request.


	
	(4) For a listing of all current USPACOM restricted areas by country, refer to http://psp-usa.hq.pacom.smil.mil/orgareas/J3/J34/J343/Travel%20Requirements/Pages/default.aspx on the SIPRNet. Use http://www.pacom.mil/web/Site_Pages/Staff%20Directory/J3/J34%20-%20ATCIP.shtml on the NIPRNet (click on USPACOM Country Information) for Terrorism, Criminal Threat Levels, the FPCONs by country and requirements for each country in the PACOM AOR.


3. Aircrew do not require Personnel Clearance. However, passengers must request Personnel Clearance. 

4. The Personnel Clearance requirements in this section apply only to official travel on DoD business, not to leave travel. Personnel traveling on leave should check I.B, above, to determine whether there are any clearance requirements for leave travel. 

5. Mandatory Training and Documentation: Prior to travel, DoD and DoD-sponsored travelers must complete the following training and documentation, regardless of length of travel, and must state in paragraph 8 of the Travel Clearance Request (see III.D.3, below) that they have complied with these requirements. 

a. Antiterrorism (AT) Training. Travelers must: 

	
	(1) Complete Level 1 AT training taught by a Level 2 instructor within 12 months of the travel date. DoD and DoD-sponsored personnel who cannot receive Level 1 AT training from a certified trainer may receive it on line at https://atlevel1.dtic.mil/at/. After logon, use a self-generated user ID and password to proceed. At the end of the process, save or print a copy of the completion certificate as proof of having completed Level-I AT training.


	
	(2) Travelers with a Security Clearance and access to the SIPRNet must receive an AOR-specific update within three months of the travel date. This update contains travel restrictions and threat assessments and is available on the SIPRNet at http://psp.hq.pacom.smil.mil/joc/Pages/default.aspx. The contents of this website are classified Secret/NOFORN.


	
	(3) Antiterrorism (AT) Plan. Travelers must complete an Antiterrorism (AT) Plan and get it approved at the appropriate level. 

(a) A sample AT Plan is available on the NIPRNet at http://www.pacom.mil/staff/at/Sample%20AT%20Plan%20(21Jul09).doc (or, if there are difficulties with the site, at PACOM_Sample_ATPlan.doc), and on the SIPRNet at http://psp-usa.hq.pacom.smil.mil/orgareas/J3/J34/J343/Travel%20Requirements/Pages/default.aspx. See Individual_AT_Plan_Checklist.pdf for what should be included in the AT Plan.
(b) The AT Plan must be approved by an O-3, O-5, or O-7 (or their civilian equivalents), depending on the FPCON of the country to be visited. See ATplan_approval_authority.pdf for the specific approving authority at each FPCOM level. Current FPCON levels are available on the websites listed above in (a). On the NIPRNet website, click on the USPACOM Country Information link. On the SIPRNet website, look under “Country Requirements.”
(c) If requested, the AT Plan must be submitted to HQ USPACOM/J02.



	
	(4) CDR USPACOM recommends following the two-person travel rule (buddy rule) at all times. More information is available on the NIPRNet at http://www.pacom.mil/web/Site_Pages/Staff%20Directory/J3/J34%20-%20ATCIP.shtml (click on the USPACOM Country Information link) and on the SIPRNet at http://psp-usa.hq.pacom.smil.mil/orgareas/J3/J34/J343/Country%20Requirements/Pages/default.aspx (under “Country Requirements”).


	
	(5) AT related questions: 

(a) HQ USPACOM Joint Operations (JOC) Antiterrorism Watch, commercial telephone 808-477-7203 (DSN 315-477-7203) or e-mail: joc.atfpcip.pacom@pacom.mil or joc.atfpcip.pacom@pacom.smil.mil.



b. Personnel Recovery: 

	
	(1) All personnel must complete Survival, Evasion, Resistance, and Escape (SERE) Code of Conduct (CoC) Level B training (SERE/CoC Level B) or higher, within 24 months prior to arrival within the USPACOM AOR. The preferred method for accomplishing this requirement is the SERE 100 course available as computer based training. 

(a) Computer based SERE 100 training is available through Joint Knowledge Online (JKO). Users must establish a personal account at JKO - the NIPR address for JKO is http://www.jko.cmil.org/; SIPR is http://jkolms.jwfc.jfcom.smil.mil/html/login/login.jsp. Once the account is created, follow the appropriate links to SERE 100 Training. The course abbreviation for SERE 100 is J3TA-US022.
(b) SERE 100 is also available on the Navy Knowledge Online (NKO), Advanced Distributed Learning System (ADLS) and the Marine Corps Net (MarineNet). Links to these sites are available at NIPR: http://www.pacom.mil/staff/j35/index.shtml.



	
	(2) All personnel must complete an electronic Isolated Personnel Report (ISOPREP). Electronic ISOPREPs are completed by establishing an individual account in the Personnel Recovery Mission Software (PRMS) program utilizing http://prmsnatl.osc.acc.af.smil.mil/PRMS. US Army personnel should complete electronic ISOPREP requirements using the Pre-OCONUS Travel File (PRO-File) survey, accessed by https://medinah.sed.monmouth.army.mil/PRO-File/. 

(a) ISOPREP Sections 1, 2, 3, 4, 7, and 9 must be filled out completely by all individuals. All ISOPREPs must be accompanied by two (2) digital photos, one full-face, and one right-side profile. Digital photos must be JPEG format and less than 200 kilobytes. Fingerprints (Section 6) are not required.
(b) If unable to access SIPRnet, contact the service components PR OPRs (PACFLT, PACAF, MARFORPAC, USARPAC, SOCPAC, USFJ, USFK, or ALCOM). If not attached to, or sponsored by a service component entry is required to the USPACOM AOR, contact the USPACOM Joint Personnel Recovery Center (JPRC) at commercial 808-477-8089 (DSN 315-477-8089) or via e-mail at joc.jprc.pacom.fct@pacom.smil.mil (SIPR only).
(c) Coalition ID is not a required field on the electronic ISOPREP.
(d) For any technical problems with PRMS, contact the PRMS helpdesk at DSN: 312-273-3701 or email: PRMSMail@jricp.dia.smil.mil.



	
	(3) Additional Personnel Recovery information and component PR OPR contact information is available through the USPACOM JPRC at NIPR: http://www.pacom.mil/staff/j35/index.shtml or SIPR: http://psp-usa.hq.pacom.smil.mil/orgareas/J3/J35/J358/default.aspx.


	
	(4) Per USPACOM Instruction 0503.1, DoD contractors must comply with these requirements unless specifically exempted by the terms of their contract. If the contract does not support SERE 100 or ISOPREP requirements, completion of SERE 100 and an electronic ISOPREP is still highly encouraged.



B. LEAD-TIME FOR PROCESSING PERSONNEL CLEARANCE REQUESTS 

1. 30 days for official visitors responding to a GOM invitation and self-invited visitors desiring to visit the Ministry of Defense or any of its facilities. 

2. 21 days for all other visitors. 



C. ADDRESSES FOR PERSONNEL CLEARANCE REQUESTS 
1. APACS (the Aircraft and Personnel Automated Clearance System) is now mandatory for all Personnel Clearance requests. Log onto the website at https://apacs.dtic.mil to create an account, and then create and submit a clearance request. Training materials, documentation, and contact information are available on the website. 

a. APACS requests are routed to the appropriate DoD approving official assigned to the US Embassy or other designated US organization located in the foreign country. The approver’s organization receiving the APACS request appears at the bottom of the APACS request when it is submitted. 

b. If the clearance requestor needs to send a copy of the original APACS request to additional organizations outside the required APACS approvers, they may do so by exporting the request to a file and saving it as plain text or html format. The request then may be sent to the additional organizations not listed in the DoD Foreign Clearance Guide. Please note that the APACS request may contain Privacy Act information and should be handled accordingly. 

2. The following is a list of clearance request recipients, with clearance approvers listed under Action: (Note that some of the Info recipients shown may no longer choose to receive Info copies of clearance requests.) 


Action: 

USDAO KUALA LUMPUR MY  (for all non-security assistance visits)

ODC KUALA LUMPUR MY  (for security assistance visits)

HQ USPACOM HONOLULU HI//J02/J3/J52//  

Info: 

AMEMBASSY KUALA LUMPUR  

SECDEF WASHINGTON DC//USDP SPECIAL AREA CLEAR//  (for DV travel only)

Additional info for USAF: 

HQ USAF WASHINGTON DC//A5XP//  


D. CONTENT OF PERSONNEL CLEARANCE REQUEST 

1. Prepare and submit the clearance request automatically with APACS, the new web-based clearance system, at https://apacs.dtic.mil. Details at III.C.1, above. 

2. The required format for all personnel Travel Clearance Requests appears in the Foreign Clearance Manual, Figure C3.F1. (A downloadable version of this form is available here: personnel_clearance.doc.) 

3. Theater-specific information for inclusion in paragraph 8 of the Travel Clearance Request (or, if using APACS, in the “Theater Specific Information” field under “Country Information” on the “Itinerary” tab). 

a. State that the traveler(s) has completed Level 1 AT/FP Training within the last 12 months. 

b. State that the traveler(s) has completed SERE 100 Training within the last 24 months, as specified in USPACOMI 0503.1 para 7.a (2). 

c. State that the traveler(s) has a completed ISOPREP on file and validated in PRMS within the last six (6) months, as specified in USPACOMI 0503.1 para 7.a (3). 

d. State the name, rank, title, and organization of the authority who has approved the Antiterrorism Plan. 

e. If the clearance request does not meet the required lead-time, state why the lead-time requirement has not been met. 

4. Country-specific information for inclusion in paragraph 9 of the Travel Clearance Request (or, if using APACS, in the “Country Specific Information” field under “Country Information” on the “Itinerary” tab): None. 

5. If the Travel Clearance Request is classified, include paragraph markings and downgrade instructions to ensure timely processing. See the Foreign Clearance Manual, Figure C3.F1. 

6. If personal information is required (e.g., Social Security number, birthplace), include the marking "Personal Data - Privacy Act of 1974." 



SECTION IV: TRAVEL INFORMATION 

A. STATE DEPARTMENT TRAVEL ADVISORIES 

1. Travel Warnings: None. 

2. Travel Alerts: 

a. Travel Alert (15 January 2010): The State Department alerts US citizens of the risks of travel to eastern Sabah, in Malaysia, due to threat of violence against foreigners, and urges extreme caution if traveling there. US citizens should consider the risks associated with travel to eastern Sabah in Malaysia due to the threat from both terrorist and criminal groups. There are indications that both criminal and terrorist groups are planning or intend acts of violence against foreigners in eastern Sabah, notwithstanding the Government of Malaysia's increased ability to detect, deter and prevent such attacks. The Abu Sayyaf Group, based in the southern Philippines, has kidnapped foreigners in eastern Sabah in the past. Criminal elements are also responsible for kidnapping and piracy committed against foreigners. Of present concern are the resorts (and transportation to and from them) located in isolated areas of eastern Sabah, including Semporna and the islands of Mabul and Sipadan. Please avoid or use extreme caution in connection with any travel in these areas or locations. The Department of State remains concerned about the continuing threat of terrorist actions and violence against US citizens and interests throughout the world. The Worldwide Caution reminds US citizens that terrorism can occur anywhere. The Department strongly encourages US citizens in Malaysia to register with the Consular Section of the US Embassy in Kuala Lumpur through the State Department's travel registration website in order to obtain updated information on travel and security. By registering, US citizens make it easier for the Embassy to contact them in the case of emergency. The US Embassy is located at: 376 Jalan Tun Razak, 50400 Kuala Lumpur, Malaysia, telephone 03-2168-5000. The American Citizens Services (ACS) section's fax number is 03-2148-5801. For the latest security information, US citizens traveling abroad should regularly monitor the Department's internet website where the current Worldwide Caution, Travel Alerts and Travel Warnings can be found. US citizens may also obtain up-to-date information on security conditions by calling 1-888-407-4747 from the United States and Canada, or 202-501-4444 from overseas. The Department also encourages US citizens to read the Country Specific Information Sheet for Malaysia, available on the Embassy’s website and also on the Department's website. This Travel Alert expires on 15 April 2010. 

3. USPACOM J34 strongly advises all DoD personnel to defer all non-essential travel (leave) to the northeastern, eastern, and southeastern portions of Sabah state. These areas include the east coast from Sandakan, in the northeast, to Tawau, in the southeast. Additionally, all the outer islands between Sanadakan and Tawau, including those islands adjacent to Malaysia’s international border with the Philippines, should be avoided. 

4. The DoS Bureau of Consular Affairs posts Consular Information Sheets and Country Background Notes as well as Travel Warnings and Travel Alerts at http://travel.state.gov/travel/cis_pa_tw/cis_pa_tw_1168.html. For general travel information, see the Bureau's main web page at http://travel.state.gov. 


B. AMERICAN EMBASSY 
1. Location: 

a. The US Embassy is located in Kuala Lumpur at 376 Jalan Tun Razak 50400. Phone: 011-6-03-2168-5000. 

b. The US Embassy website URL is http://malaysia.usembassy.gov. 

c. REGISTRATION: Americans living or traveling in Malaysia are encouraged to register with the nearest US Embassy or Consulate through the State Department’s travel registration web site so that they can obtain updated information on travel and security within Malaysia. Americans without Internet access may register directly with the nearest US Embassy or Consulate. By registering, American citizens make it easier for the Embassy or Consulate to contact them in case of emergency. 

2. Telecommunications Contact Information: 

a. International telephone country code: 6. City code: 03. 

b. US Embassy switchboard: 2168-5000. 

c. USDAO: 2168-5133. 

	
	(1) Defense Attache: 2168-5094.


	
	(2) Naval Attache: 2168-4842.


	
	(3) Air Attache: 2168-4917.


	
	(4) Ops Coordinator: 2168-5074.


	
	(5) Ops NCO: 2168-5018 or 2168-5087.


	
	(6) Administrative Assistant: 2168-5133.


	
	(7) Fax (Unclassified): 2142-1579.


	
	(8) STU-III and Classified fax: 2168-4901.


	
	(9) E-mail: 

(a) Unclassified: kldao@state.gov.
(b) Classified: daokualalumpur@notes.dawn.dia.smil.mil.



d. ODC. 

	
	(1) Phone: 2168-4827.


	
	(2) Fax: 2141-1080.


	
	(3) E-mail (Unclassified): odc_my@po.jaring.my.


e. Phone after duty hours: Call the Marine Security Guard at 2168-4959. 

3. Hours: US Embassy operating hours are Monday - Friday 0745L - 1630L.
4. Mailing Address: 

a. Unclassified.
USDAO Kuala Lumpur
APO AP 96535-8155 

b. Classified. (Use registered mail.) 

	
	(1) On the outer envelope:
USDAO US Embassy Kuala Lumpur


	
	(2) On the inner envelope:
Supervisor
Diplomatic Pouch and Mail
SA-8, LOC
Department of State
Washington, DC 20522-0801



5. Holidays: The US Embassy is closed on the following 2009 US and Malaysian holidays: 1 Jan. (New Year's Day), 19 Jan. (Martin Luther King Day), 26-27 Jan. (Chinese New Year), 16 Feb. (President's Day), 9 Mar. (Prophet Mohammed’s Birthday), 1 May (International Labor Day), 25 May (Memorial Day), 3 Jul. (Independence Day), 31 Aug. (National Day), 7 Sep. (US Labor Day), 21-22 Sep. (Hari Raya Puasa), 12 Oct. (Columbus Day), 16 Oct. (Deepavali), 11 Nov. (Veterans Day), 26 Nov. (Thanksgiving Day), 27 Nov. (Hari Raya Qurban), 18 Dec. (Awal Muharam), 25 Dec. (Christmas Day). 

a. The US Embassy is closed on the following 2010 US and Malaysian holidays: 1 Jan. (New Year's Day), 18 Jan. (Martin Luther King Day), 29 Jan. (Thaipusam), 15 Feb. (President's Day), 16 Feb. (Chinese New Year), 26 Feb. (Prophet Mohammed’s Birthday), 28 May (Wesak Day), 31 May (Memorial Day), 5 Jul. (Independence Day), 31 Aug. (National Day), 6 Sep. (US Labor Day), 9-10 Sep. (Hari Raya Puasa), 11 Oct. (Columbus Day), 5 Nov. (Deepavali), 11 Nov. (Veterans Day), 17 Nov. (Hari Raya Qurban), 25 Nov. (Thanksgiving Day), 7 Dec. (Awal Muharam), 25 Dec. (Christmas Day). 

	
	(1) The following holidays are subject to change: Hari Raya Puasa and Deepavali.




C. TIME CONVERSION 

1. Local Standard Time is Z + 8. 

2. Malaysia does not observe Daylight Savings Time. 


D. CUSTOMS REGULATIONS 

1. Customs authorities enforce strict regulations on importing or exporting items such as firearms, narcotics, medication, business equipment, currency, and books or other printed material and video or audio recordings that might be considered obscene or in any way harmful to the public interest or cultural property. 

2. Travelers can bring the following items into the country duty-free for personal use: one camera or movie camera, two rolls of film, cosmetics in opened containers worth no more than 75 ringgit , canned food worth no more than 100 denars, souvenirs not over six months old and worth nor more than 200 denars, 200 cigarettes, and one quart of liquor. Used personal effects are normally also duty-free. Travelers may have to make a cash deposit against expensive items such as cameras, lenses, projectors, watches, laptops, radios, and tape recorders. Travelers are entitled to recover the deposit upon departure if they leave within three (3) months. 

3. Travelers cannot export the following items: more than 50 pounds of food; more than two quarts of liquor; certain live animals, game, trophies, skins and plumage unless under license; dangerous drugs; and gold and jewelry. Travelers can take out personal jewelry. 

4. Import and export permits are required for articles for trade as well as for firearms, ammunition, and explosives. 


E. HEALTH PRECAUTIONS 

1. Medical facilities and services are adequate in larger cities where several western-trained doctors practice. The US Embassy will provide a list of English-speaking doctors and hospitals upon request. Psychological and psychiatric treatment options are limited. Doctors and hospitals often expect immediate payment in cash, although some facilities accept major credit cards. 

2. Malaysian ambulance attendants lack training equivalent to US standards. Callers to Malaysia's "999" emergency number (equivalent to the US 911) are connected to the Red Crescent and patients are directed to whichever hospital the dispatcher chooses. Americans staying in Malaysia for extended periods, especially those who have known health problems, are advised to investigate private ambulance services in their area and to provide family and close contacts with the direct telephone number (s) of the service they prefer. 

3. Air quality in Malaysia is acceptable most of the time. However, when burning of vegetation occurs in Malaysia and nearby countries, especially from March through June and during September and October, air quality can range from “unhealthy for sensitive groups” to “unhealthy.” 

4. Avoid ice cubes and use bottled, boiled, or halazone-treated water and canned or dried milk. Wash fruit and vegetables, and peel or cook them before eating. Eat at recommended places. 

5. Since January 2009, a growing number of cases of chikungunya fever have been reported in parts of Asia, including Thailand, Malaysia, and India. Chikungunya fever is spread through the bite of infected mosquitoes. The CDC recommends the use of insect repellant to prevent such bites. No medications or vaccines are available to prevent a person from getting sick with chikungunya fever. For more information, visit http://wwwn.cdc.gov/travel/content/outbreak-notice/chikungunya-fever.aspx. 

6. Several insect-borne diseases are common in the region, including dengue, filariasis, Japanese encephalitis, and plague. Travelers should protect themselves against mosquito bites. 

7. Do not swim in streams or lakes. Doing so puts the traveler at risk of contracting the parasitic disease schistosomiasis (bilharzia), which can cause extensive tissue damage, kidney failure, and blindness. 

8. Active duty military members (including family members/dependants) traveling to Malaysia and requiring urgent or emergency medical care may contact TRICARE International SOS at: Toll-Free: 1-800-834-5514 (from outside the US: 1-215-701-2800 – collect calls are accepted); Web: http://www.internationalsos.com/private/tricare/pacific/. 


F. CURRENCY INFORMATION 

1. There are no limits on importing foreign currency, travelers' checks, or letters of credit. Travelers may import or export no more than 10,000 Malaysian ringgit. 

2. Currency exchange is readily available; international bank-to-bank transfers may take several days and require adequate identification. Credit cards are accepted throughout the country, but travelers should be aware of the risk of fraud by criminal syndicates. ATMs can be a safer means of obtaining Malaysian Ringgit. Travelers should note that personal identification numbers (PINs) in Malaysia are six (6) digits long, and that some travelers have reported having difficulty retrieving cash from ATMs using four (4) digit PINs. Western Union money transfers are available through various Malaysian banks and the post office. To find a Western Union location in Malaysia, complete with address, travelers may access it through Western Union’s web-site. 

3. Travelers in Malaysia should avoid using credit cards, except at reputable establishments, and credit card numbers should be closely safeguarded at all times. Credit card fraud continues to be a serious problem in Malaysia, although enhanced technology has somewhat reduced reported instances of fraud. Unauthorized charges may not show on a credit card account for several months but can unexpectedly appear in amounts of $5,000 or more. One of the more common methods is for retailers to swipe the credit card under the counter, where account information is transferred to a machine containing a mobile phone SIM card and is transmitted to a criminal organization for reproduction. Travelers should watch retailers closely, and any “under the table” transactions should be reported to the local police. In some cases sophisticated criminal organizations have tapped into data lines emanating from retail establishments. Credit card information is then stolen while it is being transmitted to financial institutions. If a credit card must be used in Malaysia, travelers are advised to check their account information frequently for fraudulent charges. ATM cards are safer as long as the machines where they are used are associated with reputable Malaysian banks. 

4. As of 14 December 2009, approximately 3.4 ringgit equaled $1 US. For a more up-to-date exchange rate, the "links" section of the FCG website shows links to several commercial websites that track the current dollar value of many currencies. 


G. CLOTHING RECOMMENDATIONS 

1. Bring lightweight clothing and tropical uniform. 


H. TRANSIENT ACCOMMODATIONS 

1. Hotels in Kuala Lumpur near airport: Hyatt Regency Saujana, Petaling Jaya Hilton; in Downtown Kuala Lumpur: New World Hotel, Crown Princess Hotel; Kota Kinabalu: Tanjung Aru Resort, Hyatt Regency; in Penang: Hotel Equatorial, Holiday Inn; in Kuantan: Hyatt Regency. 

2. USDAO Kuala Lumpur will assist official visitors responding to the GOM and self-invited visitors desiring to visit the Ministry of Defense or any of its facilities in obtaining hotel and transportation reservations. Provide fund cites for hotel and transportation. Travelers must cancel any unneeded reservations as soon as possible to avoid cancellation fees from hotels and transportation companies. 

3. For all other visitors, USDAO Kuala Lumpur will provide a list of recommended hotels, transportation companies, and telephone numbers. Such travelers must make their own reservations. 

4. Travelers must have an international driver's license to rent a car. 

5. Do not schedule routine arrivals or departures on holidays: local support will be unavailable. 

6. Pay cash for personal services and purchases: do not sign chits. 


I. TRAVEL PRECAUTIONS AND INFORMATION 

1. Respect local religions and customs. Malaysia is a predominantly Muslim country. Distribution of religious leaflets or books of another faith to Malaysian Muslims is illegal and may result in arrest and imprisonment. 

2. Malaysia strictly enforces its drug laws. Malaysian legislation provides for a mandatory death penalty for convicted drug traffickers. Individuals arrested in possession of 15 grams (0.5 ounce) or more of heroin or 200 grams (seven (7) ounces) of marijuana are presumed by law to be trafficking in drugs. 

3. The Malaysian criminal code includes a provision for a sentence of caning for certain white-collar crimes, including criminal misappropriation, criminal breach of trust and cheating. 

4. Unauthorized collection and/or removal of local flora and fauna may be prosecuted as a crime and can result in heavy fines, expulsion, and/or imprisonment. 

5. US citizens are encouraged to carry a copy of their US passports and of their current social visit pass (visa) with them at all times, so that, if questioned by local officials, proof of identity, US citizenship and legal status in Malaysia is readily available. 

6. Many car rental agencies in Malaysia are willing to rent vehicles for a short term to US citizens with valid US driver’s licenses; however, the Department of State strongly urges all those who plan on driving in Malaysia to obtain an international driving permit (IDP) before leaving the United States. 

7. The local equivalent to the “911” emergency line in Malaysia is “999”. 



SECTION V: MISCELLANEOUS 

A. SHIP VISITS 
1. Clearance Requirements for Ship Visits 

	
	Diplomatic clearance is required to enter Malaysia.


	
	Request Ship Visit Clearance from USDAO KUALA LUMPUR MY. 

(1) All requests for ship visits must be Unclassified/For Official Use Only (FOUO). The Malaysian Government receives such requests only on unclassified fax machines. Marking a classified request "Releasable to Malaysia" is not sufficient because Malaysian authorities do not have the means to treat a classified request with the level of security it requires.



2. Lead-Time for Processing Ship Visit Clearance Requests. 

a. Lead-time. 

	
	(1) 30 days for all ship visit requests.


	
	(2) 14 days for logistics requests (LOGREQs), including Antiterrorism (FP) LOGREQs. (All LOGREQs must be unclassified; see V.A.5.a, below, for detals.)


	
	(3) 16 days for all Aircraft Clearance requests (whether fixed-wing or rotary). Note that Aircraft Clearance is required for helo taskings involved in bilateral exercises with any agency of the Malaysia Armed Forces.


b. Clearance valid for: Unstated. For additional information, contact the USDAO. 

3. Addresses for Ship Visit Clearance Requests. 

a. Send the clearance request to:

Action: 

USDAO KUALA LUMPUR MY

Info: 

SECDEF WASHINGTON DC//JJJ//
JOINT STAFF WASHINGTON DC//J3/J6//
CJCS WASHINGTON DC CHINFO WASHINGTON DC//JJJ//

Additional Info for USN: 

ONI WASHINGTON DC//6/632//

Additional Info for US Coast Guard: 

COMDT COGARD WASHINGTON DC//G-CI/G-C2/G-OPN//
COGARD INTELCOORDCEN WASHINGTON DC

4. Content of Ship Visit Clearance Request. 

a. Use the following format and provide the information indicated for all clearance requests for ship visits:
[Begin format] Subject: Ship-Visit Clearance Request for the Dominican Republic 

	
	(1) Ship owner (i.e., US Navy, US Coast Guard, etc.).


	
	(2) Ship name and (if available) hull number.


	
	(3) Ship type and (if available) class.


	
	(4) Dimensions (draft, beam, length overall).


	
	(5) Displacement.


	
	(6) Ship call sign.


	
	(7) Captain’s name.


	
	(8) Number of crew (officers, enlisted).


	
	(9) Passengers and/or cargo.


	
	(10) Last port of call before Malaysia.


	
	(11) Next port of call after Malaysia.


	
	(12) Requested ports of call in Malaysia and dates of arrival and departure. (Include time of arrival and departure if required.)


	
	(13) Purpose of visit.


	
	(14) Country-specific requirements: Enter any additional information for ship visits to this country that is specified under heading V.A.4.b, below. [End Format]


b. Country-specific information for inclusion in paragraph 14 of the Ship Visit Clearance Request. 

	
	(1) Include estimated time of every arrival in a Malaysian port and estimated time of every departure from a Malaysian port, even if returning to the same port.


	
	(2) Height of ship’s masthead.


	
	(3) Ship’s pennant number.


	
	(4) Saluting or non-saluting.


	
	(5) Captain’s rank and date of rank.


	
	(6) Maximum number in liberty party.


	
	(7) Number of troops embarked, if any.


	
	(8) Designation, operating frequencies, and power, of each shipboard radar or radio.


	
	(9) Pilot requirement.


	
	(10) Ship-based flights desired while in country. (Obtain Aircraft Clearances IAW Section II.)


5. Navigation and Other Operational Information. 

a. Be advised that all logistics requests (LOGREQs) and Antiterrorism logistics requests (FP LOGREQs) must be Unclassified/For Official Use Only (FOUO). Marking a classified request "Releasable to Malaysia" is not sufficient because LOGREQs must be forwarded to a Malaysian ship husbanding agency, and no classified document can be released to uncleared foreign nationals. Therefore, USDAO Kuala Lumpur will not process any classified LOGREQ or FP LOGREQ. 








Disclaimer:This site is intended for the use of the U.S. Government only. Do not reproduce or distribute the content of this site to a wider audience without coordination with the information owner and your unit public affairs office. Information from this server resides on a domain restricted computer system funded by the Department of Defense. This system and related equipment are intended for the communication, transmission, processing and storage of U.S. Government information. These systems and equipment are subject to monitoring to ensure proper functioning, to protect against improper or unauthorized use or access, and to verify their presence or performance of applicable security features or procedures, and for other like purposes. Anyone using this government system must be an authorized user and expressly consents to administrative monitoring at all times. Such monitoring may result in the acquisition, recording and analysis of all data being communicated, transmitted, processed or stored in this system by a user. If monitoring reveals evidence of possible criminal activity, such evidence may be provided to appropriate law enforcement officials. Unauthorized attempts to upload information or change information on this service are strictly prohibited and may be punishable under the Computer Fraud and Abuse Act of 1986. If you are not an authorized user or do not consent to monitoring, exit this system now.
