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Dear

This letter is to notify you of the compromise of personally identifiable information for yourself
and one or more members of your household. Electronic Data Systems (EDS) is an information
technology company that supports a health benefits system for the Department of Defense
TRICARE Management Activity (TMA). While doing a security review of a computer system
EDS maintains for TMA, we discovered we had not appropriately secured a part of the system
and certain external entities had been allowed access to a file containing your full or partial
Social Security number, and for one or more members of your household, their name, date of
birth, and a medical diagnosis code associated with a health benefits claim submitted to TMA.

We reported the situation to TMA and modified our system security. We also did an exam of the
system in an effort to determine if information from the file had been misused. While we have
not seen indications of misuse, because it is a possibility we want to report the situation to you
and inform you of steps you can take to protect yourself from possible identity theft.

Enroll in Equifax Credit Watch™ Gold with 3-in-1 Monitoring

We have arranged for you and the affected adult members of your household to receive this
service for one year at our expense. Credit Watch will provide an “early warning system” to
credit file changes and help with understanding the content of credit files at the three major U.S.
credit reporting agencies. The key features and benefits are:

e Comprehensive credit file monitoring of credit reports at all three major credit agencies.

e Automatic notification of key changes to credit files from the three major credit agencies.

e $20,000 in identity theft protection with $0 deductible (certain limitations and exclusions
may apply).'

e 24 hours a day/7 days a week personal customer service to assist in understanding the content
of Equifax credit information, to provide personalized identity theft victim assistance and in
initiating an investigation of inaccurate information.

! fdentity Fraud Expense Reimbursement Master Policy underwritten by Travelers Casualty and Surety Company of America and its property
casualty affiliates, Hartford, CT 06183, Coverage for all claims or losses depends on actual policy provisions. Availability of coverage can
depend on our underwriting qualifications and state regulations. Coverage not available for residents of New York. This product is not intended
for minors {under 18 years of age).

Equifax's credit monitoring products are protected by US Patent 7.028052.



To enroll in this service, visit www.myservices.equifax.com/tri, enter the requested

information, and when prompted enter the following code the “Enter
Promotion Code” box (no spaces, include dash). This code eliminates the need to provide a
credit card number for payment. After entering your code press the - button

and then the “Submit Order” button at the bottom of the page. For additional needed codes
please call the EDS help line referenced below.

Place a Fraud Alert

Contact one of the major U.S. credit agencies and have a “fraud alert” placed on your credit file.
Affected adult members of your household can also do this for their credit file. A fraud alert is a
consumer statement added to a person’s credit file that lasts 90 days. A fraud alert can help
creditors know additional steps should be taken to verify a person’s identity prior to granting
credit or taking action on existing credit accounts. Once the fraud alert has been placed with one
of the agencies, a notification will be automatically sent to the other two.

Credit Bureau Toll-Free No. Website

Experian 888 397-3742 www.experian.com
Equifax 877 478-7625 www.equifax.com
TransUnion 800 680-7289 www.transunion.com

Obtain and Review Free Credit Reports

You are entitled under U.S. law to one free credit report annually from each of the three credit
agencies. This is also true for the adult members of your household. A credit report review can
help identify if personal information is being misused and if action is needed. To order free
credit reports, visit www.annualcreditreport.com or call toll-free 877 322-8228.

Federal Trade Commission
For additional information on how to further protect against identity theft, visit the website of the
U.S. Federal Trade Commission at www.consumer.gov/idtheft/.

For more information on this situation, for questions, and for assistance, please call the toll free
help line we have established at 800 556-3195. Outside the U.S. dial your country’s access
number according to the enclosed AT&T document and then dial the toll free help line number.
If you are unable to connect to the help line with this toll free number, collect calls will be
accepted at 856 651-4297. The help line will be staffed from 8:00 AM ET to 8:00 PM ET,
Monday through Friday, through February 1, 2008. You may leave a message outside of these
hours and you will receive a callback the next business day. Additional information is also on
the TMA website at www.tricare.mil/tmaprivacy/itpr.cfm.

The security of personal information is important to us, and we work hard to ensure we have
processes in place to keep it safe. We deeply regret this situation and the inconvenience and
concern it will cause you and the affected members of your household.

Sincerely,

/%,,,4@ S '?’/em/

Donald S. Picard
Vice President
Federal Healthcare



